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Abstract

The continuous growth of food e-commerce increasingly reveals food safety concerns
and public health risks amplified by regulatory and enforcement challenges. Yet, sys-
tematic assessment of the associated hazards remains limited. This study characterises
food safety hazards in the EU online food market, assesses the extend to which they are
addressed by current regulatory frameworks, and identifies gaps that undermine effective
risk management. We conducted a secondary analysis of publicly available RASFF notifi-
cations related to e-commerce and performed a structured legal classification to determine
the regulatory status of hazards associated with food supplements. To enable systematic
analysis, we developed a decision tree incorporating international, European and national
decision bases. We identified 910 RASFF notifications related to e-commerce submit-
ted between November 2017 and June 2023. These included 786 notifications on food,
which were mostly related to the presence of specific substances or ingredients (82.1%)
and reported 210 distinct hazards — most commonly 2,4-dinitrophenol, cannabidiol and
yohimbine. Food supplements reported in 689 notifications mainly contained “other sub-
stances”, notably botanicals. Applying the decision tree, two thirds of the 178 distinct
hazards identified in food supplement notifications could be classified using food-related
decision bases. Together, these results demonstrate the wide range of hazards in food and
especially food supplements traded online and highlight substantial gaps in the European
regulatory framework. Based on our findings, we recommend strengthening consumer
health protection through more coherent and effective risk management measures for food
supplements and propose our decision tree as a practical tool for their evaluation and
(automated) monitoring in e-commerce.

Highlights

o 689 of 786 RASFF notifications on food traded online concerned food supplements.
e 55 food supplement hazards fell outside EU and German food-related decision bases.
e Decision tree offers a novel tool for (automated) evaluation of food supplements.
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Introduction

The utilization of electronic commerce (e-commerce) continues to expand. E-commerce
are “all types of commercial transaction and business activities taking place over electronic
online systems” (Voldnes et al., 2020, p. 5). Within the European Union (EU), the pro-
portion of consumers shopping online rose from 59.3% in 2014 to 76.6% in 2024. In the
year 2024, 11.7% of EU consumers reported purchasing food or beverages online, while
15.6% acquired medicinal products or dietary supplements through e-commerce channels
(Eurostat, 2025b). This trend has been influenced by various factors, notably the Corona-
virus Disease 2019 (COVID-19) pandemic (Dannenberg et al., 2020; East, 2022). Food
e-commerce comprises a range of business models, including multi-channel and pure-play
concepts (Dederichs & Dannenberg, 2021), meal kit services (Gee et al., 2019), and online
delivery services (Li et al., 2020) (Krejbich et al., 2023). Initially focused on specialty and
non-perishable food items, e-commerce now encompasses a broad spectrum of products,
including perishable and fresh food (Lachenmeier et al., 2013; Lu & Reardon, 2018). In
addition to consumer-oriented motivations and barriers to usage (Blitstein et al., 2020;
Harris et al., 2017), the academic literature has also identified both potential benefits and
adverse implications of food e-commerce for public health (Bennett et al., 2023; Bezirgani
& Lachapelle, 2021; Geurden et al., 2022; Jilcott Pitts et al., 2018; Pettigrew et al., 2024;
Pomeranz et al., 2022; Wyse et al., 2021).

A principal challenge associated with e-commerce in the food sector pertains to food
safety, with experts and regulatory authorities consistently underscoring the necessity for
enhanced measures to safeguard consumer protection (Krewinkel et al., 2011). In the EU,
food law is largely subject to maximum harmonisation under the General Food Law (Regu-
lation (Reg.) (EC) No 178/2002) and subsequent specific legislative acts aimed at ensuring
a high level of consumer health protection. A fundamental principle is that food shall not
be placed on the market if it is unsafe (Art. 14 Reg. (EC) No 178/2002), and responsibility
for ensuring and verifying compliance lies with food business operators at all stages of the
food chain (Art. 17 Reg. (EC) No 178/2002) (Purnhagen & Molitorisova, 2022; Schebesta
& Purnhagen, 2024). Food supplements, as a product category, fall within the scope of this
framework (Dir. 2002/46/EC) (Warda et al., 2026). Food e-commerce is likewise governed
by the General Food Law and is specifically addressed in the Food Information Regulation
(Reg. (EU) No 1169/2011) and the Official Controls Regulation (Reg. (EU) 2017/625). In
particular, consumers must have access to relevant food information in online settings, and
Member States are obliged to enforce EU food law with respect to food products marketed
online, necessitating the development of enforcement strategies tailored to the e-commerce
context (Krewinkel et al., 2016). However, the European Commission has identified short-
comings in the official control activities of Member States concerning online food trade
(European Commission, 2018b), posing significant threats to public health given the contin-
ued expansion of food e-commerce.

Numerous concerns related to food e-commerce have been documented in the academic
literature, particularly in relation to specific product categories. For example, prior studies
have reported species mislabelling in online food sales (Siozios et al., 2020), fraudulent
practices involving products with protected designation of origin (Di Pinto et al., 2019),
effects of online distribution on bacterial proliferation in fresh food (Murphy et al., 2022),
and the potential for widespread foodborne outbreaks driven by the broad distribution of
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contaminated products via e-commerce channels (Nsubuga et al., 2022; Wei et al., 2014). In
particular, food supplements sold online have long been associated with various health risks
and recognised as a major public health concern (Lachenmeier et al., 2013). Common prob-
lems include consumer misuse, improper product composition, unauthorised health claims,
and inadequate labelling (Carlsohn & Steinhorst, 2018), which are compounded by incon-
sistent enforcement practices among EU Member States (Warda et al., 2024). Experts have
highlighted regulatory and enforcement deficiencies within the e-commerce sector, attribut-
ing these, in part, to the distinctive characteristics of this mode of distribution. Specifically,
several authors identify a control deficit in online food trade compared to conventional
retail. Contributing factors include unregistered food business operators, which cannot be
included in risk-based inspections, as well as organisational challenges such as novel sam-
pling procedures, limited resources, and unclear jurisdictions (Biichter et al., 2011; Comans,
2015; Lachenmeier et al., 2013).

In addition to documented potential hazards identified in the academic literature, hazards
associated with e-commerce are regularly reported through the EU’s Rapid Alert System
for Food and Feed (RASFF). The RASFF serves as an important food safety mechanism
within the EU, facilitating the timely exchange of information concerning public health
risks arising from food, feed, and food contact materials. Member States of the EU, along
with members of the European Free Trade Association (EFTA), submit notifications via
an interactive online platform, thereby enabling prompt and coordinated actions to mit-
igate identified health risks (Art. 50 Reg. (EC) No 178/2002) (Kuchheuser & Birringer,
2022b). Several RASFF Annual Reports document health risks and specific hazards linked
to e-commerce. These include general enforcement challenges with non-compliant food
supplements containing unauthorised substances (European Commission, 2013, 2015b), as
well as specific incidents such as adverse cardiac effects from DMAA-containing supple-
ments (European Commission, 2013) and possible online marketing of a kratom-containing
product related to a foodborne outbreak (European Commission, 2019). However, to the
best of our knowledge, no comprehensive analysis of RASFF notifications specifically per-
taining to e-commerce has yet been conducted.

Accordingly, the objective of this research is twofold: (i) to characterise food safety
hazards documented in publicly available RASFF notifications pertaining to e-commerce
in the EU; and (ii) to assess the extent to which these hazards are covered by current reg-
ulatory frameworks and identify potential regulatory gaps within food law affecting risk
management. To achieve these aims, we compile all publicly available RASFF notifica-
tions issued since the system’s inception in 1979, systematically identify those linked to
e-commerce, and perform a quantitative analysis of food-related notifications — focusing
on affected product categories and reported hazards. Furthermore, we conduct a structured
legal classification to determine the regulatory status of hazards in food supplements against
international, European, and national decision bases. This step is supported by a novel deci-
sion tree developed specifically for this purpose, which could also find practical application
in market surveillance. Food supplements were selected as a focal category because they
are frequently associated with safety concerns and regulatory challenges in the context of
online food trade. In this paper, the terms “hazard” and “risk” are used in accordance with
their legal definitions under Art. 3 of Reg. (EC) No 178/2002; a hazard refers to a specific
agent or condition with a potentially adverse health effect, while risk reflects the probability
and severity of its occurrence.
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This study contributes to the existing body of research on food safety in online trade
— which often focuses on selected product categories or specific hazards — by providing a
comprehensive and systematic analysis of RASFF notifications related to e-commerce. By
analysing data resulting from actual risk management measures implemented by EU Mem-
ber States’ competent authorities, it yields valuable insights into regulatory and enforcement
practices across jurisdictions. Combining this empirical perspective with a structured legal
classification enables the identification of regulatory gaps and inconsistencies, supplying an
evidence base to inform targeted and strategic improvements in consumer health protection
at both European and national levels.

Methods
Data Collection and Preparation

We undertake a systematic secondary analysis of notifications issued in the Rapid Alert
System for Food and Feed (RASFF). The RASFF is a communications system operated by
the European Commission. While access to confidential elements of RASFF notifications is
restricted to network members under Art. 52 of Regulation (EC) No 178/2002, the publicly
available versions still provide substantial information on the reported incidents. Our data-
set thus comprises publicly available, non-confidential notifications obtained from two offi-
cial sources: the RASFF Window public database (European Commission, n. d.-f) and the
EU Data Portal public archive of RASFF notifications (European Commission, 2025a). As
RASFF notifications are originally compiled for administrative purposes, they represent pro-
cess-generated data suitable for secondary analysis in research contexts (Salheiser, 2014).
Prior studies have demonstrated the utility of such data for academic and policy-related
analyses (Kuchheuser & Birringer, 2022b; Kuchheuser et al., 2018; Piglowski, 2020).

Although the RASFF was established in the late 1970s, the RASFF Window database
provided notifications only from 2018 onwards at the time of data collection. To ensure
comprehensive coverage, historical data (1979-2022) were retrieved via two structured
datasets available through the EU Data Portal. The initial data download was conducted on
23 May 2023 in Microsoft Excel format from the RASFF Window and the EU Data Portal.
All datasets were consolidated into a single spreadsheet for integrated processing.

To systematically identify RASFF notifications related to e-commerce, a structured key-
word search was applied to the consolidated dataset — comprising records from 1979 to
2023. The keywords were selected because they are closely associated with online trade
and therefore expected to reliably capture e-commerce notifications. Initial search terms

99 <6 LEINT3 CEINT3 CERNT3 CEINT3

included: “online”, “internet”, “e-commerce”, “electronic commerce”, “www”, “world

CLINT3 CEINT3 CLINT3

wide web”, “web”, “web shop”, “webshop”, “website”, “webpage”, and “digital”. Iterative
refinement of the search revealed additional relevant keywords — “e-trader”, “e-platform”,
“homepage”, and “Amazon” — which were subsequently incorporated. A follow-up collec-
tion was carried out on 25 July 2023 to include additional notifications submitted through
30 June 2023, after which the keyword search was repeated.

References to e-commerce were primarily located in the fields “action taken” and “distri-
bution status”. As this information was included in datasets retrieved from the EU Data Por-

tal archive but not in those downloaded from RASFF Window, the relevant characteristics
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were searched in the RASFF Window online database to identify further relevant notifica-
tions. While the “action taken” could be filtered through the RASFF Window interface, the
“distribution status” required manual inspection.

All notifications confirmed to involve e-commerce were compiled into a dedicated
working dataset. This step covered all data records characterised by the same unique refer-
ence number, including duplicate notification records from RASFF Window and the EU
Data Portal. A multi-step data cleaning and preparation process followed. This included
the evaluation of record completeness and transfer of relevant unstructured content (e.g.,
from the “subject” field) into standardised fields, as well as the deduplication of records
and consolidation of entries. Duplicate records with the same reference number relating to
multiple hazards or products were retained as separate entries, whereas those citing multiple
countries of origin were merged for consistency. Entries for notifications found in both data
sources were consolidated. Further steps were the enrichment of entries with supplemental
details manually retrieved from the RASFF Window interface — to account for the variation
in field coverage compared to the EU Data Portal dataset —, the harmonisation of hazard
terminology, and the creation of new fields to accommodate multiple hazard categories in
individual notifications. These steps ensured data consistency and analytical readiness for
quantitative assessment.

Quantitative Analysis of RASFF Notifications

A descriptive statistical analysis using Microsoft Excel was conducted to present the out-
comes of the methodological approach, quantify the scale and investigate the characteristics
of RASFF notifications related to e-commerce. This included the number of notifications
obtained from both sources, as well as their identification by individual keyword searches
and through filter searches (“action taken”) or manual review (“distribution status”) in the
RASFF Window interface.

The analysis employed frequency distributions and cross-tabulations to describe attri-
butes such as: product type (food, feed, or food contact material), notification type and
submission date, basis of notification (e.g., official control, consumer complaint), notifying
country and country of origin, product and hazard categories, and specific hazards reported.
A focused subset analysis was conducted for notifications associated with food traded online
to explore trends in product and hazard categories, specific hazards, and regulatory concerns
in more depth.

Legal Classification of Reported Hazards and Decision Tree

Following the extraction of hazards from publicly accessible RASFF notifications (hazard
identification), a dedicated legal analysis — referred to as legal classification — was under-
taken to determine their regulatory status, as RASFF notifications do not consistently cite
their legal basis. This procedure involved comparing each hazard against international,
European and national decision bases to identify potential regulatory gaps and inconsisten-
cies. The analysis focused on notifications involving food supplements, a product category
commonly linked to safety concerns and regulatory challenges in online trade (Carlsohn &
Steinhorst, 2018; Lachenmeier et al., 2013; Warda et al., 2024) — which also became appar-
ent at an early stage of this study.
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Hazard-specific information was first collected through a combination of open-source
search engines (e.g., Google), legal databases (notably EUR-Lex), academic literature data-
bases (such as Web of Science), and additional scholarly and regulatory literature to enable
broad information gathering without a specific focus. Based on these findings, a structured
framework was developed to map relevant legislation and regulatory decision bases at inter-
national, European, and national levels. Germany was chosen as a representative Member
State due to its population size (Eurostat, 2025a), high RASFF reporting activity (European
Commission, n. d.-a), substantial online food supplement market (Statista, 2022, 2025b),
advanced concepts for online trade monitoring (BVL, 2024), and a comprehensive national
food regulatory framework.

The legal classification was conducted as a structured analytical procedure designed to
systematically determine the regulatory status of each identified hazard against the relevant
decision bases. These decision bases included annexes to EU regulations, national registers
and legal provisions, as well as official guidance documents (see Table A.1 (Supplementary
Information)). From a risk management perspective, this selection ensured that the classi-
fication relied on the most relevant and current decision framework, as scientific literature
may lag behind regulatory developments or refer to non-EU jurisdictions. All hazards and
their synonyms were manually searched in the positive and negative lists of the relevant
instruments. In the context of food law, positive lists specify authorised substances, whereas
negative lists identify prohibited or restricted ones. For each hazard, the results of this cross-
referencing were systematically recorded in a spreadsheet providing a transparent record of
the classification results. The stepwise procedure was guided by a decision tree specifically
developed for this purpose, which is presented in the results section. The final classification
of hazards was completed between September and November 2024, following compilation
of applicable decision bases in August 2024.

Results

A total of 82,396 data records — representing 65,872 RASFF notifications, including dupli-
cates — were retrieved from the public archive available on the EU Data Portal. An additional
15,066 data records, corresponding to 15,066 unique notifications, were obtained from the
RASFF Window public database. In total, 97,462 data records were compiled from public
sources, representing 72,632 individual RASFF notifications submitted between 1979 and
June 2023.

Within this dataset, 910 notifications related to e-commerce were identified using various
methods. Of these, 733 notifications were detected through systematic keyword searches.
The keyword “online” yielded the highest number of results (669 notifications), followed
by “web” (64 notifications), “Amazon” (21 notifications), “www” (14 notifications), and
other related terms (7 notifications). An additional 177 notifications were identified through
the use of filter functions (e.g., for “action taken”) and manual review of the “distribution
status” field within RASFF Window (see Table 1).

Of the 910 e-commerce-related notifications, 274 were found in both the EU Data Por-
tal archive and the RASFF Window database. An additional 299 notifications were identi-
fied exclusively in the EU Data Portal archive, while 337 notifications were unique to the
RASFF Window database (see Fig. 1).
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Table 1 Steps used to identify RASFF notifications related to e-commerce (n=910)

Step Notifica-
tions (%)

Systematic searches for specific keywords 719

keywords: e-commerce, digital, electronic commerce, internet, online, web, webshop, web (79.0)

shop, website, webpage, world wide web, www

Systematic searches for additional keywords 6(0.7)

keywords: Amazon, homepage, e-platform, e-trader

Systematic keyword searches for the period 23.05.-30.06.2023 8(0.9)

Keyword searches (total) 733
(80.5)

Filter search in RASFF Window for “action taken” “(requested) removal of online offer” (not 42 (4.6)
covered by systematic keyword searches)

Manual search in RASFF Window for “distribution status” “product traded online” (not cov- 135
ered by systematic keyword searches) (14.8)
Additional searches (total) 177
(19.5)
Total 910

EU Data Portal
data from 1979-2022

2017-2021

RASFF Window
data from 2018-2023

2020-2023

2020-2021

611 notifications
on e-commerce

573 notifications 274 notifications

on e-commerce

299 notifications only
from this source

merged 337 notifications only

from this source

Fig. 1 Data sources of RASFF notifications and number of identified notifications concerning food, feed,
and food contact material traded online (#=910). The EU Data Portal contains data from 1979 to 2022,
including 573 notifications on e-commerce from 2017 to 2021. RASFF Window contains data from 2018
to 2023, including 611 notifications on e-commerce from 2020 to 2023. Duplicates from 2020 to 2021
contained in both data sources were merged

The first RASFF notification identified as related to e-commerce was submitted on 10
November 2017. Since that date, a total of 23,344 notifications have been published in
the RASFF system, of which 1,811 notifications pertain to the product category “dietetic
foods, food supplements and fortified foods”. Notifications associated with e-commerce
thus represent 3.9% of all RASFF notifications issued during this period (910 of 23,344
notifications) and account for 39.0% of notifications within the specified product category
(707 of 1,811).
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RASFF Notifications on Food Traded Online

Of the 910 e-commerce-related notifications, 786 notifications (86.4%) pertained to food,
while 24 notifications (2.6%) and 100 notifications (11.0%) concerned feed and food contact
materials, respectively (see Table 2). The dataset includes 180 alert notifications (19.8%),
421 information notifications for attention (46.3%), 308 information notifications for fol-
low-up (33.8%), and one news notification (0.1%) (see Table 3).

Given the focus of this study, the analysis is confined to 786 notifications concerning
food products traded online, with a further evaluation focusing on the subset of food supple-
ments. Accordingly, the following sections refer to different notification numbers depending
on the analytical focus. Figure 2 illustrates how these subsets relate to each other. A concise
summary of RASFF notifications concerning feed and food contact materials traded online
is provided in the Supplementary Information.

Between November 2017 and June 2023, a total of 786 RASFF notifications concerning food
products traded via e-commerce were submitted. The number of such notifications increased
from 104 notifications in 2018 to 168 notifications in 2022, reaching the highest annual count of
177 notifications in 2019, which corresponds to 22.5% of the total (see Table 2; Fig. 3).

The majority of notifications were classified as information notifications for attention
(360; 45.8%) and information notifications for follow-up (251; 31.9%), followed by alert
notifications (174; 22.1%) and one news notification (0.1%). The primary sources of these
notifications were media monitoring (499; 63.5%), official controls on the market (169;
21.5%), and consumer complaints (101; 12.8%) (see Table A.2).

Notifications concerning food products traded online were submitted by 24 notifying coun-
tries and the European Commission. The highest number of notifications originated from
Sweden (171; 21.8%), followed by Belgium (136; 17.3%), the United Kingdom (UK) (120;
15.3%), Denmark (84; 10.7%), and Germany (66; 8.4%). These five countries collectively
accounted for 577 notifications (73.4%), while the ten most active notifying countries submit-
ted 718 notifications (91.3%) (see Table 4; Table A.3). An analysis of the notifications submit-
ted by individual Member States revealed notable variations in reporting behaviour and the
content of published notifications. For example, Sweden and the UK reported elevated numbers
of notifications in 2018-2019 and 2020, respectively, while Belgium, Denmark, and Germany
demonstrated a progressive increase in notification activity over the study period (see Table 4).

Table 2 RASFF notifications related to e-commerce by type and year (n=910)

Type 2017 2018 2019 2020 2021 2022 2023 Total (%)
Food 3 104 177 107 111 168 116 786 (86.4)
Feed 0 1 9 4 4 4 2 24 (2.6)
Food contact material 0 1 3 0 89 7 0 100 (11.0)
Total 3 106 189 111 204 179 118 910

Table 3 RASFF notifications related to e-commerce by notification type and year (n=910)

Notification type 2017 2018 2019 2020 2021 2022 2023 Total (%)

Alert 0 38 66 12 25 25 14 180 (19.8)
Information for attention 1 55 90 55 86 83 51 421 (46.3)
Information for follow-up 2 13 33 44 92 71 53 308 (33.8)
News 0 0 0 0 1 0 0 1(0.1)
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o e . e S . e . e
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related to e-commerce \

/ 786 notifications on food \

Detailed analysis >
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707 notifications concerning dietetic foods,
food supplements, and fortified foods

689 notifications
on food supplements

Legal classification of reported hazards>

Fig. 2 Overview of RASFF notifications related to e-commerce and the analytical subsets considered in
this study
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Fig. 3 RASFF notifications on food traded online by time (n=786). Data are shown by quarter (Q1-Q4)
to balance temporal resolution and detail, avoiding misleading annual aggregation for the incomplete year
2023. Figures in the 4th quarter (Q4) of 2018 as well as the 1 st (Q1) and 4th (Q4) quarter of 2019 include
numerous notifications submitted by Sweden and the United Kingdom (see Table 4)

The notifications identified a wide range of countries of origin; the United States was
reported most frequently (194 notifications; 24.7%), followed by the Netherlands (80;
10.2%), the UK (73; 9.3%), China (45; 5.7%), and Germany (40; 5.1%). These five coun-
tries accounted for 432 notifications (55.0%), while the ten most frequently cited countries
of origin accounted for 528 notifications (67.2%). In 104 notifications (13.2%), no country
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Table 4 RASFF notifications on food traded online by notifying country and year (n="786)
Notifying country 2017 2018 2019 2020 2021 2022 2023 Total (%)

Sweden 0 40 75 25 14 12 5 171 (21.8)
Belgium 0 1 3 8 18 58 48 136 (17.3)
United Kingdom 0 40 55 25 0 0 0 120 (15.3)
Denmark 0 2 6 18 18 18 22 84 (10.7)
Germany 0 9 9 8 15 17 8 66 (8.4)
Poland 0 0 7 1 4 36 4 52 (6.6)
Czech Republic 0 2 3 3 13 6 3 30 (3.8)
Switzerland 0 1 0 9 8 1 4 23 (2.9)
Spain 0 1 0 3 6 6 20 (2.5)
Hungary 0 1 11 1 2 1 0 16 (2.0)
Other 3 7 8 6 15 13 16 68 (8.7)

of origin was specified (see Table 5; Table A.4). Temporal trends in notifications by country
of origin showed varying developments (see Table 5).

Of the 786 food-related notifications, 707 notifications (89.9%) concerned products cat-
egorised as dietetic foods, food supplements, and fortified foods. Within this category, 689
notifications (97.5%) specifically related to food supplements. A smaller portion (21 noti-
fications; 2.7%) concerned the category “cocoa and cocoa preparations, coffee and tea”
(see Table A.5), primarily involving (herbal) tea, as well as chocolate and coffee (data not
shown).

The notifications involving food traded online reported one or more hazards, resulting
in a total of 911 individual hazard entries across various categories (i.e., multiple entries
per notification). The most frequently cited hazard category was the presence of certain
substances or ingredients, reported in 645 notifications (82.1%), followed by high content/
intake or (risk of) overdosage (126; 16.0%) and non-compliant labelling and unauthorised
health claims (38; 4.8%) (see Table A.6). Within the predominant category “presence of
certain substances or ingredients”, the majority referred to the presence of unauthorised or
prohibited substances/ingredients (449; 57.1%), including Novel Foods (266; 33.8%), or
(potentially) unsafe substances/ingredients (84; 10.7%) (see Fig. 4).

Table 5 RASFF notifications on food traded online by country of origin and year (n=786). Numerous noti-
fications do not clearly indicate the origin of products concerned, which is categorised as “‘unknown” (104
notifications, 13.2%)

Country of origin 2017 2018 2019 2020 2021 2022 2023 Total (%)

United States 2 54 38 29 10 37 24 194 (24.7)
Netherlands 0 3 8 5 16 26 22 80 (10.2)
United Kingdom 0 9 19 12 9 15 9 73 (9.3)
China 0 6 33 3 1 0 2 45 (5.7)
Germany 0 5 3 3 9 10 10 40 (5.1)
Spain 0 2 12 4 3 3 1 253.2)
Turkey 0 4 4 5 2 1 1 17 2.2)
Czech Republic 0 0 2 1 7 1 5 16 (2.0)
Switzerland 0 0 3 0 6 2 3 14 (1.8)
France 0 0 0 3 1 5 3 12 (1.5)
Sweden 0 0 1 4 1 2 4 12 (1.5)
Unknown 1 9 18 22 25 25 4 104 (13.2)
Other 0 12 36 16 21 41 28 154 (19.6)
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120
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Fig. 4 Reporting frequencies of RASFF notifications on food traded online for the hazard category “pres-
ence of certain substances/ingredients” (multiple entries) (n=645). The figure on the left shows the re-
porting frequencies for different subcategories (bar chart) by time, including Novel Foods (line chart).
The table on the right shows the total number of notifications reporting hazards in the hazard category
“presence of certain substances/ingredients” and subcategories. Notifications reporting different hazards
of the same category or subcategory were counted once. Therefore, the total number of notifications
reporting hazards in the main category differs from the sum of notifications reporting hazards in the
subcategories

A total of 210 distinct hazards were identified in 1,002 entries, reflecting multiple haz-
ard entries per notification. Individual hazards were cited in as many as 108 notifications,
representing 13.7% of the 786 notifications concerning food traded online. The most fre-
quently reported hazards, as presented in Table 6, account for 67.4% of all food-related
e-commerce notifications. By contrast, the remaining hazards were reported infrequently
— fewer than 10 times each — with nearly 160 hazards mentioned in three or fewer notifica-
tions (see Table A.7).

Legal Classification of Reported Hazards

Based on the identified diversity of hazards and a comprehensive review of relevant Euro-
pean and national legislation — with Germany serving as a representative Member State —,
an overview of the applicable legal framework was developed (see Fig. 5). Given the sub-
stantial number of notifications concerning food supplements, the developed legal frame-
work focuses primarily on this product category. Figure 5 provides a simplified overview
of the main regulatory domains, encompassing not only core areas of food law but also
pharmaceutical legislation and the legal domains governing doping substances, narcotic
drugs, and psychotropic substances. The full set of decision bases underlying the legal clas-
sification of reported hazards is presented in the supplementary version of the figure (see
Fig. A.1). A brief description of each decision basis is provided in Table A.1.

All 178 distinct hazards reported in the 689 RASFF notifications on food supplements
traded online were subject to legal classification, a structured analytical procedure designed
to systematically determine the regulatory status of each identified hazard against deci-
sion bases at international, European and national levels. The classification of the most
frequently reported hazards is presented in Table 7, while a comprehensive classification of
all identified hazards is included in Table A.8.
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Table 6 Most frequently reported hazards in RASFF notifications on food traded online (multiple entries)
(n="786). The 786 notifications reported a total of 210 hazards in 1,002 entries. The most frequently reported
hazards account for 530 notifications (67.4%). The column “hazard category” refers to the most frequently

reported categories

Hazard Hazard category Notifications (%)

2,4-Dinitrophenol (DNP) presence of (unsafe) substance 108 (13.7)
Cannabidiol (CBD) unauthorised Novel Food 103 (13.1)
Yohimbine unauthorised substance 73 (9.3)
Pausinystalia johimbe (yohimbe) unauthorised Novel Food/ingredient 38 (4.8)
Monacolin K (Lovastatin) high content/intake 28 (3.6)
Withania somnifera (ashwagandha) presence of (unsafe) ingredient 28 (3.6)
1,3-Dimethylamylamine (DMAA) unauthorised substance 26 (3.3)
Artemisia annua unauthorised (unsafe) Novel Food 17 (2.2)
Mitragyna speciosa (kratom) unauthorised Novel Food 17 (2.2)
Caffeine high content/intake 16 (2.0)
Eurycoma longifolia (tongkat ali) unauthorised (unsafe) Novel Food 16 (2.0)
Agmatine sulphate unauthorised Novel Food 15(1.9)
Sodium chlorite unauthorised substance 15(1.9)
Sildenafil unauthorised substance 13 (1.7)
Tetrahydrocannabinol (THC) presence, high content/intake 13 (1.7)
Vitamin B6 high content/intake 13(1.7)
5-Hydroxytryptophan (5-HTP) unauthorised substance 12 (1.5)
Ephedra unauthorised ingredient 11(1.4)
Epimedium unauthorised Novel Food 11(1.4)
Epimedium grandifiorum unauthorised Novel Food 10 (1.3)
Huperzine A presence, unauthorised Novel Food 10 (1.3)
Zinc high content/intake 10 (1.3)
Pharmacolc;?ical DOPING AGENTS
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e o SUBSTANTIATED prohibited in sports
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Fig. 5 Legal framework for mapping hazards reported in RASFF notifications on food traded online
(based on legislation and Fuhrmann et al. (2020), Holle et al. (2018), Korner et al. (2022))
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Using the developed legal framework and the identified decision bases, 159 of the 178
hazards reported in food supplements traded online — representing 89.3% — were success-
fully legally classified. More specifically, 123 hazards were referenced in food-related deci-
sion bases (of which 54 appeared exclusively within this legal domain), while 105 hazards
were identified in other legal frameworks (with 36 cited exclusively in non-food-related
legal fields). A total of 69 hazards were identified in both food law and other relevant legal
domains, reflecting overlapping regulatory coverage. Nineteen hazards (10.7%) could not
be classified using the established methodology; these are indicated in bold in Table 7 and
Table A.8.

In the subsequent section, the legal classification of the five most frequently reported
hazards is examined as illustrative examples. For 2,4-dinitrophenol (DNP), no applicable
provisions were found within food-related legislation; however, a scientific opinion issued
by the German Federal Institute for Risk Assessment (BfR) served as the primary reference
within the food sector (BfR, 2015). In addition, DNP is listed as an active substance in the
context of homeopathic medicinal products in Germany (BfArM, n. d.). Furthermore, DNP
is included in the list of prohibited substances, an international standard issued by the World
Anti-Doping Agency (WADA) as part of the World Anti-Doping Program (WADA, 2023).

Cannabidiol (CBD) is classified as an unauthorised Novel Food (European Commission,
n. d. b). A scientific opinion issued by the European Food Safety Authority (EFSA) identi-
fied significant data gaps and uncertainties, concluding that the safety of CBD as a Novel
Food cannot be established (EFSA NDA Panel et al., 2022). CBD is listed as an active
substance in the EU (European Commission, 2025b) and Germany (BfArM, n. d.), which is
only available as a prescription medicine in Germany (AMVYV).

Yohimbine is classified as an active substance and prescription-only medicine in Ger-
many (AMVYV; BfArM, n. d.). Yohimbine is the main alkaloid of the plant Pausinysta-
lia johimbe (yohimbe) (Melzig & Hiller, 2023). Yohimbe is a prohibited food ingredient
according to Reg. (EC) No 1925/2006 (Annex III, Part A), as also recommended by Ger-
man risk assessment and risk management authorities (BVL, 2020). The EFSA (EFSA Ans
Panel, 2013b) and the BfR (BfR, 2013) have published scientific opinions on yohimbe,
which is further mentioned in EFSA’s Compendium of Botanicals (EFSA, 2025a). In Ger-
many, yohimbe is listed as an active substance (BfArM, n. d.) and herbal medicinal product,
which is subject to the pharmacy obligation (AMVerkRV).

Monacolin K (lovastatin) is a restricted substance according to Reg. (EC) No 1925/2006
(Annex III, Part B). The Regulation lays down conditions of use (maximum daily intake)
and additional labelling requirements for monacolins from red yeast rice. Scientific opinions
by the EFSA (EFSA Ans Panel, Younes, Aggett, Aguilar, Crebelli, Dusemund, et al., 2018)
and the BfR (BfR, 2020) are available. The EU register of health claims lists a non-autho-
rised health claim for monacolin K (European Commission, n. d.-c). In Germany, lovastatin
(monacolin K) is listed as an active substance (BfArM, n. d.) and as a prescription-only
medicinal product (AMVYV).

Withania somnifera (ashwagandha) is not considered novel in food supplements accord-
ing to the Novel Food status Catalogue (European Commission, n. d.-b). German risk assess-
ment and risk management authorities recommend to include ashwagandha as a restricted
substance in Annex III, Part B to Reg. (EC) No 1925/2006 (BVL, 2020). A scientific opinion
by the BfR was identified (BfR, 2013). Further, the Heads of Food Safety Agencies (HoA)
working group “Food Supplements” recommends prioritising ashwagandha for an article
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8 procedure (assessment for inclusion in Annex III to Reg. (EC) No 1925/2006) due to
the assumed risk to consumers, the high intake and “(possible) carcinogenic, mutagenic or
reprotoxic properties” (Heads of Food Safety Agencies, 2024, p. 24). Several non-reviewed
health claims are included in the list of botanical claims on hold (EFSA, n. d.).

Decision Tree for the Legal Classification of Food Supplements

During the legal classification of hazards reported in RASFF notifications on food supple-
ments traded online, the decision tree illustrated in Fig. 6 was developed to enable system-
atic analysis. Similar decision trees have been established for other purposes (BLV, 2024,
p- 5; BVL, 2025, p. 20; BVL & BfArM, 2020, p. 22). The decision tree shows the general
procedure followed in the legal classification and includes the relevant decision bases which
were reviewed in consecutive steps.

The decision tree combines a review of food law with reviews of other legal fields.
In the area of food law, an assessment at the European level precedes one at the national
level, addressing first ingredients (Novel Foods, vitamins or minerals, other substances) and
then labelling (general requirements, health claims). Besides legislative decision bases, risk
assessments and communications from risk managers were included. Where food law does
not permit classification, other legal fields may substantiate relevant RASFF notifications
or justify complaints, e.g., through the presence of pharmacologically active, narcotic or
psychotropic substances contesting the presentation as food defined in Art. 2 of Reg. (EC)
No 178/2002, although the practical implementation may be another matter (Sproll et al.,
2025). Construction was guided by two criteria: the capacity of decision bases to substanti-
ate RASFF notifications and their hierarchical weight, examining the most relevant decision
bases first to enable rapid initial judgments and prioritising legal decision bases.

Discussion
Characterisation of Food Safety Hazards in E-Commerce from RASFF Notifications

From November 2017 to June 2023, a total of 910 notifications related to e-commerce
have been submitted in the RASFF, including 786 notifications on food traded online. The
analysis of these RASFF notifications yielded valuable insights into food safety hazards
in e-commerce, thereby addressing the first research objective. Accordingly, a majority of
RASFF notifications on food traded online concerned the product category of dietetic foods,
food supplements, and fortified foods (707 notifications, 89.9% of 786). In total, 689 noti-
fications (87.7% of 786) reported on non-compliant food supplements. This observation is
not particularly surprising. Non-compliant food supplements have long been a focus of the
competent authorities in the EU, and the problem is regularly highlighted in RASFF reports
(e.g., European Commission, 2022, 2023a, 2024). Moreover, several articles have been pub-
lished on food supplements reported in the RASFF. Petroczi et al. (2011) analysed RASFF
notifications on dietetic foods, food supplements, and fortified foods (2003-July 2010) with
a focus on product contamination, and also discussed the results with regard to regula-
tion and enforcement issues in e-commerce. Czepielewska et al. (2018) examined RASFF
notifications (2003-December 2016) focusing on drug-adulterated food supplements, yet
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without significantly mentioning e-commerce. Most recently, Koncz et al. (2020) systemati-
cally reviewed RASFF notifications (1988-2019) with a focus on weight loss supplements,
reporting a total of 2,559 records on food supplements, however, without any reference to
e-commerce.

Although food supplements were among the first product categories in e-commerce
(Lachenmeier et al., 2013), the online market for food supplements has continued to grow in
recent years, likely also driven by social media and influencer marketing (Engel et al., 2024;
Ricke & Seifert, 2024; Wang, 2025). The share of vitamins and minerals purchased online
increased from 16.6% in 2017 to 24.1% in 2023 in the EU (Statista, 2025a) and from 15.9%
(2017) to 28.6% (2023) in Germany (Statista, 2025b). According to Nielsen, online sales of
food supplements in Germany amounted to 380.8 Mio. EUR in 2022, accounting for 25% of
the total market (1,522 Mio. EUR) (Statista, 2022). In the context of fact-finding missions
on Member States’ official controls of food supplements in 2013 and 2014, the European
Commission already predicted challenges due to the increasing online distribution of this
product category (European Commission, 2015a). In fact, several articles report about non-
compliant and potentially hazardous food supplements in relation to e-commerce (Bashyal
& Roberts, 2024; Benedito da Silva Cardoso et al., 2024; Decke & Seifert, 2025; Gaudiano
et al., 2016; Nsubuga et al., 2022; Palasamudram Shekar et al., 2019; Petroczi et al., 2015;
Tessele et al., 2024; Vanhee et al., 2024; Viana et al., 2016; Vida et al., 2023; West & Deng,
2024; Willers et al., 2021). In this analysis, a comparison showed that RASFF notifications
on dietetic foods, food supplements, and fortified foods traded online account for almost
40% of all notifications concerning this product category in the relevant period. For all food
categories, however, this share is around 4%, which means that for food supplements and
related products a considerably higher share of notifications relates to e-commerce. This
finding once again highlights that e-commerce is a distribution channel for non-compliant
and potentially dangerous food supplements.

The analysis showed that most products were reported due to the presence of certain
substances or ingredients (645 notifications), high contents or intakes (126), or non-com-
pliances in labelling (38). These are common infringements of food supplements, as noted
in RASFF reports (e.g., European Commission, 2013) and in the academic literature (e.g.,
Koncz et al., 2020). Thus, a frequent problem was the product composition and labelling
itself, which can usually be determined by visual label inspection. In contrast, adultera-
tion with (unsafe) substances not listed as ingredients or other contamination (e.g., with
pathogens) can only be revealed by physical inspection. Given the greater effort required
for physical inspection — particularly in e-commerce, where a specific sampling procedure
under Art. 36 of Regulation (EU) 2017/625 applies —, it may be assumed that such hazards
are underrepresented in the analysed dataset. However, this analysis demonstrates that com-
prehensive monitoring of e-commerce may already identify numerous non-compliant and
potentially dangerous products through visual inspection alone, which could be automated
in the future (Krewinkel et al., 2016).

The notifications concerned products both from third countries and European Member
States. With regard to third countries, most notifications reported about non-compliant
products from the United States (194 notifications; 24.7%) and China (45; 5.7%). Similar
observations have previously been made in RASFF analyses focusing on food supple-
ments and related products (Czepielewska et al., 2018; Petroczi et al., 2011). Moreover,
the EU coordinated control plan on Novel Food ingredients in e-commerce has identified
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the United States and China as important third countries of origin (European Commis-
sion, 2018a). This may, at least in part, be explained by divergent legislations and mar-
kets for food supplements (Low et al., 2017; Zovi et al., 2025), as already assumed by
others (Czepielewska et al., 2018). Besides, several (previous) network members have
been reported as the origin of concerned products, most frequently the Netherlands (80
notifications; 10.2%), the UK (73; 9.3%), and Germany (40; 5.1%). While in the EU
coordinated control programme the Member States reportedly focused on traders within
their own territory (European Commission, 2018a), this observation cannot be confirmed
for the three most frequently reported European countries of origin in this analysis. Noti-
fications concerning products from the Netherlands were mostly submitted by Belgium
(50 notifications) and nine other network members. Notifications reporting on products
from the UK were often issued by Sweden (21) and 14 other network members, includ-
ing the UK (4). However, products from Germany were frequently notified by Germany
(9) and Denmark (9), with notifications by eight other network members. Importantly,
this finding might be influenced by the fact that non-compliances at the national level not
necessarily trigger RASFF notifications. This observation further suggests that network
members notified products from other Member States, possibly due to differing legisla-
tion on food supplements and particularly on other substances than vitamins and minerals
— which becomes particularly evident in the cross-border online trade of these products.
Interestingly, 104 notifications (13.2%) report an unknown origin, probably complicating
enforcement measures.

Interestingly, the first identified notification on products traded online was submitted in
November 2017. This observation could be linked to the revised Official Controls Regula-
tion (Reg. (EU) 2017/625) introducing specific provisions for e-commerce, although most
of the provisions only started to apply from December 2019. The revised Official Controls
Regulation explicitly addresses official controls in e-commerce by specifying the registra-
tion obligation for operators in e-commerce (Art. 15(5)), establishing a sampling procedure
for products traded online (Art. 36), and enabling the competent authorities to take mea-
sures in case of established non-compliance (Art. 138(2)(1)) (Reg. (EU) 2017/625). Another
contributing factor could be the increasing focus of competent authorities at European and
national levels on health risks in e-commerce. For instance, in 2017 the European Com-
mission carried out a series of fact-finding missions on official controls in e-commerce
conducted by Member States (European Commission, 2018b) and initiated the first EU
coordinated control plan on food products traded online (European Commission, 2018a).
This increased oversight may also help to explain the overall trend of growing notification
numbers reporting on products traded online (see Fig. 3).

Notification activity varied considerably among network members. Taken together, the
ten most frequently notifying countries reported more than 90% of notifications, with Swe-
den, Belgium, the UK, Denmark, and Germany being the main contributors. This observa-
tion can possibly be explained by differences in risk management at the national level. The
Commissions’ fact-finding missions revealed different approaches and priorities assigned
to official controls in e-commerce, with generally limited activities but specialised teams
established in some Member States (European Commission, 2018b). For instance, the
Swedish Food Agency (Livsmedelsverket) has developed a strategy for official controls in
e-commerce and established a centralised monitoring unit focusing on food supplements
(Livsmedelsverket, 2016). In Germany, the Common Central Unit G@ZIELT has been
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established in 2013 in the Federal Office of Consumer Protection and Food Safety (BVL).
The central unit supports the federal states by conducting systematic online searches for
hazardous foods and other product categories (BVL, 2024). The number and content of
notifications submitted by network members may further be influenced by national circum-
stances or incidents. For instance, the UK issued a total of 102 notifications on the substance
DNP between 2018 and 2020 following numerous poisonings and deaths linked to (online
traded) DNP (BBC, 2019, 2020; Blasius, 2019; Mackintosh, 2020; Thomas, 2018). In addi-
tion, differences between notifications by network members may be explained by national
risk assessment. For example, Denmark published 25 of 28 notifications on food supple-
ments containing the botanical Withania somnifera (ashwagandha), which is currently not
regulated at the European level (Heads of Food Safety Agencies, 2024). However, the Dan-
ish DTU National Food Institute published a risk assessment on ashwagandha root in 2020
(DTU Fedevareinstituttet, 2020), and the subsequent national ban in 2023 provides the legal
basis for these official objections in Denmark (McKeown, 2023).

Coverage of Hazards by Current Food Law Frameworks and Implications for Risk
Management

Overall, the 689 notifications on food supplements reported 178 distinct hazards, which
were rarely associated with vitamins and minerals but predominantly linked to so-called
“other substances”, notably botanicals. The numerous hazards were subjected to legal clas-
sification to assess their coverage by current regulatory frameworks and to identify potential
regulatory gaps within food law affecting risk management (second research objective).
The structured analytical approach to determining the regulatory status of reported hazards
could only partially align individual hazards in food supplements with the EU’s regulatory
frameworks outlined in Fig. 5, based on the decision bases detailed in Fig. A.1 and Table
A.1. Accordingly, the legal classification suggests that a significant number of substances
reported as hazardous are not explicitly covered by current EU food law, a shortcoming
discussed in the following section.

Within the EU, the regulation of food supplements is minimally harmonised under Direc-
tive 2002/46/EC, which aims to align assorted aspects of national legislation concerning
food supplements (Warda et al., 2024). The Directive provides a list of authorised forms
of vitamins and minerals permitted in food supplements and envisions the establishment
of minimum and maximum permissible levels for these nutrients — though such thresholds
have yet to be formally adopted. The Standing Committee on Plants, Animals, Food and
Feed has initiated a regulatory process expected to culminate in the adoption of a new
Regulation in 2024 (European Commission, n. d.-d). As part of this initiative, the European
Commission requested the EFSA to revise the Tolerable Upper Intake Levels for several
nutrients. In response, EFSA adopted revised Tolerable Upper Intake Levels in 2023 and
2024 (EFSA, 2024), paving the way for the establishment of maximum levels for vitamins
and minerals in the EU.

In addition to vitamins and minerals the regulatory framework also encompasses “other
substances with a nutritional or physiological effect” (Art. 2(a) Directive 2002/46/EC),
which qualify as potential ingredients in food supplements. EFSA categorises these sub-
stances to include “amino acids, essential fatty acids, fibre and various plants and herbal
extracts” (EFSA, 2025b). Although the inclusion of a positive list of other substances is
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mentioned as a risk management strategy (Art. 4(8) Directive 2002/46/EC), the current
Directive lacks specific provisions to harmonise the regulation of these substances at the
European level.

However, Reg. (EC) No 1925/2006 on the addition of vitamins and minerals and of
certain other substances to foods sets out a list of prohibited and restricted substances that
also applies to food supplements. As of July 2024, the relevant Annex III comprised six
entries for prohibited substances (Part A) and three entries for restricted substances (Part
B). This Regulation possibly explains numerous notifications reporting the presence of the
prohibited ingredient yohimbe (Pausinystalia yohimbe) (38 notifications) and its main alka-
loid yohimbine (73) or high levels of the restricted substance monacolin K (28), as well as
several notifications reporting on Ephedra (11), hydroxyanthracene derivatives (3), aloin
(3), emodin (1), and epigallocatechin gallate (EGCG) (1).

Furthermore, other substances in food supplements may be subject to the Novel Food
Regulation (EU) 2015/2283. In the EU, Novel Food — which is defined as “food that was
not used for human consumption to a significant degree within the Union before 15 May
1997 (Art. 3(2)(a) Reg. (EU) 2015/2283) — must be authorised following food safety
assessment. The Regulation provides for a Union list of authorised Novel Foods, which
is set out in Commission Implementing Regulation (EU) 2017/2470. Furthermore, the
European Commission maintains the Novel Food status Catalogue as an online database
with non-binding information on the Novel Food status of food products, ingredients, and
substances “based on information provided by the EU Member States” (European Com-
mission, n. d.-e). In fact, several notifications reported ingredients as Novel Foods, and
the legal classification identified numerous substances in the Novel Food status Catalogue
(see Table A.8). However, not all substances described as unauthorised Novel Foods were
also listed in the online database. For instance, no entries were found for Mitragyna spe-
ciosa (kratom), Huperzine A, and Epimedium. As the catalogue lists “Epimedium brevi-
cornum”, “Epimedium grandiflorum”, and “Epimedium sagitattum” as Novel Foods
(European Commission, 2023b, 2023c, 2023d), the notifications concerning Epimedium
probably referred to one of these species. Yet, this specific information was not provided
in the public notification version.

Without harmonised regulation at the EU level, Member States may adopt and apply
national legislation. In the area of food supplements, some Member States have established
maximum levels for vitamins and minerals as well as use restrictions, positive or negative
lists for other substances. Especially for other substances, this results in a fragmented regu-
latory landscape primarily governed by national provisions (Warda et al., 2024), which may
be applied in compliance with the principle of mutual recognition ensuring the free move-
ment of goods in the EU (European Commission, 2010, 2020, 2021; Heads of Food Safety
Agencies, 2024; Warda et al., 2024). As not all reported hazards could be linked to inter-
national and European decision bases, it can be assumed that several RASFF notifications
were based on national decision bases (manuscript in preparation). However, this analysis
demonstrates that a wide range of hazards in food supplements traded online was reported
in the RASFF within a relatively short timeframe. Dissemination of this information via the
RASFF implies either transboundary relevance (i.e., the hazards potentially impacted multi-
ple Member States) or that the notifying authorities deemed it important to alert the broader
network for other reasons. These findings underscore that non-compliant food supplements,
particularly those distributed via e-commerce, pose a cross-border concern rather than iso-
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lated national issues. This highlights the urgent need for enhanced, harmonised European
risk management tools to strengthen consumer health protection across the EU.

The regulation of other substances in food supplements is subject to debate. In a 2008
report to the Council and the European Parliament, the European Commission concluded
that “laying down specific rules applicable to substances other than vitamins and minerals
for use in food supplements is not justified” (European Commission, 2008, p. 11). Instead,
the Commission considered available tools (i.e., Reg. (EC) No 1925/2006 and Novel Food
Reg. (EU) 2015/2283) sufficient for risk management at the European level (European
Commission, 2008). This report draws in part on findings from a 2007 investigation of
the European food supplements market (European Advisory Services, 2007). However,
the food supplement market has undergone substantial transformation over the past two
decades, driven in particular by the rapid expansion of e-commerce. As a vast and highly
dynamic cross-border marketplace (Krejbich et al., 2023), e-commerce presents unique
regulatory challenges that may warrant, or even necessitate, a reassessment of available
risk management strategies.

In the absence of specific provisions for other substances in food supplements, there is
a clear need to strengthen the use of existing instruments through various approaches. One
potential measure would be the establishment of a legally binding list of non-authorised
substances that have been confirmed to possess Novel Food status. As previously noted, not
all substances identified as novel could be found in the Novel Food Catalogue, which pro-
vides non-binding information (European Commission, n. d.-¢). While a list of authorised
Novel Foods is set out with Reg. (EU) 2017/2470, no official list of non-authorised novel
substances exists. However, this list could increase the legal certainty both for competent
authorities and business operators and provide reliable information to consumers. Second,
further substances could be prohibited or restricted in foods by inclusion in Part A or Part
B of Annex III to Reg. (EC) No 1925/2006. As of July 2024, Annex III only comprised six
prohibited and three restricted substances, but some of these provisions were overturned in
December 2024 (Kelly, 2024). Additional substances may be included in Annex III based
on a risk assessment, following the regulatory procedure described in Art. 8 of Reg. (EC)
No 1925/2006.

However, the vast array of other substances that may be added to food supplements
necessitates a structured prioritisation process both for risk assessment and risk manage-
ment. A potential prioritisation framework was recently suggested by a European working
group comprising representatives of competent authorities. As an initiative of several Mem-
ber States, the HoA working group “Food Supplements” aims to harmonise the regulation
of other substances. In 2024, the working group published a report in which 13 of 117
reviewed substances were prioritised for the regulatory procedure described in Art. 8 of
Reg. (EC) No 1925/2006. The prioritisation was based on a review of scientific informa-
tion focusing on “(possible) health risk[s] to consumers, especially [...] [with] an enhanced
intake via food supplements” (Heads of Food Safety Agencies, 2024, p. 3) and also con-
sidered the online availability of substances in food supplements on the European market.
In fact, several of the prioritised substances were also identified in this analysis of RASFF
notifications: Actaea racemosa (synonym Cimicifuga racemosa, 1 notification), Curcumin
in Curcuma spp.-preparations (1), Hypericum perforatum (3), Lepidium meyenii (7), mela-
tonin (8), Ocimum tenuiflorum (1), piperine (4), p-Synephrine in Citrus spp.-preparations
(synephrine, 7), Tribulus terrestri (Tribulus terrestris, 7), tryptophan, and Withania som-
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nifera (28). Besides health risks and market availability, a prioritisation could also consider
further aspects such as interest by consumers indicated by search machine data (manuscript
in preparation) or reports of adverse effects. A European reporting system could serve as
a centralised platform to systematically collect medical reports and consumer complaints,
while also integrating RASFF notifications related to adverse effects of food supplements,
several of which were identified in this analysis. Furthermore, the system could be expanded
to include surveillance of academic literature for relevant case reports also originating from
other regions (e.g., Palasamudram Shekar et al., 2019).

Several findings of the present study indicate that the insufficient risk assessment and
regulation of other substances in food supplements represents a considerable public health
concern. First, the results reflect the long-standing issue of blurred boundaries between food
supplements and products from other legal fields, such as doping agents and especially
medicinal products (see Fig. 5; Table A.8). Despite their similar appearance, important dif-
ferences exist between food supplements and medicinal products. Most notably, medicinal
products are defined as “substance[s] [...] presented as having properties for treating or pre-
venting disease [...] or modifying physiological functions by [...] pharmacological, immu-
nological or metabolic action” (Art. 1(2) Directive 2001/83/EC), whereas food supplements
are intended to “supplement the normal diet [...] [as] concentrated sources of nutrients or
other substances with a nutritional or physiological effect” (Art. 2(a) Directive 2002/46/
EC). This legal distinction is inherently complex and remains challenging even for regula-
tory experts (ALS, 2015; BMG & BMELY, 2012; BVL, 2025; Stephan, 2020). Distinguish-
ing between these product categories may therefore be even more difficult for consumers,
who tend to perceive food supplements labelled as ‘natural’ as safe and healthy (Ang et al.,
2023) and may even use food supplements with the intention of preventing or overcoming
disease (Ang et al., 2023; BfR, 2021). Such misunderstanding — potentially exacerbated by
health claims relating to disease risk reduction — may pose health risks to consumers, for
instance when food supplements are used in addition to, or in place of, authorised medicinal
products (Koziolek et al., 2019; Krejbich & Birringer, 2022; Leal et al., 2025).

Moreover, risk assessments by EFSA and/or BfR were identified for numerous botanical
substances reported in RASFF notifications. While insufficient data hindered a conclusive
assessment in many cases, some EFSA risk assessments identified health risks that resulted in
a corresponding ban or restriction under Reg. (EC) No 1925/2006 — like for Yohimbe (EFSA
Ans Panel, 2013b), monacolins in red yeast rice (EFSA Ans Panel, Younes, Aggett, Aguilar,
Crebelli, Dusemund, et al., 2018), Ephedra species (EFSA Ans Panel, 2013a), and hydroxy-
anthracene derivatives (EFSA ANS Panel, Younes, Aggett, Aguilar, Crebelli, Filipic, et al.,
2018). As research continues, evidence of serious health risks associated with botanicals is
increasing. For instance, the EFSA recently published an update to the risk assessment of
monacolins from red yeast rice, which could ultimately turn the restriction under Reg. (EC)
No 1925/2006 into ban (EFSA NDA Panel et al., 2025). Entries in the EFSA Compendium
of Botanicals, a comprehensive “database of botanicals that are reported to contain naturally
occurring substances of possible concern for human health when present in food” (EFSA,
2021), further suggest that several of the notified substances may be associated with adverse
health effects. Additionally, many of the herbal ingredients identified in RASFF notifica-
tions receive particular attention under medicines legislation. In Germany, several plant
ingredients — which are generally excluded from pharmacy obligation (§ 44 Abs. 2 Nr. 3
AMG; § 1 AMVerkRV) — have been reintroduced to the pharmacy obligation (§ 7 Abs. 1
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Nr. 2, Annex 1b AMVerkRV) or are regulated as prescription-only medicinal products (§ 1,
Annex 1 AMVYV) for reasons of health protection (von Czettritz, 2020). At the European
level, the European Medicines Agency’s (EMA) Committee on Herbal Medicinal Products
(HMPC) has published several so-called EU herbal monographs addressing the safety, effi-
cacy, and benefit-risk relation of herbal substances used in medicinal products (e.g., EMA
Hmpe, 2015a, 2015b) to support national competent authorities in application procedures
(EMA, n. d.). Notably, while side effects may be acceptable for medicinal products with a
positive benefit-risk relation, food supplements must be safe and free of side-effects (BfR,
2025). This further highlights the particular relevance of appropriate risk management and
targeted risk communication, especially for botanical food supplements (Bilia, 2015; Sun
et al., 2024).

Practical Utility of the Decision Tree for Risk Mangers and Automated E-Commerce
Monitoring

The structured legal classification was guided by a novel decision tree developed specifi-
cally to support the analytical procedure. It focuses on substances deliberately added to
food supplements for their supposed nutritional or physiological effects. Although primarily
intended for this purpose, the decision tree may also assist risk managers in the evaluation
of food supplements. This is particularly relevant in e-commerce, where numerous food
supplements with a wide variety of ingredients are available. In this setting, the decision
tree could serve as a practical decision-making tool, providing risk managers with a starting
point for the legal assessment of products. Accordingly, it incorporates additional decision
bases beyond those directly applied in this investigation — for instance, the evaluation of
compliance with labelling requirements under Directive 2002/46/EC (food supplements)
and Reg. (EU) No 1169/2011 (food), as well as provisions for health claims under Reg.
(EC) No 1924/2006. The relevance of such consideration is underscored by the fact that the
analysed RASFF notifications frequently identified inadequate labelling. However, these
aspects could not be examined in our legal classification, as relevant product-specific infor-
mation (e.g., label, product picture) was unavailable. Aspects such as the classification as a
food additive, flavouring, or special-purpose food as well as food safety under Art. 14 Reg.
(EC) No 178/2002 fall outside the scope of the proposed decision tree but may warrant
consideration.

Accordingly, the decision tree could support consumer protection by different means.
As already mentioned, it may be used as a decision-making tool by risk managers in
the evaluation of food supplements. For this purpose, the decision bases could be com-
bined into a register that enables simultaneous searches for substances. One step further,
it may serve as a template for the development of a (semi-)automated tool to monitor
e-commerce for non-compliant or suspicious food supplements. By comparing online
offers with relevant decision bases, a preliminary assessment and corresponding recom-
mendations for action can be made — such as official complaints in case of unauthorised
substances or case-by-case assessments in ambiguous situations. In order to increase
the practical use of the decision tree, it may be adapted to include the relevant decision
bases at European and national levels. Furthermore, the decision tree may also support
the training of future risk managers.
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Limitations

This study characterises hazards in online food trade as documented in publicly available
RASFF notifications. However, the findings represent only a fraction of a broader phenom-
enon of hazardous products in e-commerce. First, the applied method likely did not capture
all notifications related to e-commerce. For instance, whilst an EU coordinated control plan
on food products traded online conducted in autumn 2017 resulted in 139 RASFF notifica-
tions (European Commission, 2018a), our analysis identified only three likely related notifi-
cations — suggesting that not all public versions of these notifications mentioned the specific
keywords used for searching. Second, only a subset of non-compliances identified by com-
petent authorities is reported in the RASFF, as Member States primarily submit notifications
on incidents considered relevant for other network members — meaning non-compliances
without cross-border relevance may not result in a notification. For instance, whilst Germany
published 17 food notifications in 2022, the Common Central Unit G@ZIELT reported 534
online offers of potentially dangerous food products in the same period (BVL, 2023). Third,
competent authorities likely identify only a portion of non-compliant products, given the
numerous infringements reported in the literature (e.g., Nsubuga et al., 2022; Palasamu-
dram Shekar et al., 2019; Vanhee et al., 2024) as well as the well-documented enforcement
challenges specific to e-commerce (Krewinkel et al., 2016; Lachenmeier et al., 2013; Plana
Casado, 2021). Accordingly, the RASFF notifications serving as the data basis for this analy-
sis were likely influenced by methodological limitations as well as by reporting and enforce-
ment gaps. Our analysis therefore provides a specific perspective on non-compliant products
traded online and may not capture the full scope of infringements, suggesting that certain
hazards in food supplements could remain underreported and inadequately addressed.

Furthermore, this work is limited by the data quality provided by the public versions of
RASFF notifications, which required comprehensive data preparation. On the one hand,
the data collection involved two sources, and numerous notifications were included in both
the RASFF Window database and the EU Data Portal archive. Thus, the working dataset
contained duplicates with partly differing information that required merging into a single
data record. On the other hand, the information in the original data records was often incom-
plete or not sufficiently structured for data analysis. While some modifications were made
as described in the methods, no subsequent improvement in data quality was possible in
other cases. For instance, several notifications reported rather unspecific hazards such as
substance groups instead of individual substances (e.g., hydroxyanthracene derivatives vs.
aloin, emodin) or botanical genera instead of species (e.g., Epimedium vs. Epimedium gran-
diflorum) with no mention of concerned plant parts. However, unspecific hazards caused dif-
ficulties in the legal classification, as the hazards were sometimes not sufficiently described
for a precise categorisation. Moreover, the natural, process-generated character of the data
limited options in the quantitative analysis.

In addition, the public notification data only allowed limited insights into the respective
circumstances. With public access to more detailed notification versions, further informa-
tion could have been included in the analysis and thus contributed to the knowledge gained.
In general, RASFF notifications contain valuable information that can not only provide
relevant insights for the scientific community, but also support the activities of the compe-
tent authorities for food safety and consumer protection (Kuchheuser & Birringer, 2022a,
2022b; Kuchheuser et al., 2018). In our research, access to more detailed notifications could
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have supported the categorisation of reported hazards which could not be classified with the
described approach — either due to unspecific hazard definitions or lack of justification for
the notifications.

With regard to the legal classification and decision tree, it should be noted that the clas-
sification was performed at the level of individual hazards reported in RASFF notifications.
An overall assessment of concerned products was not possible due to limited access to origi-
nal notification data. As the legal classification was carried out for 178 individual hazards,
the analysis remained rather general and did not consider additional background informa-
tion that could be particularly relevant for individual case decisions by experts. Moreover,
relevant decision bases for the legal classification were downloaded in August 2024 and do
not necessarily reflect available decision bases at the time of notification.

Furthermore, the results in Table 7 and Table A.8 are presented as a simplified summary
of'a more complex table. Accordingly, these tables may not be able to fully describe the sig-
nificance of an entry for a particular hazard in a specific decision basis, which may have dif-
ferent meanings. More specifically, legislation may describe a non-conformity, while other
decision bases may inform individual case decisions. The entries may also specify certain
conditions, such as dosages or dosage forms defined in the AMVerkRV or AMVV. Besides,
the identification as an active substance alone does not allow any conclusion regarding the
authorisation status (e.g., sibutramine is listed as an active substance despite the authorisa-
tion being suspended). Therefore, the legal classification presented in our research only
provides a first indication that requires further consideration in the specific context. This
work does not constitute a legal assessment of hazards reported in RASFF notifications.

The decision tree was developed to include relevant decision bases identified through
literature searches. However, it may be adjusted to include additional decision bases or fit
more specific purposes. We developed the decision tree with a focus on the European level
but also considering the Member State level using Germany as an example. This might also
explain notifications that could not be substantiated (by food law) in our legal classification,
as the reported hazards may be covered by provisions in other Member States. In addition,
the decision tree is mainly based on the visual inspection of food supplements, for instance
considering the product design, labelling, and declared ingredients. Specifically, the deci-
sion tree focuses on deliberately added substances which are labelled on the product. Other
infringements related to microbiological safety, contaminants, or undeclared ingredients to
be detected by physical inspections are not covered by the decision tree.

Conclusions

From November 2017 to June 2023, a total of 910 notifications related to e-commerce were
submitted in the EU Rapid Alert System for Food and Feed (RASFF). These notifications
were collected from the EU Data Portal public archive of RASFF notifications and the
RASFF Window public database and identified using a systematic and documented proce-
dure. Overall, 786 notifications on food traded online were issued by 24 network members,
with high notification numbers by individual Member States — possibly related to specific
strategies for the surveillance of e-commerce, such as the Common Central Unit G@ZIELT
in Germany. Over time, an increasing number of notifications were observed, probably due
to an increasing focus on e-commerce. However, we consider our findings the tip of an even
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more serious problem. Almost all of the included RASFF notifications (689 notifications;
88%) concerned food supplements traded online, accounting for approximately 40% of all
notifications published on this product category in the same period. The detailed analysis of
food notifications identified a wide range of 210 hazards. A legal classification of the 178
hazards reported in food supplements highlighted gaps in the regulation of food supplements
in the EU, as several so-called “other substances” could not be substantiated by European
(legal) decision bases in the legal field of food law. Furthermore, the classification again
demonstrated the proximity of food supplements to other legal fields such as pharmaceutical
law, with several ingredients mentioned both in food law and in other legal fields. In com-
bination with the enforcement challenges associated with food e-commerce, this regulatory
gap in the food supplement sector poses a considerable risk to public health, particularly in
relation to food supplements traded online. Considering the characteristics and challenges
of e-commerce — especially the cross-border online trade of food supplements — there is
an urgent need for harmonised European risk management measures. A better utilisation
of existing risk management tools can increase consumer health protection, for instance
by assessing further substances for an inclusion in Annex III to Reg. (EC) No 1925/2006
and providing a legally binding list of non-authorised Novel Foods in accordance with the
Novel Food Regulation (EU) 2015/2283. Our decision tree may support risk managers in
the (visual) evaluation of food supplements, possibly also as an automated decision-making
tool. To fit individual purposes, the decision tree may be adapted to include other relevant
decision bases both at the European and national levels.
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