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Whereas most technologies tend to automate work(ers) on the periphery
doing menial tasks, blockchains automate away the center.
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Dissertation Abstract

Interorganizational coordination and decision-making are increasingly dependent on
information generated or maintained outside the deciding actor’s direct control. These
dependencies create information problems involving hidden attributes, limited ob-
servability, divergent interests, and legitimate restrictions on disclosure. Decision-rel-
evant information must therefore be verifiable, although unrestricted transparency or
the concentration of verification and information access in a single intermediary may
undermine confidentiality, organizational autonomy, or legitimate institutional au-
thority. This cumulative dissertation investigates how decentralized information sys-
tems can enable verifiable, confidentiality-preserving information sharing. It concep-
tualizes them as contingent socio-technical arrangements whose suitability depends
on the underlying information problem and on how verification, control, and infor-

mation access are governed.

Accordingly, the dissertation pursues two complementary research goals across six Re-
search Papers. Research Goal 1 develops design knowledge on how decentralized in-
frastructures can enable verifiable and confidentiality-preserving information sharing.
Research Goal 2 conceptualizes what information and properties can be made verifia-
ble through digital representations while limiting disclosure, and under which condi-
tions these representations become effective in interorganizational interactions. The
methodological portfolio comprises four design science research studies, phenome-
non-based theorizing, and an exploratory qualitative acceptance study. The studies
combine artifact development and technical assessment with evidence from literature
reviews, project workshops, expert interviews, user interviews, and observational and
archival material. The infrastructure-focused findings show that decentralization
should be configured rather than maximized. Granular access controls and privacy-
enhancing arrangements can reconcile shared process execution with legitimate confi-
dentiality, while layered architectures can combine a publicly verifiable trust anchor
with confidential and scalable transaction processing. These technical configurations
remain dependent on governance arrangements that define participation, rule-setting,
system changes, and accountability. The representation-focused findings distinguish
between attestable claims and stateful entitlements. Verifiable credentials preserve the

provenance and integrity of claims and make issuer and credential validity verifiable,
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allowing forged, altered, revoked, or otherwise invalid evidence to be excluded before
it informs consequential decisions. Tokenized representations can preserve the
uniqueness and lifecycle of entitlements, while smart contracts can constrain duplicate
or unauthorized exercise where the underlying rules are sufficiently formalizable.
Zero-knowledge proofs complement both forms of representation by enabling selected
properties to be verified without disclosing the underlying information. Their practical
effectiveness further depends on institutional recognition and on whether users under-

stand, trust, and accept the corresponding interactions.

The cumulative contribution is a dual-level conceptualization of decentralized infor-
mation systems that connects verification infrastructures with verifiable digital repre-
sentations. The findings show that decentralized and cryptographic mechanisms can
reconfigure when and by whom information problems are addressed, supporting veri-
fication before decisions, ex-ante technical constraints, or stronger ex-post oversight.
Verifiable and confidentiality-preserving interorganizational information sharing ulti-
mately requires the problem-specific alignment of infrastructure and representation,

embedded in appropriate institutional governance and conditions for effective use.

Keywords: Decentralized Information Systems, Interorganizational Information
Sharing, Information Problems, Signaling Theory, Principal-Agent Theory, Design
Science Research, Verifiability, Confidentiality, Blockchain, Verifiable Credentials
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Introduction to Decentralized Information Systems for
Verifiable and Confidentiality-Preserving Interorganizational
Information Sharing

Introduction Abstract

Interorganizational coordination and decision-making are increasingly dependent on
information generated or maintained outside the deciding actor’s direct control. The
resulting information problems require actors to infer hidden attributes and monitor
actions or states they cannot fully observe, while divergent interests and legitimate
confidentiality requirements constrain information sharing. Decision-relevant infor-
mation must therefore be verifiable without unrestricted disclosure or concentration
in a single intermediary that may undermine organizational autonomy or legitimate
institutional authority. This cumulative dissertation investigates how decentralized in-
formation systems can enable verifiable, confidentiality-preserving information shar-
ing. It conceptualizes them as contingent socio-technical arrangements whose suita-
bility depends on the underlying information problem and on how verification, control,
and information access are governed. The dissertation is organized around two inter-
dependent dimensions and corresponding research goals. Research Goal 1 addresses
the infrastructural dimension by examining how verification and control can be allo-
cated while reconciling transparency with confidentiality and technical performance
with security and governance requirements. Research Goal 2 addresses the represen-
tational dimension by examining what information can be made verifiable through dig-
ital representations while limiting disclosure and identifying the conditions required
for effective use. The dissertation comprises six research papers, of which four are de-
sign science research studies, complemented by phenomenon-based theorizing and ex-
ploratory qualitative acceptance research. The findings show that decentralized and
cryptographic mechanisms reconfigure how credibility, monitoring, and selective ver-
ification are achieved. Their effectiveness depends on aligning infrastructures and dig-

ital representations with appropriate governance and conditions for effective use.

Keywords: Decentralized Information Systems, Interorganizational Information

Sharing, Information Problems, Verifiability, Confidentiality, Blockchain
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1 Motivation

Organizations increasingly create value and make consequential decisions based on
information generated, maintained, or controlled by other actors (Constantinides et
al., 2018; Moller et al., 2025; Tilson et al., 2010). Industrial data ecosystems and data
spaces in supply chains illustrate this development: manufacturers, suppliers, logistics
providers, authorities, and other ecosystem participants combine data from multiple
sources to coordinate operations, demonstrate regulatory compliance, and develop
data-driven products and services, while the underlying information remains distrib-
uted across organizations with partly divergent interests (Jussen et al., 2024; Moller et
al., 2024; Moller et al., 2025). Because relevant events and states emerge across these
distributed processes, actors depend on information beyond their direct control, mak-
ing it critical to establish its credibility and decision-relevant properties (Abdelkafi et
al., 2019; GroBe et al., 2024; Guggenberger et al., 2020; Gulati et al., 2012). Theoretical
perspectives on information problems, for example, signaling and principal—agent the-
ory, formalize distinct manifestations of this dependence. When actors infer hidden
attributes from evidence supplied by another party, decision quality depends on
whether that evidence constitutes a credible rather than deceptive signal (Connelly et
al., 2025; Steigenberger, 2024). When one actor delegates activities to another whose
actions cannot be fully observed and whose interests may diverge, information asym-
metry may create a principal—agent problem and associated agency costs (Eisenhardt,
1989; Jensen & Meckling, 1976; Ross, 1973). Together, these perspectives show that
reliable interorganizational decision-making depends not only on access to externally
generated or maintained information but also on mechanisms that make its decision-

relevant properties verifiable.

Information systems (IS) can support such verification through different arrange-
ments for integrating information and allocating verification and control functions. A
centralized arrangement assigns these functions to a common platform usually pro-
vided by an intermediary, which can consolidate information, standardize access pro-
cedures, and establish a shared reference point for participating actors (Constantinides
et al., 2018; Moller et al., 2025; Schweihoff et al., 2024). Such centralization may be
effective when participating actors can appropriately entrust the intermediary with the

relevant information, verification functions, and control (Wiist & Gervais, 2018).
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Where this condition is not met, the actors face a coordination dilemma. Leaving in-
formation fragmented across organizational systems can create reconciliation efforts
and verification gaps (Guggenberger et al., 2020; Jussen et al., 2024). Such gaps can
allow inconsistent records, deceptive signals, or opportunistic behavior to remain un-
detected (Bergh et al., 2019; Bossler et al., 2024; Steigenberger, 2024). Concentrating
information and associated functions within an intermediary’s centralized system may
create dependencies in information access, verification procedures, and governing

rules (Beck et al., 2018; Gleiss et al., 2023; Guggenberger et al., 2020).

This coordination dilemma becomes particularly consequential when the information
required for verification is sensitive, and its holders have legitimate confidentiality
concerns about disclosing it in full. In machine leasing, for example, a lessor may need
to verify a machine’s actual wear, while the lessee seeks to withhold detailed usage in-
formation that could reveal its products and production processes (Bossler et al.,
2024). Greater transparency could facilitate verification but may simultaneously ex-
pose commercially sensitive or otherwise protected information. Conversely, restrict-
ing access can protect legitimate confidentiality interests while making it more difficult
for other actors to verify the decision-relevant information they depend on (Babel,
Ehaus, et al., 2025; Schlatt et al., 2021; Sedlmeir et al., 2022; Sternberg et al., 2021).
Coopetition theory provides a valuable perspective on this structural tension: organi-
zations cooperate to create joint value while continuing to compete over its appropria-
tion, making information exchange and the protection of strategically sensitive infor-
mation legitimate and interdependent requirements (Bengtsson & Kock, 2000; Fer-
nandez & Chiambaretto, 2016). The central problem is therefore not how to eliminate
information asymmetries through unrestricted transparency, but how to make inter-
organizational, decision-relevant information verifiable while preserving its confiden-

tiality by limiting disclosure of the underlying data.

Where concentrating the required information, verification functions, and control in a
single intermediary is inappropriate, decentralized IS offer one alternative by distrib-
uting selected functions across participating actors and technical components (Beck et
al., 2018; Pedersen et al., 2019; Wiist & Gervais, 2018). Blockchain-based infrastruc-
tures, for example, can implement such an allocation through tamper-evident shared
records, distributed validation, and programmable rules, without requiring a single or-

ganization to control the entire information infrastructure (Babich & Hilary, 2020;
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Butijn et al., 2021; Nofer et al., 2017). Yet in highly decentralized architectures, gov-
ernance functions such as participant admission, rule-setting, system updates, excep-
tion handling, and accountability must be deliberately embedded within appropriate
technical and institutional governance arrangements (Beck et al., 2018; Ellinger et al.,
2024; Rossi et al., 2019; Sternberg et al., 2021). Additionally, verifiability is usually
derived from replicated or broadly inspectable system states, creating a structural ten-
sion between transparent validation and the protection of sensitive information (Boss-
ler et al., 2024; Sedlmeir et al., 2022). Cryptographic primitives and layered architec-
tural mechanisms create new possibilities for verifying selected information while lim-
iting disclosure. However, their integration introduces technical trade-offs concerning
system complexity, scalability, and security (Babel & Sedlmeir, 2023; Guggenberger et
al., 2022; Pedersen et al., 2019; Principato et al., 2023), as well as socio-technical chal-
lenges concerning governance and effective use (Babel, Willburger, et al., 2025; Rich-
ter & Anke, 2026; Schellinger et al., 2022; Schlatt et al., 2021; Schwiderowski et al.,
2024). Accordingly, this dissertation examines decentralized IS as contingent design
options for settings in which decision-relevant information is generated or maintained
across organizational boundaries, concentrating verification and control in a single in-
termediary is inappropriate, and in which the potential benefits of distributing func-
tions to achieve verifiability justify the associated technical and organizational com-

plexity (Pedersen et al., 2019; Wiist & Gervais, 2018).

Within this scope, decentralized IS can be examined along two interdependent dimen-
sions. The infrastructural dimension concerns how to technically enable verification
and allocate control over validation, information access, and system rules without un-
dermining confidentiality or legitimate institutional authority (Beck et al., 2018;
Mishra et al., 2021; Pedersen et al., 2019; Rossi et al., 2019). The representational di-
mension concerns what information can be represented through claims, transactions,
credentials, or entitlements so that relevant properties are verifiable while disclosure
of the underlying data is limited. For example, verifiable credentials (VCs) and to-
kenized representations might be used to encode different types of claims and entitle-
ments (Schwiderowski et al., 2024; Sedlmeir et al., 2021), while cryptographic (zero-
knowledge) proofs can make selected properties verifiable without disclosing all un-
derlying information (Babel & Sedlmeir, 2023; Ben Sasson et al., 2014; Bencic et al.,
2019; Goldwasser et al., 1989; Principato et al., 2023). Neither dimension can be con-

sidered independently. A tamper-evident infrastructure can preserve a recorded state
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without establishing whether the information represented by that state is legitimate or
decision-relevant (Caldarelli, 2020; Hassan et al., 2023). Conversely, a technically ver-
ifiable representation depends on arrangements that determine how it is verified and
whether its issuer, state, or associated claim is recognized as legitimate (Babel, Will-
burger, et al., 2025; Richter & Anke, 2026). Practical effectiveness further depends on
whether the actors involved understand and enact the corresponding interactions (El-
linger et al., 2024; Sartor et al., 2022). Verifiable and confidentiality-preserving inter-
organizational information sharing therefore requires alignment between decentral-
ized infrastructures and the digital representations processed through them, comple-

mented by institutional governance and conditions for effective use.

Against this background, this dissertation investigates the following overarching re-

search question:

How can decentralized information systems enable verifiable and confidentiality-

preserving interorganizational information sharing?

To answer this question, the dissertation pursues two complementary research goals
(RGs). RG 1 develops design knowledge for decentralized infrastructures that support
verifiable and confidentiality-preserving interorganizational information sharing. RG
2 conceptualizes verifiable and confidentiality-preserving digital representations and
the conditions for their effective use in interorganizational information sharing. To-
gether, the RGs structure the cumulative investigation around these two interdepend-

ent dimensions.

The remainder of this introduction is structured as follows. Section 2 outlines the con-
ceptual and technical foundations of interorganizational information sharing, decen-
tralized IS, and privacy-preserving verification. Section 3 derives the RGs, research
gaps, and research questions addressed across the six Research Papers (RPs). Section
4 presents the applied research designs. Section 5 summarizes the results of the six
RPs. Section 6 concludes by discussing the dissertation’s contributions to theory and

practice, its limitations, and potential avenues for future research.
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2 Background

This section establishes the conceptual and technical foundations for examining how
decentralized IS can enable verifiable and confidentiality-preserving interorganiza-
tional information sharing. Section 2.1 conceptualizes interorganizational information
sharing as a socio-technical coordination problem and draws on signaling theory, prin-
cipal—agent theory, and coopetition research to explain why verifiability and legitimate
confidentiality become interdependent requirements across organizational bounda-
ries. Section 2.2 introduces decentralized IS and blockchain-based infrastructures as
potential coordination mechanisms and examines how different allocations of valida-
tion and control create architectural trade-offs. Section 2.3 turns to verifiable digital
representations and privacy-preserving verification, explaining how claims and enti-
tlements can become verifiable without requiring unrestricted disclosure and why their
effectiveness additionally depends on institutional governance and effective use. These

perspectives provide the conceptual foundation for the dissertation’s two RGs.

2.1 Interorganizational Information Sharing and Coordination Prob-
lems

Interorganizational information sharing constitutes a foundational mechanism
through which legally independent actors coordinate activities and govern economic
exchange across organizational boundaries. As digital infrastructures become increas-
ingly interconnected, organizations no longer rely solely on internally bounded IS but
participate in broader socio-technical networks connecting heterogeneous actors, sys-
tems, and institutional settings (Bostrom & Heinen, 1977; Constantinides et al., 2018;
Tilson et al., 2010). In such environments, the IS structure determines how infor-
mation is exchanged, interpreted, verified, and acted upon. Reliable information shar-
ing is therefore central to coordination and decision-making among actors that are in-
terdependent but not governed by a single organizational hierarchy (GroBe et al., 2024;

Guggenberger et al., 2020).

Interorganizational information sharing nevertheless remains difficult because rele-
vant information is distributed across organizations with separate systems, records,
and governance responsibilities. This fragmentation can produce inconsistent records,

media discontinuities, duplicated documentation, and costly reconciliation efforts
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(Guggenberger et al., 2020). More fundamentally, actors frequently depend on infor-
mation whose origin, accuracy, or strategic presentation they cannot assess directly.
The resulting problem is therefore not merely one of transmitting information across
organizational boundaries, but of establishing whether information can provide a reli-
able basis for decisions when actors have limited visibility into one another’s charac-

teristics, actions, and processes.

These problems can be understood through complementary theoretical perspectives
on information asymmetry. Signaling theory focuses on situations in which one actor
possesses hidden qualities or capabilities that another actor must infer from observa-
ble signals (Connelly et al., 2011; Spence, 1973). Certifications, audit reports, or cre-
dentials can reduce such uncertainty, but only when recipients can assess whether the
communicated signal is credible and has not been imitated, distorted, or deceptively
presented (Connelly et al., 2011; Steigenberger, 2024). The corresponding verification
problem concerns whether observable evidence reliably represents an otherwise hid-
den attribute. Principal-agent theory addresses a related but distinct situation in
which responsibilities are delegated between actors whose interests may diverge.
When principals cannot adequately observe the information or actions of agents,
agents may exploit this informational advantage, while monitoring and verification
create additional agency costs (Eisenhardt, 1989; Jensen & Meckling, 1976; Mahoney,
1995). Here, the verification problem concerns whether delegated actions and resulting
states can be reliably observed and assessed. Despite these differences, both perspec-
tives highlight the importance of credible evidence for reducing consequential infor-

mation asymmetries.

Coopetition research adds an important strategic qualification to this reasoning. Or-
ganizations may simultaneously cooperate to create joint value and compete to appro-
priate individual value (Bengtsson & Kock, 2000; Gnyawali & Park, 2011). Information
sharing can support coordination and process integration in such relationships, while
excessive disclosure may expose commercially sensitive information and weaken par-
ticipating organizations’ competitive positions. The integration principle of coopetition
therefore suggests that cooperative and competitive requirements must be managed
jointly rather than optimizing one at the expense of the other (Fernandez & Chiam-
baretto, 2016). This distinction is important for interorganizational information shar-

ing because not every difference in information access represents a dysfunction that
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should be eliminated through greater transparency. Unverifiable claims or hidden op-
portunistic actions may undermine coordination, whereas withholding information
can also serve legitimate strategic, legal, or privacy-related interests (Bossler et al.,

2024; Sedlmeir et al., 2022).

Taken together, these perspectives locate the central coordination problem at the in-
tersection of verifiability, confidentiality, and control. Verifiability concerns whether
actors can establish the relevant properties of information on which they depend. Con-
fidentiality concerns whether sensitive underlying information can remain protected
from actors that do not require access. Throughout this dissertation, confidentiality
serves as the overarching term for this requirement to limit the disclosure of sensitive
information. Privacy terminology is retained where it reflects the specific focus of the
underlying literature, individual RPs, or established technical concepts such as pri-
vacy-preserving verification. Control concerns how rights and responsibilities over
shared information and its verification are allocated among participating actors. These
requirements are interdependent: greater visibility may facilitate verification but ex-
pose information that should remain confidential, whereas stronger restrictions may
protect legitimate interests while reducing shared visibility or increasing dependence
on the actors controlling access (Beck et al., 2018; Bossler et al., 2024). Interorganiza-
tional information sharing is, therefore, a socio-technical coordination problem rather
than merely a question of data availability. The following section examines decentral-
ized IS and blockchain-based infrastructures as one possible means of distributing ver-

ification and control functions across organizational boundaries.

2.2 Decentralized Information Systems and Blockchain-Based Infra-
structures

Decentralized IS offer an alternative infrastructural approach for coordinating digital
interactions among interdependent actors that are not subordinated to a single organ-
izational authority. Whereas centralized systems concentrate data storage, processing,
validation, access control, and governance authority within one organization or plat-
form operator, decentralized systems distribute these functions across multiple actors
or technical components. Decentralization should therefore not be understood as a bi-
nary distinction between systems with and without central authority, but as a multidi-

mensional design property concerning how control and responsibility are allocated
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(Beck et al., 2018; Guggenberger et al., 2020; Rossi et al., 2019). A system may, for
example, distribute validation while retaining centralized control over participant ad-
mission or protocol updates. This distinction is particularly important in regulated and
interorganizational settings, where certain responsibilities must remain assigned to

identifiable and accountable actors.

Blockchain technology represents one of the most prominent technological founda-
tions for decentralized IS. Originally introduced as the infrastructure underlying
Bitcoin (Nakamoto, 2008), blockchain has evolved into a broader class of distributed
ledger technologies that enable tamper-evident record keeping without relying on a
central database administrator. At its core, a blockchain stores transactions in blocks
that are cryptographically linked to previous blocks, thereby creating an append-only
data structure. Copies of the ledger are maintained by a network of nodes, while con-
sensus mechanisms establish agreement on the valid ordering and state of recorded
transactions (Beck et al., 2017; Butijn et al., 2021; Wiist & Gervais, 2018). Through
cryptographic linking, distributed replication, and consensus-based validation, block-
chain-based infrastructures can provide a shared and verifiable transaction history

among actors who do not necessarily share the same organizational authority.

In interorganizational settings, such a shared record can address coordination prob-
lems arising from fragmented and inconsistent information infrastructures. Instead of
each actor relying exclusively on separate and potentially conflicting records, block-
chain-based IS can provide a common reference point for relevant process events and
transactions (GroBe et al., 2024; Guggenberger et al., 2020). Participating actors can
verify whether information has been altered or whether a transaction has occurred,
while smart contracts can execute predefined rules once specified conditions are met
(Buterin, 2014). They can thereby shift selected coordination activities from retrospec-
tive reconciliation toward shared validation and rule-based execution. Blockchain can,
however, not preserve the integrity of recorded information without independently es-
tablishing whether externally supplied information was correct when entered, reflect-
ing the underlying oracle problem (Caldarelli, 2020; Hassan et al., 2023). Technical
verification therefore remains dependent on reliable inputs and appropriate govern-

ance.

Blockchain-based infrastructures differ substantially in their degree of openness, par-

ticipation, and governance. Public blockchains make ledger information broadly
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accessible, whereas private blockchains restrict access to authorized actors. Permis-
sionless blockchains allow actors to participate in transaction validation without prior
authorization, while permissioned blockchains limit this function to an approved set
of participants (Rossi et al., 2019; Wiist & Gervais, 2018). These configurations allocate
visibility, validation rights, and governance authority differently. Public permission-
less systems can support open verifiability and reduce reliance on a predefined opera-
tor, whereas permissioned configurations facilitate stronger control over participation
and access but may reintroduce concentrated control and governance dependencies
(Beck et al., 2018). The relevant design question is therefore not which configuration
is generally preferable, but which allocation of verification and control fits the interor-

ganizational problem being addressed.

The design of blockchain-based infrastructures is further shaped by fundamental
trade-offs. The blockchain trilemma describes the difficulty of simultaneously maxim-
izing decentralization, scalability, and security. Broad participation and distributed
validation can strengthen decentralization and resilience but increase coordination
and computational overhead (Principato et al., 2023). Conversely, architectures that
improve throughput by restricting validation or concentrating specific functions may
weaken decentralization and introduce additional control points (Wiist & Gervais,
2018). In enterprise and interorganizational contexts, confidentiality adds a further
design dimension because shared records may contain commercially sensitive, per-
sonal, or otherwise protected information (Bossler et al., 2024; Sedlmeir et al., 2022).
Highly transparent infrastructures can support auditability and shared verification but
may reveal information that participating organizations cannot legitimately disclose.
Blockchain-based infrastructures must therefore reconcile decentralization, scalabil-
ity, security, and confidentiality through architectural choices rather than maximize

any single property in isolation.

These trade-offs demonstrate that decentralized IS do not eliminate trust or govern-
ance requirements. Rather, they reconfigure how trust is established and where gov-
ernance authority is located. Cryptographic integrity, distributed validation, and pro-
grammable rules can reduce reliance on a central intermediary, while organizational
and institutional governance remains necessary to define legitimate participation, re-
sponsibilities, and changes to system rules (Beck et al., 2018; Ellinger et al., 2024). The

effectiveness of decentralized infrastructures consequently depends not only on their
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technical properties but also on their alignment with interorganizational incentives,

regulatory requirements, and legitimate allocations of authority.

For this dissertation, decentralized IS and blockchain-based infrastructures provide
the technological foundation for examining how information can become verifiable
across organizational boundaries without relying exclusively on centralized control.
They establish how verification is technically performed and how validation and con-

trol are distributed across participating actors and technical components.

2.3 Verifiable Digital Representations and Privacy-Preserving Verifica-
tion

Building on the infrastructural perspective developed above, interorganizational infor-
mation sharing also depends on what can be verified about the information exchanged
and how much underlying information must be disclosed. Actors frequently require
evidence that information is authentic, valid, or consistent with predefined rules while
the underlying data remain commercially sensitive, personal, or legally protected. Ver-
ifiable and confidentiality-preserving information sharing therefore depends on the
digital representations through which information is conveyed and the mechanisms

through which their relevant properties can be assessed.

Zero-knowledge proofs (ZKPs) provide one mechanism for separating verification
from disclosure. A ZKP allows one party to prove the correctness of a statement or
computation without revealing the underlying information used to generate the proof
(Goldwasser et al., 1989). Rather than granting access to a complete dataset, an actor
can demonstrate that a specified condition is fulfilled, such as the validity of a transac-
tion or the existence of an entitlement. ZKPs thereby shift information exchange from
disclosing data toward disclosing cryptographic evidence about data. In decentralized
IS, they can preserve shared verifiability while reducing the amount of sensitive infor-
mation that must be stored, transmitted, or made visible to other participants (Schel-
linger et al., 2022; Sedlmeir et al., 2022). Their implementation nevertheless intro-
duces additional computational and integration complexity, meaning that their use
must remain proportionate to the confidentiality and verification requirements of the

respective application.

VCs address the representation of attestable claims about actors, objects, or organiza-

tions. Within the self-sovereign identity (SSI) paradigm, an authorized issuer creates a
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digitally signed credential and provides it to a holder, who can subsequently present it
to a verifier (Babel, Willburger, et al., 2025; Richter & Anke, 2026). Cryptographic sig-
natures and supporting registries allow the verifier to assess the credential’s issuer,
integrity, and validity without relying on an easily manipulated document or repeated
bilateral confirmation with the issuer (Ehrlich et al., 2021; Preukschat & Reed, 2021).
Where selective disclosure or complementary cryptographic proofs are supported,
holders can additionally reveal only the information required for a particular interac-
tion (Sedlmeir et al., 2021). VCs can therefore preserve verification-relevant properties
such as provenance and integrity while limiting disclosure to the information required
for a particular interaction. Technical validity alone, however, does not establish
whether a credential provides meaningful evidence: its informational value also de-
pends on whether the issuer is authorized and trustworthy and whether the repre-

sented claim is relevant to the decision at hand.

Tokenization addresses a different representational problem. Whereas credentials pri-
marily attest to claims, tokens can represent assets, rights, or entitlements whose
uniqueness and state must be preserved throughout a lifecycle. Blockchain-based to-
kens can be issued, transferred, restricted, and redeemed according to predefined
rules, while their state changes remain traceable through the underlying ledger (Han-
neke et al., 2024; Schwiderowski et al., 2024). This is particularly relevant where con-
flicting or duplicate claims must be prevented or where several actors require a con-
sistent representation of an entitlement across organizational boundaries. Smart con-
tracts complement such representations by encoding the rules governing their interac-
tion. They can restrict critical functions to authorized actors, enforce predefined con-
ditions, and make certain invalid state transitions technically infeasible (Beck et al.,
2018; Buterin, 2014). Their applicability is nevertheless limited to conditions that can
be specified sufficiently clearly and evaluated on the basis of reliable information. De-
cisions requiring interpretation, discretion, or legal adjudication continue to depend

on organizational and institutional authority.

Across these representation and verification mechanisms, governance connects tech-
nical validity with institutional meaning. Cryptographic verification can establish that
a formally specified condition has been satisfied, but it cannot independently deter-
mine whether an issuer is legitimate, whether a particular representation should be

recognized, or whether the verified information has the intended organizational or
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legal significance. Governance arrangements therefore define authoritative issuers and
roles, establish acceptable representations and verification procedures, and allocate
responsibility for exceptional cases or disputes (Beck et al., 2018). Without such insti-
tutional anchoring, a proof may be mathematically correct while the underlying claim,

entitlement, or process remains irrelevant or illegitimate in the respective context.

Technical validity and institutional legitimacy alone are not sufficient for verifiable dig-
ital representations to become effective in practice. The actors interacting with them
must be able to understand and enact the corresponding processes and perceive suffi-
cient value in doing so. Technology acceptance research emphasizes perceived useful-
ness and ease of use as important conditions of system use, while research on SSI ad-
ditionally highlights the relevance of trust in the technical and institutional arrange-
ments surrounding holder-centered interactions (Davis, 1985; Rieger et al., 2022; Sar-
tor et al., 2022; Venkatesh & Davis, 2000). Effective use is therefore not treated as a
separate analytical level in this dissertation, but as a condition under which technically

valid and institutionally governed representations become practically enacted.

Taken together, these mechanisms support complementary forms of verifiability. ZKPs
enable properties to be verified while limiting disclosure of the underlying data. VCs
provide verifiable representations of attestable claims and their provenance, whereas
tokens are suited to rights or entitlements whose uniqueness and state must remain
consistent over time. Smart contracts can govern permissible interactions with such
representations where relevant rules can be formalized. Their suitability consequently
depends on the underlying information problem rather than on the technology alone.
This representation-centered perspective complements the infrastructural perspective
developed in Section 2.2: decentralized infrastructures determine how and under
whose control verification occurs, while digital representations and verification mech-
anisms determine what can be verified and what information must be disclosed to do
so. Their practical realization further depends on institutional governance and effective
use. Together, these dimensions provide the conceptual foundation for the two RGs

derived in the following section.
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3 Deriving the Research Goals, Gaps, and Questions

The preceding sections establish verifiable and confidentiality-preserving interorgani-
zational information sharing as a problem that spans two interdependent analytical
levels within decentralized IS. At the infrastructural level, the design problem concerns
how decentralized IS distribute verification and control across organizational bounda-
ries, that is, how verification is technically enabled and under whose control it occurs.
At the representation level, the design problem concerns what can be verified about
the information exchanged through these infrastructures and how much underlying
information must be disclosed to do so. Put differently, decentralized infrastructures
determine the allocation of verification and control, whereas digital representations
determine the properties of information that remain verifiable under confidentiality
constraints. These levels are analytically distinct but mutually dependent: a decentral-
ized infrastructure can provide shared and tamper-evident states without by itself en-
suring that the information represented through them is legitimate or decision-rele-
vant, while a verifiable representation depends on technical and institutional arrange-
ments that establish who may issue, verify, and act on it. The practical realization of
representation-based interactions further depends on their effective use, which this
dissertation treats as a condition of the representation level. Building on this distinc-
tion, the overarching research question introduced in Section 1 provides the point of

departure for the cumulative research endeavor:

How can decentralized information systems enable verifiable and confidentiality-

preserving interorganizational information sharing?

Answering this question requires knowledge at both analytical levels. The dissertation

therefore pursues two complementary RGs:

RG 1: Develop design knowledge for decentralized infrastructures that support ver-

ifiable and confidentiality-preserving interorganizational information sharing.

RG 1 addresses the infrastructural design problem within the problem structure estab-
lished in Section 1. It investigates how verification and control can be allocated across
decentralized infrastructures when participating organizations simultaneously require
shared process information and legitimate confidentiality. The resulting knowledge
concerns the design of infrastructures that distribute verification without reproducing

excessive transparency, concentrating verification and information access in a single
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intermediary, or relying on technically infeasible configurations.

RG 2: Conceptualize verifiable and confidentiality-preserving digital representa-
tions and the conditions for their effective use in interorganizational information

sharing.

RG 2 addresses the complementary representation-level design problem. Even a suit-
able infrastructure does not ensure that the information exchanged through it carries
the properties required for meaningful verification. RG 2 therefore investigates how
different forms of information can be represented so that relevant properties remain
verifiable while disclosure is limited to what is necessary for verification. It further con-
siders the conditions under which representation-based interactions become effective

in practice, without treating effective use as a separate analytical level.

Overarching Research Problem & Question
Interorganizational actors need to verify sensitive claims, transactions, credentials, and
entitlements without relying on unrestricted transparency or dominant centralized intermediaries.

How can decentralized information systems enable verifiable and confidentiality-preserving
_interorganizational information sharing?

_—— _——

|g;e;itructure Research Goal 1 |
| Develop design knowledge for decentralized infrastructures that support

| verifiable and confidentiality-preserving interorganizational information sharing. |
"How and Research Paper 1: Research Paper 2: Research Paper 3: I
under whose Coopetition-aware design Transparency-confidentiality design Layered privacy-preserving |
| control verifi- knowledge for supply chains for delivery-invoices architecture for procurement
Lcal‘ion occurs” |

Cumulative Contribution
Design and conceptual knowledge on how decentralized infrastructures and digital
representations can be aligned to enable verifiable and confidentiality-preserving

interorganizational information sharing.
______V__________T__________*___,
Representatio
|Layer Research Goal 2 |
| Conceptualize verifiable and confidentiality-preserving digital representations |
and the conditions for their effective use in interorganizational information sharing.
| "What can be |
verified and Research Paper 4: Research Paper 5: Research Paper 6:
what informa- Verifiable credentials as digital Tokenized entitlements Conditions for effective use of |
| tion ’_”USt signal-carriers for verification and control SSl-based representations |
be disclosed”

. — ——— ————— ————————— |

Figure 1: Layered structure of the research goals and cumulative contribution

Figure 1 summarizes how the two RGs combine in the cumulative contribution of this
dissertation. RG 1 develops design knowledge concerning the allocation of verifica-
tion and control at the infrastructure level, while RG 2 develops conceptual
knowledge concerning verifiable digital representations and the conditions for their

effective use. Their cumulative contribution lies in explaining how decentralized
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infrastructures and digital representations can be aligned to enable verifiable and
confidentiality-preserving interorganizational information sharing. The figure further

maps the six RPs to their respective RGs.

To accomplish these RGs, the following subsections derive the specific research gaps
addressed across the six RPs and position their individual research questions within
the cumulative research endeavor. Table 1 provides an overview of the RPs, their pub-

lication outlets and status, and their assignment to the two RGs.

Title Publication outlet VHB JQ4 | Publication
ranking |status

RG 1: Develop design knowledge for decentralized infrastructures that support
verifiable and confidentiality-preserving interorganizational information sharing

RP1:

Striking a Balance: Designing a Blockchain-
Based Solution to Navigate Coopetition Dynam-
ics in Supply Chain Management

RP 2:
Overcoming the Data Transparency Trade-Off:

Electronic Markets B Published

International Conference on

Designing a Blockchain-Based Delivery Invoice xérgis;h:ftsmformatlk Pro- |B Published
System for the Construction Industry &

RP 3:

Designing a Blockchain-Based Information Sys-

tem for Procurement Processes—Balancing De- | Information Systems B Published

centralization, Scalability, and Security while
Maintaining Privacy

RG 2: Conceptualize verifiable and confidentiality-preserving digital representations
and the conditions for their effective use in interorganizational information sharing

RP 4:

From Documents to Verifiable Credentials: How Under Review
Digital Signal-Carriers Reconfigure Decision- Electronic Markets B Major Revision
Making in Buyer—Supplier Relationship For- Round 2
mation

RP S: Under Review
Tokens against Tax Fraud: Designing a Block- Business & Information . .

. . . . . B Minor Revision
chain-Based Information System for Duplicate Systems Engineering Round 3
Withholding-Tax Refund Control
RP 6: . .

o Hawaii International Con-
Accept Me as I Am or See Me Go: A Qualitative ference on System Sciences | B Published

Analysis of User Acceptance of Self-Sovereign

Identity Applications Proceedings

Table 1: Overview of the research papers addressing the identified research goals
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3.1 RG 1: Develop design knowledge for decentralized infrastructures
that support verifiable and confidentiality-preserving interorganiza-
tional information sharing.

RG 1 addresses a prescriptive knowledge gap at the infrastructural level. Prior research
has established blockchain as a potential foundation for shared, tamper-evident, and
programmable coordination across organizational boundaries and has particularly
emphasized benefits such as transparency, traceability, and reduced reliance on cen-
tralized intermediaries (Azzi et al., 2019; Babich & Hilary, 2020; Butijn et al., 2021;
Guggenberger et al., 2020; Sternberg et al., 2021). Yet these properties do not prescribe
how decentralized infrastructures should be configured when organizations simulta-
neously require shared verification, confidentiality, and continued control over strate-
gically relevant information. This problem is particularly pronounced in interorgani-
zational settings, as actors that benefit from coordination may also compete, operate
separate information systems, or have legitimate reasons not to transfer sensitive in-
formation and control over its verification to a common platform operator (Bossler et
al., 2024; Sedlmeir et al., 2022). RG 1, therefore, investigates how decentralized infra-
structures can support shared verification without requiring unrestricted transparency

or concentrating information access and verification in a single intermediary.

A first research gap concerns this tension between cooperation-enabling information
sharing and legitimate confidentiality. Supply chain research has extensively discussed
blockchain as a means of increasing visibility, traceability, and trust across organiza-
tional boundaries (Babich & Hilary, 2020; Beck et al., 2017; Beck et al., 2018; Nofer et
al., 2017). However, greater transparency is not unambiguously beneficial when the
information exchanged contains commercially sensitive information and participating
firms remain competitors (Alt, 2020; Bossler et al., 2024; Guggenberger et al., 2020;
Sedlmeir et al., 2022). Coopetition research captures this structural tension by concep-
tualizing interorganizational relationships in which organizations cooperate to create
joint value while simultaneously competing to appropriate individual value (Bengtsson
& Kock, 2000; Gnyawali & Park, 2011; Nalebuff & Brandenburger, 1997). What re-
mains insufficiently developed is prescriptive knowledge that translates this coopera-
tion—competition duality into the design of decentralized IS. In particular, decentral-
ized infrastructures must enable sufficient information sharing for process coordina-

tion and verification while preventing sensitive information from becoming visible to
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actors that do not require access.

RP 1 addresses this gap from a theory-informed infrastructure perspective. Applying
coopetition theory, the study conceptualizes cooperation and competition as interde-
pendent design concerns rather than treating confidentiality as an isolated technical
requirement. The resulting challenge is to configure decentralized infrastructures so
that shared process execution, accountability, and verification remain possible without
exposing strategically sensitive information or creating new dependencies on domi-
nant platform actors (Fernandez & Chiambaretto, 2016; Gleiss et al., 2023; Hoess et
al., 2025; Loertscher & Marx, 2020). RP 1 therefore investigates how the integration
principle of coopetition can be translated into architecture and implementation

knowledge for decentralized supply networks and asks:

How to design a blockchain-based information system to facilitate coopetition in
supply networks by fostering cooperative interactions while ensuring data confi-

dentiality?

RP 2 complements this broader perspective by examining how the same underlying
tension materializes in a concrete interorganizational process. Delivery-invoice pro-
cesses in construction supply chains involve multiple organizations that must exchange
consistent information about deliveries and subsequent processing. Yet these pro-
cesses have traditionally relied on paper-based or fragmented digital information ex-
change, resulting in media discontinuities, manual processing, limited automation,
and reconciliation efforts (Bajpai & Misra, 2024; Demirkesen & Tezel, 2021; Prebani¢
& Vukomanovié, 2021). Existing electronic data interchange and standardized digital
solutions can alleviate some of these inefficiencies but have not established a univer-
sally accepted infrastructure across the fragmented construction market (Samuelson
& Bjork, 2014; Wiehager, 2021). Centralized or provider-specific solutions may addi-
tionally create dependencies by concentrating data and decision rights in a platform

operator (Gleiss et al., 2023).

The problem is intensified by the coopetitive nature of the setting. Digital process in-
tegration requires organizations to share information to realize coordination and au-
tomation benefits, while the same actors may compete and therefore have legitimate
reasons to restrict access to commercially sensitive data (Hoffmann et al., 2018; Li et
al., 2019). In delivery-invoice processing, this includes bilateral transaction infor-

mation that should not become visible to unauthorized third parties, also because
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confidentiality and competition-related requirements constrain unrestricted infor-
mation sharing (Agdas & Ellis, 2010; Anumba & Ruikar, 2002). A decentralized infra-
structure may provide a shared coordination layer for such processes, but its imple-
mentation must therefore reconcile process-level transparency with legitimate confi-

dentiality. RP 2 investigates this concrete data-transparency trade-off and asks:

How can blockchain technology help to digitize the process of handling delivery in-
voices in the construction industry supply chain while addressing the challenges as-

sociated with the coopetition trade-off?

RPs 1 and 2 originate from the same overarching design science research (DSR) project
and share their empirical and artifact-development basis. Their contributions should
therefore not be interpreted as independent empirical validations. Rather, they repre-
sent cumulatively related perspectives on the same infrastructural design problem. RP
2 constitutes the earlier process-specific design and evaluation of the blockchain-based
delivery-invoice system, whereas RP 1 subsequently reanalyzes and abstracts this foun-
dation through an explicit coopetition lens to derive broader architecture- and imple-
mentation-oriented knowledge. Within the cumulative dissertation, RP 1 is presented
first because it articulates the broader theoretical and infrastructural problem, while
RP 2 demonstrates how this problem materializes in a concrete interorganizational
process. Together, the two RPs show that confidentiality must be actively incorporated
into decentralized infrastructure design rather than treated as an external constraint

on otherwise transparent systems.

A second research gap concerns the broader architectural consequences of preserving
confidentiality in decentralized infrastructures. Restricting access through permis-
sioned blockchain architectures can improve confidentiality and performance, but may
simultaneously concentrate validation and governance rights and thereby weaken the
decentralization and open verifiability that motivate blockchain adoption in the first
place (Beck et al., 2018; Rossi et al., 2019; Wiist & Gervais, 2018). Conversely, public
permissionless infrastructures provide stronger decentralization and independently
verifiable integrity but face limitations regarding transaction throughput and the pro-
cessing of commerecially sensitive information. This reflects the broader blockchain tri-
lemma among decentralization, scalability, and security, which becomes an extended

design problem when confidentiality is required in enterprise and interorganizational
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contexts (Principato et al., 2023; Sedlmeir et al., 2022). Existing blockchain-based pro-
curement systems frequently address these requirements only partially, particularly by
relying on permissioned configurations to obtain privacy and performance at the cost
of additional control points (Kim & Kim, 2024; Mishunin, 2024; Nodehi et al., 2022;

Wiist & Gervais, 2018; Yang et al., 2022).

RP 3 addresses this gap by investigating how these requirements can be reconciled
through architectural allocation rather than by maximizing one property or resolving
confidentiality primarily through restricted participation. The study examines pro-
curement processes as an information-intensive interorganizational setting and devel-
ops a layered architecture in which a public permissionless blockchain provides a pub-
licly verifiable trust anchor while a privacy-preserving Layer 2 enables confidential and
scalable process execution. It thereby investigates whether different infrastructural re-
quirements can be assigned to components suited to fulfilling them while preserving

their interaction within an overall decentralized IS. Accordingly, RP 3 asks:

Houw to design a blockchain-based information system for procurement processes

that balances decentralization, scalability, and security while maintaining privacy?

Together, the three RPs develop complementary design knowledge for the infrastruc-
tural level of verifiable and confidentiality-preserving interorganizational information
sharing. RPs 1 and 2 explain how decentralized infrastructures can reconcile shared
coordination with legitimate confidentiality in coopetitive networks, combining
broader theory-informed design knowledge with its process-specific manifestation. RP
3 extends this reasoning by examining how confidentiality can be reconciled with de-
centralization, scalability, and security through layered architectural design. RG 1
therefore conceptualizes decentralized infrastructures not as systems of unrestricted
transparency, but as configurable socio-technical arrangements in which verification
and control are deliberately allocated while access to sensitive information is restricted

according to the underlying interorganizational problem structure.
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3.2 RG 2: Conceptualize verifiable and confidentiality-preserving digital
representations and the conditions for their effective use in interor-
ganizational information sharing.

RG 2 addresses a complementary knowledge gap at the representation level. Decen-

tralized infrastructures can provide tamper-evident records, distributed validation,

and programmable coordination, but infrastructure alone does not ensure that the in-
formation objects exchanged through it preserve the properties required for meaning-
ful verification. Claims may be transmitted through manipulable carriers, while rights
or entitlements may be duplicated, transferred without authorization, or exercised
more than once. Moreover, the effectiveness of technically valid and institutionally
governed representations also depends on whether the actors interacting with them
understand and enact the corresponding processes. RG 2 therefore examines how dif-
ferent forms of sensitive information can be represented so that relevant properties
remain verifiable while disclosure is limited to what is necessary for verification, and
under which conditions such representation-based interactions become effective in

practice.

A first research gap concerns the credibility of digitally represented claims in interor-
ganizational decision-making. Buyers frequently face substantial information asym-
metries when selecting suppliers because they cannot directly observe prospective
partners’ capabilities, compliance, or operational quality before entering a contractual
relationship (Akerlof, 1978; Beer et al., 2018). They consequently rely on observable
signals such as certifications, audit reports, or compliance documentation to infer oth-
erwise hidden supplier attributes. Signaling theory explains how costly and observable
signals can enable high-quality actors to differentiate themselves from lower-quality
competitors and thereby reduce adverse selection (Connelly et al., 2011; Spence, 1973).
Digitally mediated interactions, however, complicate this mechanism because signals
are increasingly transmitted through documents, platforms, or other digital artifacts
rather than observed directly. Such artifacts may be copied, altered, or selectively pre-
sented while retaining the appearance of an authentic signal, potentially decoupling
the integrity of the transmitted evidence from the effort required to obtain the under-

lying certification (Steigenberger, 2024).
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Although signaling theory considers signal costliness, observability, and sender char-
acteristics, it has devoted comparatively less attention to the properties of the medium
through which signal information is transmitted (Connelly et al., 2011; Connelly et al.,
2025). The theory acknowledges distortion when the transmission medium reduces
signal observability, but the carrier itself has rarely been conceptualized as an explicit
analytical element. This limits the ability to explain why substantively similar claims
can differ in credibility depending on how they are conveyed and why digital mediation
may create additional opportunities for deceptive signaling (Steigenberger, 2024). VCs
provide a potential response because cryptographic signatures and supporting verifi-
cation infrastructures allow recipients to assess properties such as provenance, integ-
rity, issuer, and validity. Existing research has primarily examined VCs and SSI in re-
lation to identity management, privacy, interoperability, and digital trust infrastruc-
tures (Babel, Willburger, et al., 2025; Ehrlich et al., 2021; Richter & Anke, 2026; Sedl-
meir et al., 2021). What remains insufficiently understood is how VCs alter signaling
mechanisms and organizational decision-making when they function as the carrier
through which suppliers communicate hidden attributes. RP 4 addresses this gap by

asking:

How can verifiable credentials function as digital signal-carriers during pre-con-

tractual decision-making in buyer—supplier relationship formation?

A second research gap concerns information objects for which credibility alone is in-
sufficient because their uniqueness and lifecycle must also remain verifiable across or-
ganizational and institutional boundaries. Whereas credentials primarily attest to
claims, digital representations of rights or entitlements may need to support controlled
creation, authorized reassignment, restriction, and redemption while ensuring that the
same underlying entitlement cannot be exercised more than once. Fragmented records
and discontinuities between participating IS can make it difficult to establish whether
such an entitlement was legitimately created, who currently controls it, and whether it
has already been consumed. This becomes particularly consequential where actors
possess conflicting incentives and one party cannot fully observe or verify another

party’s actions.

Principal—-agent theory conceptualizes such settings as relationships in which infor-

mation asymmetries and goal incongruence create opportunities for opportunistic
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behavior and impose monitoring or agency costs on the principal (Eisenhardt, 1989;
Fama & Jensen, 1983; Jensen & Meckling, 1976). In taxation, taxpayers determine and
report tax-relevant information, while tax authorities can verify correct behavior only
through monitoring and auditing that entail corresponding costs (Alm et al., 1990;
Crocker & Slemrod, 2005; Reinganum & Wilde, 1985). Dividend-stripping arrange-
ments such as Cum-Ex illustrate how information asymmetries and fragmented insti-
tutional processes can be exploited to support multiple tax-refund claims based on a

single tax payment (Buettner et al., 2020; Schubert, 2021; Spengel, 2021a, 2021b).

Prior taxation research has primarily examined audit optimization, sanctions, and in-
centive design as mechanisms for addressing such principal—agent problems (Aruoba,
2021; Bazart & Pickhardt, 2011; Crocker & Slemrod, 2005; Pickhardt & Prinz, 2014;
Reinganum & Wilde, 1985). These approaches provide limited guidance on how IS
could reduce the underlying verification and agency costs by changing how tax-related
entitlements themselves are represented and controlled. Only a small number of stud-
ies have considered blockchain-based mechanisms for taxation. Existing contributions
either remain at a comparatively high level of abstraction or focus on specific cross-
border arrangements without fully addressing domestic processes, privacy, regulatory
compliance, stakeholder responsibilities, and practical feasibility (Ainsworth & Todo-
rov, 2018; EY, 2021; Faccia & Mosteanu, 2019; Hyvirinen et al., 2017; Yent, 2020). At
the same time, blockchain-based IS have been discussed more broadly as mechanisms
for reducing information asymmetries through traceability, immutable state histories,
and programmable rule enforcement (Beck et al., 2018; Bossler et al., 2024; Carvalho

& Karimi, 2021; Ellinger et al., 2024; GroBe et al., 2024; Treiblmaier, 2018).

The remaining challenge is therefore not simply to make tax transactions more trans-
parent, particularly because tax and financial information is highly sensitive. Instead,
the existence and lifecycle of an entitlement must become verifiable while the underly-
ing shareholder and transaction information remains protected. Tokenization offers a
means of representing an entitlement as a unique digital object whose creation, au-
thorized reassignment, and redemption can be governed through smart contracts,
while privacy-preserving proofs can separate the verification of relevant conditions
from disclosure of the underlying data (Schwiderowski et al., 2024; Sedlmeir et al.,
2022). What remains underexplored is how these mechanisms can be combined into

an IS that constrains duplicate or unauthorized claims, reduces detrimental
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information asymmetries, and remains practically feasible within a federated tax sys-
tem. RP 5 addresses this gap by investigating how a blockchain-based IS can maintain
an authoritative and privacy-preserving entitlement state across the organizations in-

volved in withholding-tax administration. It asks:

How can a blockchain-based information system be designed to control duplicate

withholding-tax refund claims in a federated tax-administration setting?

RPs 4 and 5 thus address two different representational requirements. RP 4 concerns
attestable claims whose credibility depends on properties such as provenance, integ-
rity, issuer authority, and current validity. RP 5 concerns legally and financially conse-
quential entitlements whose reliability additionally depends on uniqueness, author-
ized creation, controlled lifecycle transitions, and irreversible redemption. The distinc-
tion illustrates why the appropriate form of a verifiable digital representation depends

on the underlying information problem rather than on a single technological solution.

A third, complementary research gap concerns the effective use of such representa-
tions. This issue is particularly visible in SSI-based credential systems because holders
actively manage and present identity-related information within issuer—holder—veri-
fier relationships (Babel, Willburger, et al., 2025; Miihle et al., 2018; Preukschat &
Reed, 2021). This holder-centered model can increase control over identity infor-
mation and enable privacy-preserving disclosure, but it also requires users to under-
stand and interact with unfamiliar credential-management processes. Previous digital-
identity initiatives illustrate that technical availability alone does not ensure wide-
spread use, particularly when users perceive limited benefits, insufficient use cases, or

excessive complexity (Felden et al., 2020; Rederer et al., 2021).

Technology acceptance research provides established explanations for such behavior,
particularly through perceived usefulness and perceived ease of use (Davis, 1985; Ven-
katesh & Davis, 2000). Yet generic acceptance models may not fully capture character-
istics that become salient in SSI, where users manage sensitive credentials, authorize
disclosures, and depend on both technical and institutional trust. Technology ac-
ceptance research has also relied predominantly on quantitative studies using prede-
fined constructs, which can make it difficult to identify acceptance conditions specific

to an emerging technology (Benbasat & Barki, 2007; Vogelsang et al., 2013; Wu, 2012).
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Although initial studies have examined the acceptance of digital identity and SSI solu-
tions, knowledge about the attributes, features, and characteristics that shape the ac-
ceptance of SSI applications remains limited (Cabinakova et al., 2019; Rieger et al.,

2022; Sartor et al., 2022).

RP 6 addresses this gap through an exploratory qualitative study of potential users in-
teracting with an SSI demonstrator. Although its focal unit of analysis is the individual
user, the demonstrated credential interaction spans an issuer, holder, and verifier and
thereby represents the user-facing enactment of interorganizational information shar-
ing. The RP identifies conditions that may influence whether such holder-centered in-

teractions are understood, trusted, and effectively used and asks:

Which attributes, features, and characteristics of Self-Sovereign Identity Systems
influence the acceptance of the Identity System?

Together, RPs 4—6 conceptualize complementary aspects of verifiable and confidenti-
ality-preserving digital representations and their effective use. RP 4 examines how the
integrity of a digital carrier affects the credibility of attestable claims. RP 5 examines
how tokenized representations can preserve the uniqueness and lifecycle of entitle-
ments while enabling privacy-preserving verification. RP 6 complements these repre-
sentation-centered contributions by examining conditions under which users are will-
ing to interact with holder-centered credential systems. RG 2 therefore extends beyond
the technical validity of digital information objects without turning acceptance into a
separate analytical level. Across these contributions, RG 2 shows that verifiability de-
pends not only on the technical integrity of a digital representation, but also on whether
it preserves the properties relevant to the underlying information problem, carries in-
stitutional meaning, and can be effectively used by the actors involved. Together with
RG 1, this representation-centered knowledge explains what information must remain
verifiable within decentralized IS and under which conditions such verification can

support interorganizational information sharing in practice.
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4 Research Designs

To answer the overarching research question, the six RPs employ research designs
aligned with their respective research questions and intended knowledge contribu-
tions. RPs 1, 2, 3, and 5 follow design science research (DSR) to develop and evaluate
artifacts and derive prescriptive design knowledge for decentralized infrastructures
and verifiable digital representations (Hevner et al., 2004; Peffers et al., 2007; Tuuna-
nen et al., 2024). RP 4 adopts phenomenon-based theorizing to explain how VCs re-
configure signaling mechanisms in buyer—supplier relationship formation (Fisher et
al., 2021; Gregory & Henfridsson, 2021). RP 6 uses an exploratory qualitative design
informed by the Technology Acceptance Model 2 (TAM2) to identify acceptance con-
ditions that may not be adequately captured by established technology acceptance con-
structs (Davis, 1985; Venkatesh & Davis, 2000). The methodological portfolio thus
combines prescriptive artifact design, explanation of an insufficiently conceptualized
mechanism, and exploration of conditions for effective use. Table 2 summarizes the

individual research designs.

RP 1 employs a DSR approach to develop architecture- and implementation-oriented
design knowledge for blockchain-based IS in coopetitive supply networks (Peffers et
al., 2007). To identify the problem domain and derive design objectives, the study con-
ducts a systematic literature review that yields 23 academic publications, which are
analyzed through open, axial, and selective coding (Brereton et al., 2007; Corbin &
Strauss, 1990; Saldana, 2013; Webster & Watson, 2002). Coopetition theory structures
the interpretation of the underlying cooperation—competition tension and informs the
derivation of meta-requirements (Bengtsson & Kock, 2000). Based on the resulting
design objectives, the study develops a conceptual blockchain architecture for coopet-
itive information sharing, using digital delivery-invoice exchange in the construction
industry as its unit of analysis. The artifact is represented through Kruchten (1995) 4+1
view model and evaluated within the FEDS framework through nine qualitative ex-
post interviews with experts in distributed technologies and the construction industry

(Sonnenberg & vom Brocke, 2012; Venable et al., 2016).
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Title ‘ Research Design

RG 1: Develop design knowledge for decentralized infrastructures that support
verifiable and confidentiality-preserving interorganizational information sharing.

RP 1:

Striking a Balance: Designing a
Blockchain-Based Solution to
Navigate Coopetition Dynamics
in Supply Chain Management

Design science research

SLR-based derivation of design objectives; final set of 23 aca-
demic items coded through open, axial, and selective coding.
Coopetition lens used to structure the cooperation—competition
trade-off and inform meta-requirements.

Prototype developed and represented through 4+1 view model
(Kruchten, 1995); evaluated via FEDS and nine ex-post expert in-
terviews (Venable et al., 2016).

RP 2:

Overcoming the Data Transpar-
ency Trade-Off: Designing a
Blockchain-Based Delivery In-
voice System for the Construction
Industry

Design science research

DSR-based design of a decentralized infrastructure for digital de-
livery invoices.

Design objectives derived from literature research and project
workshops with construction and IT partners.

Blockchain-based prototype developed and evaluated through nine
ex-post expert interviews.

RP 3:

Designing a Blockchain-Based
Information System for Procure-
ment Processes—Balancing De-
centralization, Scalability, and Se-
curity while Maintaining Privacy

Design science research

SLR- and expert-based derivation of problem statement and de-
sign objectives addressing the extended blockchain trilemma.
Layered prototype developed with public permissionless Layer 1
as trust anchor and privacy-preserving Layer 2 for confidential ex-
ecution.

Evaluation through technical verification, quantitative viability as-
sessment, and 16 semi-structured expert interviews.

RG 2: Conceptualize verifiable and confidentiality-preserving digital representations
and the conditions for their effective use in interorganizational information sharing.

RP 4:

From Documents to Verifiable
Credentials: How Digital Signal-
Carriers Reconfigure Decision-
Making in Buyer—Supplier Rela-
tionship Formation

Phenomenon-based theorizing

Exploratory qualitative design using signaling theory as a sensitiz-
ing lens.

Primary data collected through 17 semi-structured expert inter-
views and complemented by observational and archival data.
Iterative analysis to theorize how VCs function as digital signal-
carriers.

RP 5:

Tokens against Tax Fraud: De-
signing a Blockchain-Based In-
formation System for Duplicate
Withholding-Tax Refund Control

Design science research

DSR structured along relevance, rigor, and design cycles (Hevner,
2007).

Problem understanding, requirements derivation, and artifact de-
velopment informed by literature and documentary analysis, and
six interdisciplinary consortium working sessions.

Conceptual artifact subsequently assessed through ten semi-struc-
tured expert interviews and analytical evaluation of modeled trans-
action workloads and selected recurring technical costs.

RP 6:

Accept Me as I Am or See Me
Go: A Qualitative Analysis of
User Acceptance of Self-Sover-
eign Identity Applications

Qualitative exploratory acceptance study

TAM2-informed qualitative design using an SSI income-tax-cer-
tificate demonstrator.

Data collected through 13 semi-structured interviews with poten-
tial SST users.

Deductive—inductive content analysis used to develop an extended
acceptance model and hypotheses.

Table 2: Overview of the research papers’ methodological approaches
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RP 2 constitutes the initial conference publication emerging from the underlying DSR
project. It focuses on the process-specific design, development, and evaluation of a
blockchain-based delivery-invoice system for the construction industry. It also follows
a DSR approach to design, develop, and evaluate a decentralized infrastructure for pro-
cessing digital delivery invoices in the construction industry (Peffers et al., 2007). The
research is grounded in a consortium project with construction-industry and technol-
ogy partners, which allowed the authors to iteratively develop a prototype addressing
real-world application challenges. The research design combines literature-based
problem analysis, project workshops, prototype development, and expert evaluation.
Following Peffers et al. (2007), the artifact addresses a relevant business need by pro-
posing a decentralized solution for a process that remains affected by paper-based pro-
cedures, media discontinuities, and limited interoperability. The evaluation relies on
nine ex-post expert interviews with distributed technology and construction industry
experts, thereby incorporating both technical and domain-specific perspectives (Son-
nenberg & vom Brocke, 2012; Venable et al., 2016). The insights from artifact develop-
ment and expert evaluation are synthesized into design principles for secure data ex-

change in distributed supply chain environments (Gregor & Hevner, 2013).

RPs 1 and 2 originate from the same overarching research project and draw on the
same empirical and artifact-development basis. RP 2 represents the earlier conference
publication and presents the process-specific design and evaluation of a blockchain-
based delivery-invoice system for the construction industry. RP 1 subsequently extends
this work for journal publication by broadening the theoretical framing, level of ab-
straction, and resulting design knowledge. It uses coopetition as its central theoretical
lens and develops a more comprehensive architecture and implementation guidance
for blockchain-based information sharing in supply networks characterized by simul-
taneous cooperation and competition (Bengtsson & Kock, 2000; Gnyawali & Park,
2011; Nalebuff & Brandenburger, 1997). Accordingly, the two RPs should not be inter-
preted as independent empirical studies or as providing separate empirical validations
of the same artifact. Their contribution lies instead in the cumulative refinement and
abstraction of the underlying research. RP 2 demonstrates how the transparency trade-
off can be addressed in a specific interorganizational process, whereas RP 1 generalizes
the insights toward architecture-level and theory-oriented design knowledge for man-

aging confidentiality in coopetitive supply networks.
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RP 3 extends the infrastructure-oriented design perspective by focusing on procure-
ment processes and the extended blockchain trilemma (Principato et al., 2023). The
RP follows the DSR paradigm because it seeks to design a blockchain-based IS that
reconciles decentralization, scalability, security, and privacy under real-world tech-
nical, regulatory, and organizational constraints (Hevner et al., 2004; Peffers et al.,
2007). The study begins with a structured literature review following Webster and
Watson (2002), which is used to synthesize a problem statement and derive prelimi-
nary design objectives. These objectives are refined through expert feedback and guide
the development of a layered prototype. The artifact design draws on the 4+1 architec-
tural view model and combines a public permissionless blockchain as trust anchor with
a privacy-preserving Layer 2 architecture (Kruchten, 1995). The evaluation combines
formative and summative elements in line with FEDS (Venable et al., 2016). It includes
technical verification, quantitative viability assessment, and 16 semi-structured expert
interviews. The interview data are analyzed using structured qualitative coding against
predefined design objectives, enabling the RP to assess how the artifact addresses the
extended trilemma and to derive transferable design principles (Corbin & Strauss,

2015; Gioia et al., 2013; Gregor et al., 2020).

RP 4 adopts a qualitative, exploratory research design rather than a DSR approach. It
investigates how VCs within the SSI paradigm function as digital signal-carriers in pre-
contractual buyer—supplier relationship formation. Given the emerging nature of this
phenomenon, phenomenon-based theorizing provides an appropriate methodological
approach for examining mechanisms that are not yet sufficiently captured by existing
theory (Fisher et al., 2021; Gregory & Henfridsson, 2021; Krogh et al., 2012). The re-
search design draws on signaling theory as a sensitizing theoretical lens, using concepts
such as observability, signal costliness, and information asymmetry to guide the em-
pirical inquiry without imposing a rigid coding structure (Blumer, 1954; Bowen, 2006).
Primary data were collected through 17 semi-structured expert interviews with actors
from different parts of the VC and supply chain ecosystem. These interviews were com-
plemented by observational and archival data from SSI initiatives and implementation
contexts, which contextualized the interview material and enabled emerging interpre-
tations to be compared across data sources. Data analysis proceeded iteratively, relat-
ing empirical observations to signaling theory to theorize how VCs reshape credibility,

transmission, and evaluation of supplier signals (Gioia et al., 2013; Saldafa, 2013).
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RP 5 returns to a DSR approach and develops a blockchain-based IS to address princi-
pal—-agent problems in dividend taxation. The research design follows the three-cycle
view of DSR, comprising a relevance cycle, a rigor cycle, and a design cycle (Hevner,
2007). The relevance cycle is grounded in the real-world problem of dividend-stripping
schemes such as Cum-Ex and incorporates six interdisciplinary consortium working
sessions with stakeholders from tax administration, financial infrastructure, and re-
lated domains. Due to the sensitivity of the topic, the working sessions were not rec-
orded. The study instead relied on notes produced by the researchers during the work-
ing sessions and subsequently refined through collaborative discussion, together with
the prepared session presentations, to inform the problem analysis and requirements
derivation (Elo & Kyngas, 2008; Flick et al., 2010). The rigor cycle integrates princi-
pal—agent theory with blockchain and taxation literature to derive meta-requirements
and design objectives. The design cycle iteratively develops the blockchain-based arti-
fact, including tokenization, smart contracts, and ZKPs. The evaluation follows FEDS
and combines a conceptual expert evaluation with an analytical assessment of modeled
transaction workloads and selected recurring technical costs (Venable et al., 2016). The
analytical evaluation estimates transaction workloads, assesses their feasibility relative
to reported permissioned-blockchain capacities, and approximates selected recurring
node-operation and proof-processing costs under explicitly stated assumptions. It does
not constitute a complete assessment of implementation costs or cost-effectiveness.
The qualitative evaluation comprises ten semi-structured expert interviews with ex-
perts from IS, economics, law, and tax consultancy, who assessed the artifact’s prob-
lem—solution fit, governance implications, and privacy safeguards. Based on these
evaluations, the RP derives design principles for blockchain-based IS addressing prin-

cipal—agent problems (Gregor et al., 2020).

RP 6 adopts an exploratory qualitative research design to investigate the acceptance of
SSI systems. Qualitative inquiry is appropriate because SSI represents an emerging
phenomenon whose specific acceptance conditions may not be fully captured by pre-
defined constructs from established technology acceptance models. The study follows
the approach proposed by Vogelsang et al. (2013), using the TAM2 as a theoretical
foundation while retaining sufficient analytical openness for the identification of pre-
viously unknown constructs (Venkatesh & Davis, 2000). To provide participants with
a common understanding of the investigated system, the interviews incorporated an

SSI demonstrator. The empirical data comprise 13 semi-structured interviews with
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potential end users who possessed a basic understanding of SSI. Purposeful sampling
was used because the study required participants who could both assume the role of
prospective users and provide informed reflections on an emerging identity-manage-
ment concept. The data were analyzed using qualitative content analysis supported by
MAXQDA (Corbin & Strauss, 1990; Flick et al., 2010; Mayring, 2014). TAM2 variables
initially provided a deductively derived category system (Venkatesh & Davis, 2000).
Each category was defined through coding rules and anchor examples to support con-
sistent interpretation. Because the study sought to identify SSI-specific acceptance
conditions, the deductive analysis was complemented by inductive category develop-
ment. The resulting categories were synthesized into an extended acceptance model
and corresponding hypotheses. These hypotheses represent theoretically informed
propositions derived from qualitative evidence rather than quantitatively validated

causal relationships (Vogelsang et al., 2013).

Across the six RPs, the dissertation employs complementary research designs to gen-
erate prescriptive, explanatory, and theory-elaborating knowledge. RPs 1, 2, 3, and 5
apply DSR to develop and evaluate architectures, prototypes, technical mechanisms,
and design principles for decentralized infrastructures and verifiable digital represen-
tations. RPs 1 and 2 provide distinct but cumulatively related outputs from a shared
DSR project rather than independent empirical validations. RP 4 complements the
prescriptive perspective through phenomenon-based theorizing, explaining how VCs
reconfigure the transmission and evaluation of supplier signals. RP 6 adds a user-ori-
ented perspective through TAM2-informed qualitative content analysis, identifying the
conditions under which actors accept and use SSI-based representations. Methodolog-
ically, the dissertation combines systematic and structured literature reviews, project
workshops, expert and user interviews, artifact design and demonstration, observa-
tional and archival data, deductive and inductive qualitative coding, expert-based eval-
uation, and technical feasibility assessment. The coherence of this methodological
portfolio does not arise from applying a uniform research design, but from aligning
each design with the respective research question and intended knowledge contribu-
tion. This combination is appropriate for studying decentralized IS because their effec-
tiveness depends simultaneously on technical design, organizational and institutional
governance, the properties of digital representations, and their acceptance and enact-

ment by the involved actors.
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5 Summary of the Results

This section summarizes the results of the six RPs included in this cumulative disser-
tation. The summaries follow the structure of the overarching RGs derived in Section
3. RPs 1—3 contribute to RG 1 by developing design knowledge for decentralized infra-
structures that support verifiable and confidentiality-preserving interorganizational
information sharing. RPs 4 and 5 contribute to RG 2 by conceptualizing verifiable and
confidentiality-preserving digital representations, while RP 6 identifies conditions for
their effective use in interorganizational information sharing. The following subsec-
tions outline the main results of each RP and clarify their contribution to the cumula-

tive research endeavor of this dissertation.

RP 1: Striking a Balance: Designing a Blockchain-Based Solution to Navi-

gate Coopetition Dynamics in Supply Chain Management

RP 1 applies a DSR approach to develop design knowledge for blockchain-based IS in
coopetitive supply chain settings (Peffers et al., 2007). The study addresses a defining
tension of digitally integrated supply networks. Shared information infrastructures can
enable coordination, automation, and traceability, while participating firms must sim-
ultaneously protect strategically sensitive information from competitors or dominant
platform operators. This tension is particularly salient in coopetitive relationships,
where firms cooperate to create joint value but continue to compete over its individual
appropriation (Bengtsson & Kock, 2000; Gnyawali & Park, 2011; Nalebuff & Branden-
burger, 1997). Accordingly, RP 1 investigates how blockchain-based IS can facilitate

cooperative interactions in supply networks while ensuring data confidentiality.

At the requirements level, the systematic literature review yields eight design objec-
tives for coopetition-aware blockchain-based IS: data protection, accountability, de-
centralization, performance, interoperability, traceability, transparency, and automa-
tion. The study structures these objectives through the integration principle of coopeti-
tion theory, according to which cooperation and competition should be addressed as
interdependent rather than separate or mutually exclusive design concerns (Bengtsson
& Kock, 2000; Fernandez & Chiambaretto, 2016). Decentralized infrastructures for

supply-chain automation should therefore not be designed merely to maximize
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transparency. Instead, their configuration must enable cooperative process execution

while preserving competitive autonomy and protecting sensitive information.

These objectives inform a conceptual blockchain architecture for coopetitive supply
networks. The architecture combines a permissioned Hyperledger Fabric network with
identity management, endorsement policies, channels, and private data collections to
establish a shared and traceable process state while restricting confidential business
information to authorized participants. Applied to digital delivery-invoice processing
as the unit of analysis, this configuration demonstrates how common validation and
process automation can be combined with differentiated information access. The arti-
fact thereby translates the cooperation—competition tension into concrete architec-

tural allocations of validation, visibility, and control.

Reflection on the artifact and its evaluation is consolidated into three implementation

guidelines for blockchain-based IS in coopetitive supply networks:

Implementation Guideline 1: Opt for a decentralized solution when the benefits
of leveraging network effects in a coopetitive market surpass the complexities and

challenges of its implementation.

Implementation Guideline 2: Utilize private data collections and private chan-
nels to protect interorganizational data exchanges from unauthorized third-party ac-

cess.

Implementation Guideline 3: Enhance private data collections and channels with

additional privacy-preserving technologies to ensure complete data confidentiality.

Collectively, the design objectives, architecture, and implementation guidelines con-
tribute to RG 1 by integrating coopetition theory with blockchain-based system design.
RP 1 shows how shared validation, traceability, and automation can be combined with
differentiated access to confidential information, enabling cooperative process execu-

tion without requiring unrestricted visibility into competitively sensitive data.

RP 2: Overcoming the Data Transparency Trade-Off: Designing a Block-

chain-Based Delivery Invoice System for the Construction Industry

Where RP 1 abstracts broader design knowledge from the shared DSR project, RP 2

provides its earlier, process-specific contribution. The study develops and evaluates a
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blockchain-based delivery-invoice system for the construction industry, treating digi-
tal delivery-invoice handling as a concrete interorganizational coordination problem
(Hevner et al., 2004; Peffers et al., 2007). Construction firms increasingly seek to dig-
italize paper-based processes to improve efficiency and automation, yet available digi-
tal solutions often remain fragmented, centralized, or insufficiently accepted across
heterogeneous supply-chain actors (Bajpai & Misra, 2024; Demirkesen & Tezel, 2021,
Prebani¢ & Vukomanovié¢, 2021). RP 2 therefore examines how blockchain technology
can support digital delivery-invoice processing while addressing the data-transparency

trade-off that arises in coopetitive supply chains.

The process analysis translates this trade-off into three design objectives. Secure data
exchange concerns the confidentiality, integrity, availability, and authenticity of deliv-
ery-invoice data. Collaboration requires the integration of heterogeneous stakeholders
and existing systems into a shared decentralized infrastructure. Competition captures
the need to protect sensitive business information from unauthorized actors while en-
abling sufficient information sharing for invoice processing and verification (Lacity &
van Hoek, 2021). Together, these objectives establish the requirements against which

the artifact is designed and assessed.
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Figure 2: Blockchain-based prototype architecture for digital delivery invoice processing developed in RP 2

Figure 2 presents the resulting blockchain-based prototype for digital delivery-invoice
processing. Its architecture comprises backend, frontend, and blockchain layers and

incorporates an identity provider to implement company-level roles and access rights.
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The underlying Hyperledger Fabric configuration uses a permissioned network, chan-
nels, endorsement policies, and private data collections to manage access to confiden-
tial information. The prototype supports the creation, transfer, acceptance, rejection,
commenting, and status tracking of digital delivery invoices. It thereby demonstrates
how process information can be synchronized across supply-chain actors without mak-

ing every invoice detail visible to all network participants.

Evaluation through nine ex-post expert interviews assesses the prototype and informs
three design principles for decentralized delivery-invoice systems (Sonnenberg & vom
Brocke, 2012; Venable et al., 2016). The resulting principles condition the use of a de-
centralized infrastructure on whether its network benefits outweigh its implementa-
tion complexity, recommend private data collections and channels for restricting un-
authorized access, and identify the need for complementary privacy-preserving tech-
nologies, such as ZKPs or multiparty computation, where these native mechanisms

provide insufficient confidentiality (Sedlmeir et al., 2022).

By connecting process-specific requirements, an instantiated prototype, and evaluated
design principles, RP 2 contributes to RG 1 through a concrete implementation of ver-
ifiable and confidentiality-preserving interorganizational information sharing. The
study shows that shared process visibility, traceability, and automation depend on de-

liberately differentiated information access rather than indiscriminate transparency.

RP 3: Designing a Blockchain-Based Information System for Procure-
ment Processes—Balancing Decentralization, Scalability, and Security

while Maintaining Privacy

RP 3 applies a DSR approach to develop and evaluate a blockchain-based IS for pro-
curement processes (Hevner et al., 2004; Peffers et al., 2007). While RPs 1 and 2 focus
on coopetitive supply chain settings and delivery invoice processing, RP 3 addresses a
broader infrastructural challenge: how blockchain-based procurement systems can
reconcile decentralization, scalability, security, and privacy. The paper starts from the
observation that procurement processes are characterized by fragmented system land-
scapes, media discontinuities, isolated records, manual reconciliation, and trust defi-
cits between organizations. Blockchain technology promises a shared, tamper-evident,

and programmable coordination layer for such settings (Beck et al., 2017; Butijn et al.,
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2021; Wiist & Gervais, 2018). However, existing blockchain-based procurement arti-
facts often rely on permissioned architectures that improve privacy and performance
but weaken decentralization and open verifiability. Against this background, RP 3 in-
vestigates how blockchain-based IS can be designed to balance the extended block-

chain trilemma in procurement contexts.

A central outcome of the study is the development and evaluation of five design objec-
tives that translate procurement challenges and blockchain-specific tensions into ac-
tionable requirements. The artifact should enable enterprises to integrate their enter-
prise resource planning systems with publicly accessible and interoperable blockchain
infrastructure, embed stable and regulation-compliant payment processing into pro-
curement workflows, strengthen trust in dispute resolution without undermining trust
in the underlying infrastructure, scale with growing transaction volumes and users,
and preserve privacy while maintaining the auditability of blockchain records. These
objectives are derived from a structured literature review and refined through expert
feedback, thereby connecting procurement-specific information exchange problems
with infrastructural design requirements (Venable et al., 2016; Webster & Watson,
2002). The findings suggest that blockchain-based procurement systems should not be
viewed merely as process automation tools. Instead, they must address a broader set
of interdependent infrastructural requirements that shape the viability of decentral-

ized information sharing.

To operationalize these objectives, the paper proposes a layered blockchain architec-
ture that distributes responsibilities across different infrastructural layers. As Figure 3
shows, the artifact combines a public permissionless Layer 1 blockchain as a trust an-
chor with a privacy-preserving Layer 2 infrastructure for confidential process execu-
tion. The Layer 1 provides standardization, open verifiability, auditability, and security,
while the Layer 2 addresses scalability and privacy requirements by processing high-
volume, sensitive procurement interactions off-chain and settling proofs on the base
layer. ZKPs are used to verify the correctness of relevant computations without reveal-
ing underlying sensitive data, thereby allowing procurement information to remain
confidential while preserving verifiability. Rather than expecting a single blockchain
layer to satisfy all requirements simultaneously, the architecture illustrates how decen-
tralization, scalability, security, and privacy can be addressed through a complemen-

tary layering approach.
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Figure 3: Layered blockchain-based architecture and communication flow presented in RP 3

The proposed artifact is assessed through technical verification, a quantitative viability
assessment, and 16 semi-structured expert interviews. The evaluation indicates that
the layered architecture provides a feasible approach for balancing the competing de-
mands of decentralization, scalability, security, and privacy in procurement-related in-
terorganizational IS. At the same time, the expert feedback emphasizes that this bal-
ance depends on several critical design decisions, including decentralized inter-layer
communication, the maturity of roll-up infrastructures, the selection of efficient and
resilient ZKP protocols, and the reduction of centralized control mechanisms. Based
on these insights, the paper formulates two design principles (Gregor et al., 2020). The
first advocates combining a public Layer 1 as trust anchor with a Layer 2 for scala-
bility and decentralized communication between layers to address the blockchain tri-
lemma. The second emphasizes the use of efficient and resilient cryptographic mech-
anisms alongside minimized control structures to preserve privacy without compro-

mising the overall architectural balance.

Beyond the specific procurement setting, RP 3 contributes to RG 1 by extending the
discussion from individual process applications to the design of decentralized digital
infrastructures. The study provides an empirically grounded problem statement, a set
of evaluated design objectives, a layered prototype architecture, and prescriptive de-
sign principles for blockchain-based procurement systems. Its findings indicate that

achieving privacy and scalability does not necessarily require a shift toward
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permissioned or centrally governed architectures. Instead, open verifiability and au-
ditability can be maintained when public blockchain layers, privacy-preserving scaling
solutions, and cryptographic verification mechanisms are integrated into a coherent

architectural design.

RP 4: From Documents to Verifiable Credentials: How Digital Signal-Car-
riers Reconfigure Decision-Making in Buyer—Supplier Relationship For-

mation

RP 4 investigates how VCs within the SSI paradigm reshape decision-making in buyer—
supplier relationship formation. In contrast to RPs 1—3, which primarily develop de-
sign knowledge for decentralized infrastructures, RP 4 adopts a qualitative phenome-
non-based theorizing approach to examine how supplier claims can become digitally
verifiable before contractual relationships are formed (Fisher et al., 2021; Gregory &
Henfridsson, 2021; Krogh et al., 2012). The paper starts from the observation that buy-
ers frequently face information asymmetries when assessing suppliers, as they cannot
directly observe a supplier’s capabilities, compliance, or operational quality prior to
contracting (Akerlof, 1978; Beer et al., 2018). Signaling theory explains how observable
and costly signals can reduce such information asymmetries (Connelly et al., 2011; Ri-
ley, 2001; Spence, 1973). However, in digitally mediated environments, signals are of-
ten transmitted through documents, platforms, or digital artifacts whose integrity can-
not be assumed. Against this background, RP 4 examines how VCs can function as dig-

ital signal-carriers in pre-contractual buyer—supplier decision-making.

One central contribution of the paper is the conceptualization of the digital signal-car-
rier as an explicit analytical construct. Existing signaling research has primarily fo-
cused on signal content, signal costliness, and signal observability, while treating the
medium through which signals are transmitted as largely neutral (Connelly et al., 2011;
Connelly et al., 2025). RP 4 challenges this assumption by showing that digitally me-
diated signaling depends not only on what is claimed, but also on how the claim is
carried, preserved, and verified. Conventional digital documents can often be copied,
altered, or selectively presented at low cost, thereby weakening the relationship be-
tween signal production and signal observability. By contrast, VCs embed crypto-
graphic verification into the signal carrier itself. This allows buyers to assess whether

a supplier-related credential is authentic, unaltered, issued by the claimed authority,
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and still valid. The paper therefore extends signaling theory by demonstrating that the
credibility of digital signals is partly determined by the structural integrity of their car-

rier.

Building on this insight, the paper develops an empirically grounded process model
comprising three interrelated dimensions: verifiable signal-carrier infrastructure, dig-
ital signal credibilization, and digital signal-informed selection. Within this broader
process, credible digital signaling depends on a dual-layer mechanism, shown in Figure
4, through which VCs mitigate deceptive signaling. The first layer, technical signal-car-
rier verification, refers to the ability to verify a credential’s provenance, integrity, and
validity through cryptographic signatures and supporting verification infrastructure.
Technical signal-carrier verification limits the ability to use manipulated credentials
successfully because altered, falsified, revoked, or expired credentials can be detected
before they inform supplier selection. The second layer, signal-information evaluation,
concerns whether the credential was issued by a trusted and contextually relevant is-
suer, whether the credential type is appropriate, and whether the represented claim
provides meaningful evidence of supplier quality. The mechanism therefore combines
cryptographic validity with institutional assessment, linking the structural integrity of
the digital carrier to the credibility of the underlying supplier signal (Ehrlich et al.,

2021; Preukschat & Reed, 2021; Sedlmeir et al., 2021).
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Figure 4: Extension of signaling theory through verifiable digital signal-carriers resulting from RP 4

Another insight concerns the temporal dynamics of signaling in buyer—supplier rela-
tionship formation. In conventional document-based processes, deceptive or invalid
signals may be detected only after a contract has been concluded, for example, through
audits, disputes, or operational failure. VCs move part of this verification to the pre-
selection stage: buyers can assess the provenance, integrity, issuer, and validity of a
credential before incorporating the corresponding claim into their decision (cf. Figure

4). Forged, altered, revoked, or otherwise invalid credentials can therefore be excluded
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before they influence supplier selection. This earlier screening can reduce the expected
payoff of deceptive signaling and the risk of adverse selection by restoring signal ob-

servability at the point of decision.

Overall, RP 4 contributes to RG 2 by conceptualizing VCs as verifiable digital represen-
tations of supplier claims and by explaining how their technical and institutional prop-
erties shape the credibility of those claims. The paper demonstrates that verifiability in
interorganizational information sharing is not only an infrastructural property but also
depends on how exchanged information is represented and interpreted. By theorizing
digital signal-carriers, RP 4 shows how buyers can assess decision-relevant supplier
claims without requiring direct access to all underlying supplier information. It thereby
clarifies how representation design can reduce information asymmetries and deceptive
signaling while limiting the information that must be disclosed for pre-contractual de-

cision-making.

RP 5: Tokens against Tax Fraud: Designing a Blockchain-Based Infor-

mation System for Duplicate Withholding-Tax Refund Control

The fifth RP examines how a blockchain-based IS can control duplicate withholding-
tax refund claims in a federated tax-administration setting. Using the historical Ger-
man Cum-Ex mechanism as its focal case, the paper identifies an IS problem arising
from the fragmentation of tax remittance, securities custody, certification, and refund
processing across organizational boundaries. This fragmentation enabled multiple
documentary claims to become detached from the single tax payment and substantive
entitlement on which a legitimate refund depended (Buettner et al., 2020; Schubert,
2021; Spengel, 2021a, 2021b). Drawing on principal—agent theory (PAT), the study
conceptualizes the resulting problem in terms of goal divergence, information asym-
metry, and costly monitoring among tax authorities, taxpayers, custodians, and other
financial intermediaries (Crocker & Slemrod, 2005; Jensen & Meckling, 1976;

Reinganum & Wilde, 1985).

The paper translates this problem into two meta-requirements (MRs) and six corre-
sponding design objectives (DOs). MR1, effectiveness of control, requires reducing op-
portunistic refund claims arising from harmful information asymmetries. It is primar-

ily operationalized through DOs concerning the prevention of duplicate exercise and
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the verifiability of the entitlement lifecycle. MR2, proportionality of control, requires
limiting the direct and indirect agency costs induced by stronger control. Its corre-
sponding DOs address privacy-preserving verification, interoperability with financial
and tax infrastructures, scalability and availability, and implementation and operating
costs (Allingham & Sandmo, 1972; Crocker & Slemrod, 2005; Gurbaxani & Whang,
1991; Jensen & Meckling, 1976; Keen & Slemrod, 2017; Reinganum & Wilde, 1985).
This distinction shifts the focus from maximizing transparency or control toward es-

tablishing an effective but proportionate control arrangement.

The conceptual artifact combines a private, permissioned consortium blockchain with
governed entitlement states, smart-contract-based constraints, and ZKPs. A tax enti-
tlement is represented as an event-specific digital state anchored to a withholding-tax
payment recognized by the competent tax authority rather than as a freely transferable
cryptoasset or an independent source of legal entitlement (Hanneke et al., 2024;
Schwiderowski et al., 2024). For each withholding-tax event and authorized custodian,
the tax authority authorizes a maximum entitlement value corresponding to the tax
amount recognized as remitted. Custodians can create beneficiary-specific entitlement
commitments within this authorization. A legally recognized reassignment replaces ra-
ther than duplicates the preceding state, while redemption consumes the current enti-
tlement so that it cannot be exercised again. ZKPs enable the conditions governing au-
thorization, creation, reassignment, and redemption to be verified while concealing
beneficiary and transaction information that is not required for the respective control
decision (Goldwasser et al., 1989; Sedlmeir et al., 2022). The digital representation
does not itself establish legal entitlement or the substantive correctness of the author-

itative off-chain information on which the lifecycle depends.

The evaluation combines ten semi-structured expert interviews with an analytical as-
sessment of modeled transaction workloads and selected recurring technical costs. The
interviews support the conceptual plausibility of the core entitlement-control logic
while identifying boundary conditions concerning formalizability, governance, confi-
dentiality, institutional integration, operational resilience, and economic viability. Un-
der the stated assumptions, the modeled aggregate workloads appear technically man-
ageable, and the estimated recurring blockchain- and proof-related expenses are un-
likely to constitute the principal implementation barrier. The evaluation does not, how-

ever, establish realized prevention of duplicate claims, reductions in harmful
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information asymmetry or agency costs, production reliability, or total cost-effective-

ness.

Building on the artifact and its evaluation, RP 5 derives three design principles for reg-

ulated interorganizational IS following Gregor et al. (2020):

Design Principle 1: To constrain formalizable opportunistic actions ex ante in prin-
cipal-agent settings, design the IS so that only actions satisfying the principal’s ob-

jectively specifiable rules can be executed.

Design Principle 2: To prevent duplicated or inconsistent claims in fragmented
interorganizational processes, bind governed entitlements to authoritative originat-

ing events and preserve a unique, conserved state across authorized transitions.

Design Principle 3: To reduce decision-relevant information asymmetries while
protecting sensitive information, design the IS so that authorized actors can verify
only the properties required for their respective control decisions, while underlying

information not required for those decisions remains concealed.

Together, these principles decompose the artifact into complementary mechanisms
concerning action admissibility, entitlement-state conservation, and selective verifia-
bility. They show that blockchain-based control does not replace institutional monitor-
ing and authority but can shift selected controls from ex-post detection toward ex-ante
restriction where relevant actions are formalizable and authoritative inputs are availa-
ble. RP 5 thereby contributes to RG 2 by showing how tokenized representations can
preserve the uniqueness and lifecycle of legally and financially consequential entitle-
ments while supporting proportionate and confidentiality-preserving control across

organizational boundaries.

RP 6: Accept Me as I Am or See Me Go: A Qualitative Analysis of User Ac-
ceptance of Self-Sovereign Identity Applications

RP 6 investigates which attributes, features, and characteristics of SSI systems influ-
ence user acceptance. SSI aims to provide portable digital identities and VCs that re-
main under the control of their holders (Babel, Willburger, et al., 2025; Preukschat &
Reed, 2021). However, previous digital identity initiatives demonstrate that technical

availability alone does not ensure adoption, particularly when systems are perceived
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as difficult to use or offer only a limited range of use cases (Felden et al., 2020; Rederer
et al., 2021). The paper examines this challenge through an SSI demonstrator in which
an income-tax certificate is issued as a VC and selectively presented to a financial in-
stitution during a loan-application process. As Figure 5 shows, the analysis identifies
14 acceptance categories: five originate from TAM2, and nine are developed inductively
from the interview material. These categories are organized into three overarching
groups: framework conditions, software characteristics, and user characteristics. At
the center of the resulting model are perceived usefulness, perceived ease of use, and
trust, which are proposed as direct determinants of users’ intention to use the SSI sys-
tem. Perceived usefulness and perceived ease of use build on established technology
acceptance research (Davis, 1985; Venkatesh & Davis, 2000), while trust extends the
original TAM2 structure and reflects the importance of confidence in both the technical
system and the institutions involved in its operation (Benbasat et al., 2010; McKnight

et al., 2011).
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Figure 5: Self-Sovereign Identity acceptance model developed in RP 6

The model proposes that trust is influenced by regulation and operation, privacy and
data protection, output quality, and comprehensibility. Privacy is particularly relevant
because SSI enables credential holders to control which identity attributes they dis-
close (Preukschat & Reed, 2021). Comprehensibility further connects technical and in-
stitutional system characteristics with users’ perceptions: when users understand the
system’s benefits and process steps, they are more likely to perceive it as useful, easy

to use, and trustworthy. Educational measures and user support facilitate this
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understanding before and during system use. The paper also identifies the number of
available use cases and the user experience as important software-related conditions.
A broader range of use cases increases perceived usefulness and allows users to gain
experience with SSI, highlighting the importance of network effects. Intuitive inter-
faces, limited media discontinuities, device independence, and adequate performance
support perceived ease of use. The paper further proposes specific moderating roles for
technical affinity and prior SSI experience in the relationships among educational
measures, user support, user experience, comprehensibility, and perceived ease of use
(Franke et al., 2019). The resulting model extends TAM2 with nine inductively derived
acceptance categories identified as relevant in the SSI context, including trust, privacy
and data protection, comprehensibility, institutional operation, ecosystem reach, and
individual technical characteristics. As the proposed relationships are derived from
qualitative evidence, they constitute hypotheses for subsequent empirical validation
rather than statistically tested causal effects. For practice, the findings indicate that the
effective use of SSI systems depends not only on their technical properties but also on
tangible user benefits, understandable and low-effort interactions, trustworthy insti-

tutional arrangements, adequate support, and a sufficiently broad range of use cases.

RP 6 contributes to RG 2 by conceptualizing the conditions under which verifiable and
confidentiality-preserving digital representations become effective in use. Whereas
RPs 4 and 5 explain how credentials and tokens preserve verification-relevant proper-
ties of claims and entitlements, RP 6 identifies conditions that shape whether the cor-
responding holder-centered interactions are understood, trusted, and accepted by us-

ers.
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6 Discussion and Conclusion

This final section summarizes the cumulative findings of the dissertation, discusses
their contributions to theory and implications for practice, reflects on the limitations

of the research, and outlines avenues for future research.

6.1 Summary

This dissertation investigates how decentralized IS can enable verifiable and confiden-
tiality-preserving interorganizational information sharing. To address this overarching
research question, it pursues two complementary RGs. RG 1 develops design
knowledge for decentralized infrastructures that support verifiable and confidentiality-
preserving interorganizational information sharing. RG 2 conceptualizes verifiable and
confidentiality-preserving digital representations and the conditions for their effective
use in interorganizational information sharing. The six RPs examine the corresponding
research questions through complementary prescriptive and qualitative research de-
signs, combining DSR with phenomenon-based theorizing and exploratory acceptance

research.

RPs 1—3 address RG 1 by developing design knowledge for the infrastructure level. RP
1 develops architecture-level and implementation-oriented design knowledge for
blockchain-based IS in coopetitive supply networks, while RP 2 provides the process-
specific design and evaluation of a blockchain-based delivery-invoice system for the
construction industry. RP 3 extends this infrastructural perspective by proposing and
evaluating a layered blockchain architecture that balances decentralization, scalability,
security, and privacy in procurement processes. Together, RPs 1—3 show that support-
ing verifiable and confidentiality-preserving interorganizational information sharing
does not require maximizing decentralization or transparency. Rather, decentralized
infrastructures must allocate verification, visibility, and control in accordance with the
underlying coordination problem while preserving legitimate confidentiality and gov-

ernance requirements.

RPs 4—6 address RG 2 by examining how information becomes meaningfully verifiable
through digital representations and under which conditions representation-based in-
teractions become effective in use. RP 4 conceptualizes VCs as digital signal-carriers

that make the provenance, integrity, issuer, and validity of supplier credentials
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verifiable before they inform supplier-selection decisions. RP 5 develops tokenized tax
entitlements whose creation, authorized reassignment, and redemption can be gov-
erned and verified across organizational boundaries to mitigate principal—agent prob-
lems in dividend taxation. RP 6 complements these representation mechanisms by
identifying the conditions under which users understand, trust, and accept SSI-based
interactions involving VCs. Together, RPs 4—6 show that verifiable digital representa-
tions must preserve the properties required to assess claims or entitlements while lim-
iting unnecessary disclosure and must be embedded in governance and interaction

conditions that support their effective use.

Taken together, the dissertation answers the overarching research question by showing
that decentralized IS can enable verifiable and confidentiality-preserving interorgani-
zational information sharing when selected verification and control functions are dis-
tributed at the infrastructure level in accordance with the underlying coordination
problem and the exchanged information is represented in forms that preserve verifica-
tion-relevant properties while limiting disclosure to what is required. Institutional gov-
ernance determines which actors, representations, and verification procedures are le-
gitimate, while effective use determines whether the resulting interactions are under-

stood and enacted in practice.

6.2 Contributions to Theory and Implications for Practice

Across the six RPs, this dissertation develops a cumulative understanding of how de-
centralized IS can enable verifiable and confidentiality-preserving information sharing
across organizational boundaries. The findings yield three interrelated theoretical con-
tributions. They show that verifiability does not require unrestricted transparency, de-
velop a contingency logic for the timing and form of IS-enabled verification and con-
trol, and conceptualize decentralized IS through the alignment of verification infra-
structures and verifiable digital representations. Together, these contributions charac-
terize decentralized IS not as infrastructures that eliminate authority or maximize
transparency, but as socio-technical arrangements in which verification, disclosure,
and control are deliberately allocated across actors and technical components (Beck et

al., 2018; Ellinger et al., 2024).
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Contributions to Theory

At the intersection of verifiability and confidentiality, the dissertation shows that ver-
ifiability does not require unrestricted transparency. Blockchain research has fre-
quently emphasized shared visibility and transparency as mechanisms for supporting
trust, accountability, and coordination. In interorganizational settings, however,
greater visibility can simultaneously expose commercially sensitive, personal, or finan-
cial information and thereby conflict with legitimate confidentiality requirements
(Bossler et al., 2024; Sedlmeir et al., 2022). RPs 1 and 2 demonstrate this tension in
coopetitive supply networks, where organizations depend on shared information for
coordination while retaining legitimate reasons to restrict access to strategically sensi-
tive information. By translating the integration principle of coopetition into IS design,
the papers show that cooperation and competition can be addressed jointly through
differentiated visibility, access control, and privacy-preserving mechanisms rather
than by maximizing information disclosure (Bengtsson & Kock, 2000; Fernandez &
Chiambaretto, 2016). RP 3 extends this reasoning at the architectural level. Its layered
architecture shows that confidentiality does not necessarily require retreating to a fully
permissioned or centrally controlled infrastructure (Beck et al., 2018; Wiist & Gervais,
2018). A public Layer 1 can provide a decentralized trust anchor, while confidential and
scalable execution is allocated to a privacy-preserving Layer 2. In the terminology of
RP 3, privacy therefore becomes an interdependent fourth dimension of the extended
blockchain trilemma alongside decentralization, scalability, and security, requiring ar-
chitectural allocation and cryptographic enforcement rather than treatment as an iso-

lated requirement.

RPs 4 and 5 carry this reasoning from infrastructures to the information objects being
verified. VCs allow recipients to assess verification-relevant properties of attestable
claims, including provenance, integrity, issuer, and validity, without requiring unre-
stricted access to all underlying information. Tokenized entitlements similarly enable
creation, authorized reassignment, lifecycle continuity, and redemption to become ver-
ifiable while sensitive shareholder and transaction information remains protected.
Cryptographic mechanisms such as ZKPs provide a direct technical means of separat-
ing evidence about a relevant property from disclosure of the underlying data (Babel &
Sedlmeir, 2023; Principato et al., 2023; Schellinger et al., 2022; Sedlmeir et al., 2022).

They complement access restrictions, verifiable representations, and institutional
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governance rather than replacing them. Taken together, these findings establish veri-
fication and disclosure as related but distinct design dimensions. Decentralized IS can
reduce harmful information asymmetries by making decision-relevant properties ver-
ifiable while maintaining strategically, economically, or legally justified confidentiality.
The contribution therefore qualifies transparency-centered conceptions of blockchain-
based coordination: the objective is not maximum transparency, but sufficient and ap-

propriately governed verifiability under confidentiality constraints.

Extending this insight, the dissertation develops a contingency logic for the timing
and form of IS-enabled verification and control. This builds upon prior research that
has emphasized immutable records, distributed consensus, and smart contracts as
mechanisms for reducing uncertainty, supporting monitoring, and coordinating be-
havior (Beck et al., 2017; Catalini & Gans, 2016; Ellinger et al., 2024). The cumulative
findings of this dissertation distinguish three points of intervention: pre-decision ver-
ification, ex-ante technical constraint, and ex-post monitoring and adjudication, which
are aligned with theoretical observations from principal—agent theory and broader
agency-theoretic research (Pavlou et al., 2007; Ross, 1973). Which mechanism is ap-
propriate depends on when relevant evidence becomes verifiable and whether legiti-

mate actions and system states can be formalized.

RP 4 illustrates pre-decision verification in the context of signaling. Signaling theory
primarily explains how signal costliness, observability, and sender characteristics en-
able recipients to infer otherwise hidden qualities, while the medium through which a
signal is transmitted has received comparatively less explicit attention (Connelly et al.,
2011; Connelly et al., 2025; Spence, 1973). By conceptualizing the digital signal-carrier
as an explicit analytical element, RP 4 shows how VCs can restore observability at the
point at which a consequential decision is made. Buyers can verify the provenance, in-
tegrity, issuer, and validity of a supplier credential before incorporating the signal into
supplier selection. This shifts the identification of forged, altered, revoked, or other-
wise invalid evidence from later audits and disputes toward the pre-contractual deci-
sion stage. Verification therefore changes not only the reliability of information but

also when deceptive signals can be excluded from the decision process.

RP 5 identifies a complementary mechanism in principal—agent settings. Principal—

agent theory commonly addresses information asymmetries and goal incongruence
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through monitoring, incentive alignment, and sanctions (Jensen & Meckling, 1976;
Mahoney, 1995). Where permissible actions and system states can be specified suffi-
ciently clearly and verified objectively, smart contracts and tokenized representations
allow parts of this governance to shift from ex-post detection toward ex-ante technical
constraint (Beck et al., 2018; Carvalho & Karimi, 2021). In the dividend-taxation arti-
fact, linking entitlement creation to a withholding-tax payment recognized by the com-
petent authority and consuming the corresponding entitlement upon redemption con-
strains the same represented entitlement from supporting multiple refund claims. This
mechanism, however, is contingent on the formalizability of the underlying rule.
Where decisions require interpretation, discretionary judgment, or authoritative as-
sessment of facts outside the system, technical constraints cannot substitute for insti-
tutional decision-making. In such cases, tamper-evident records and cryptographic ev-
idence primarily strengthen ex-post monitoring and adjudication. The theoretical con-
tribution therefore lies not simply in identifying three governance mechanisms, but in
establishing a contingency logic between the verifiability and formalizability of an in-
formation problem and the point at which IS-enabled governance can intervene. De-
centralized IS can move governance toward earlier intervention where evidence or
rules permit it, while settings that remain interpretative or discretionary continue to

require ex-post institutional oversight.

Bringing these mechanisms together, the dissertation conceptualizes decentralized IS
at two interdependent levels: verification infrastructures and verifiable digital rep-
resentations. RG 1 develops prescriptive knowledge about the infrastructure level
through mechanisms such as granular access controls, private data collections, public
blockchain trust anchors, privacy-preserving scaling architectures, and cryptographic
verification. The resulting design objectives, architectures, implementation guidelines,
and design principles contribute knowledge about how verification is technically ena-
bled and under whose control it occurs in interorganizational IS (Gregor & Hevner,
2013; Gregor et al., 2020; Hevner et al., 2004). RPs contributing to RG 2 demonstrate
that this infrastructural perspective is necessary but insufficient. The information ex-
changed through an infrastructure must itself preserve the properties required for
meaningful verification. RP 4 shows that the credibility of an attestable claim depends

on the integrity and provenance of its carrier, while RP 5 shows that legally and
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financially consequential entitlements additionally depend on uniqueness, controlled
lifecycle transitions, and irreversible redemption. Although VCs and tokens address
different information problems, both embed verification-relevant properties into digi-

tal representations (Schwiderowski et al., 2024; Sedlmeir et al., 2021).

This distinction clarifies why neither level is sufficient in isolation. A decentralized in-
frastructure can preserve the integrity and ordering of recorded states without inde-
pendently ensuring that externally supplied or represented information is correct, le-
gitimate, or decision-relevant (Azzi et al., 2019; Nofer et al., 2017). Conversely, a cryp-
tographically verifiable credential or token requires a supporting technical and govern-
ance environment through which issuer authority, validity information, communica-
tion, permissible state transitions, and institutional recognition can be established. RP
6 adds an additional condition to this relationship by showing that technically valid
and institutionally governed representations do not automatically become effective in
use. Holder-centered interactions must also be understood, trusted, and accepted by
the actors expected to enact them. Its findings extend established technology ac-
ceptance research by identifying conditions that are particularly relevant to SSI-based
interactions, including privacy and data protection, institutional operation, user sup-
port, perceived benefits, and the availability of relevant use cases (Davis, 1985; Ven-
katesh & Davis, 2000). Effective use, therefore, does not constitute a third analytical
level, but a condition under which representation-based verification becomes practi-
cally enacted. The dual-level conceptualization consequently extends research beyond
isolated blockchain architectures or representation technologies by showing that veri-
fiable and confidentiality-preserving interorganizational information sharing emerges
from the alignment of infrastructural allocation and representational properties, com-

plemented by institutional governance and effective use.
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Implications for Practice

For practitioners, the design process should begin by diagnosing where distributed ver-
ification and control create value. Decentralized IS are particularly relevant when pro-
cess-relevant information and responsibilities are distributed across organizations,
unrestricted disclosure is unacceptable, and concentrating verification or governance
functions in a single intermediary would create undesirable dependencies or be unac-
ceptable to participating actors. Organizations can use these characteristics to compare
the expected benefits of shared verification, reduced reconciliation, organizational au-
tonomy, and more balanced control with the costs of integration, governance, crypto-
graphic mechanisms, and ecosystem coordination. Where a trusted intermediary can
appropriately provide the required information and verification functions, a conven-
tional architecture may remain preferable (Lacity & van Hoek, 2021; Pedersen et al.,
2019; Sternberg et al., 2021; Wiist & Gervais, 2018). The implication for practice is
therefore not a blanket recommendation for decentralization, but a structured basis

for selecting it where it fits the coordination problem.

Once the architectural scope has been established, organizations should determine
where verification should intervene in the respective process. Where evidence can be
authenticated before a consequential decision, verification can be moved to the deci-
sion point, as illustrated by VC-supported supplier selection. Where legitimate actions
and state transitions can be formalized and reliably evaluated, organizations can con-
sider ex-ante technical constraints that prevent invalid represented states from being
accepted by the system. Where interpretation, discretionary judgment, or external
facts remain essential, decentralized infrastructures should instead be used to
strengthen traceability, evidence quality, and ex-post oversight rather than attempting
to replace institutional adjudication. This distinction helps organizations avoid both
underusing decentralized verification as a passive audit trail and overestimating the

extent to which organizational or legal decisions can be automated.

Building on this process perspective, infrastructure, representation, confidentiality
mechanisms, and governance responsibilities must be designed jointly whenever a de-
centralized solution is appropriate. The representational form should correspond to
the underlying information problem. VCs are particularly suitable for attestable claims
whose issuer, provenance, integrity, and validity must be established, whereas to-

kenized representations are appropriate where rights or entitlements must remain
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unique and undergo controlled creation, authorized reassignment, lifecycle continuity,
and redemption (Schwiderowski et al., 2024; Sedlmeir et al., 2021). Cryptographic
mechanisms should then be selected according to the properties that must become ver-
ifiable and the information that must remain confidential. In parallel, organizations
must specify who may participate, issue representations, access information, modify
rules, authorize exceptional actions, and resolve disputes. Decentralization does not

remove governance responsibilities, it changes where and how they are exercised.

Technical soundness alone is insufficient, successful implementation also depends on
conditions for effective use. Holder-centered credential systems require tangible user
benefits, understandable and low-effort interactions, trustworthy institutional ar-
rangements, adequate support, and sufficiently relevant use cases. Incremental pilots,
modular architectures, standardized interfaces, and quantitative assessments of scala-
bility, latency, costs, process benefits, and user acceptance can reduce implementation
risks and expose misalignments before large-scale deployment. Overall, the findings
show that verifiable and confidentiality-preserving interorganizational information
sharing cannot be achieved merely by transferring existing documents and processes
onto a blockchain or another decentralized infrastructure. It requires a problem-spe-
cific alignment of infrastructure, representation, verification, confidentiality, govern-

ance, and effective use.

6.3 Limitations

Investigating decentralized IS for verifiable and confidentiality-preserving interorgan-
izational information sharing involves substantial socio-technical complexity. The
technologies examined in this dissertation are embedded in organizational processes,
institutional responsibilities, regulatory environments, and interdependent actor net-
works whose characteristics cannot be fully reproduced in individual studies or proto-
type evaluations. While the six RPs discuss respective study-specific boundaries in de-

tail, several overarching limitations delimit the cumulative findings of this dissertation.

The methodological portfolio primarily supports context-sensitive, analytical ap-
proaches rather than statistical or causal inference. Literature reviews, workshops, ex-
pert and user interviews, artifact development, qualitative analysis, and expert-based
evaluation were deliberately selected because they support the context-sensitive inves-

tigation of emerging socio-technical phenomena and the development of theoretically
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grounded design and conceptual knowledge (Gioia et al., 2013; Hevner, 2007; Mayr-
ing, 2014; Peffers et al., 2007; Venable et al., 2016; Webster & Watson, 2002). Never-
theless, the resulting evidence primarily supports analytical rather than statistical gen-
eralization and does not provide causal validation of the identified mechanisms across
broader populations. RPs 1—3 evaluate implemented or prototypical artifacts through
expert feedback and technical or prototype-based assessments, whereas RP 5 evaluates
a conceptual artifact through expert-based validation and modeled analyses of tech-
nical feasibility and selected recurring costs. They can therefore establish problem—
solution fit, technical plausibility, and, where quantitatively assessed, feasibility, as
well as perceived practical relevance, but cannot comprehensively determine sustained
performance, organizational effects, governance conflicts, or total implementation and
operating costs. RP 4 develops theoretical mechanisms from qualitative phenomenon-
based inquiry rather than testing their causal effects, while the relationships identified
in RP 6 constitute theoretically informed hypotheses derived from qualitative evidence
rather than statistically validated relationships. Accordingly, the three cumulative the-
oretical contributions developed in Section 6.2 should likewise be understood as an
integrative synthesis across complementary studies rather than as a unified theoretical
model that has itself been independently tested across contexts. Moreover, RPs 1 and
2 originate from the same underlying DSR project and share their empirical material
and artifact-development process. Their cumulative value lies in the subsequent re-
finement and abstraction of the resulting design knowledge, not in independent em-

pirical replication.

The transferability of the findings is further bounded by the dissertation’s concentra-
tion on selected interorganizational settings, predominantly in Germany and Europe.
The studies investigate construction supply networks, procurement processes, buyer—
supplier relationship formation, dividend taxation, and an SSI-based income-tax cre-
dential use case. These contexts are particularly informative for the overarching re-
search problem because they combine distributed information and responsibilities
with sensitive data, heterogeneous actors, and substantial coordination or compliance
requirements. At the same time, they reflect particular regulatory frameworks, com-
petitive structures, institutional responsibilities, technological infrastructures, and
user expectations. Several studies additionally rely on purposively selected experts or
informed prospective users because the investigated technologies and processes re-

quire substantial domain knowledge. This strengthens the ability to obtain informed
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assessments but limits representativeness for broader organizational and user popula-
tions. The transferability of the resulting design principles, theoretical mechanisms,
and acceptance conditions to other industries, jurisdictions, network structures, and

user groups therefore requires further empirical examination.

A separate limitation concerns the comparative value of decentralized arrangements
relative to centralized alternatives. The individual RPs evaluate whether decentralized
artifacts and mechanisms can address their respective design objectives and infor-
mation problems, but they do not systematically compare decentralized and central-
ized architectures under equivalent operational conditions. The findings consequently
support a contingency perspective on decentralization rather than a universal effi-
ciency or performance claim. They indicate how verification and control can be distrib-
uted where the underlying problem warrants such an arrangement, but they do not
establish the precise conditions under which the additional complexity of decentrali-
zation outweighs the benefits of a trusted intermediary or conventional shared infra-
structure. This boundary is particularly important because several proposed artifacts
continue to depend on authoritative external actors and reliable information inputs.
The tax artifact, for example, requires custodians and tax authorities to provide and
authorize process-relevant information, and its evaluation explicitly acknowledges that
existing financial-market infrastructures limit how far blockchain-based verification
can reduce information asymmetries. Similarly, the procurement architecture depends
on the maturity and governance of Layer 2 infrastructures, ZKP technologies, and re-
liable connections between infrastructural layers. Decentralization therefore redistrib-
utes selected verification and control functions but does not remove dependencies on
trustworthy inputs, legitimate institutional authority, or the surrounding socio-tech-

nical ecosystem.

The findings are also bounded by the evolving technological landscape and the absence
of longitudinal evidence on sustained organizational use. Blockchain platforms, Layer
2 architectures, cryptographic protocols, SSI implementations, VC standards, and cor-
responding regulatory frameworks continue to evolve. Changes in scalability, interop-
erability, security, governance, usability, or regulation may affect the suitability of spe-
cific technical components and implementation choices. Abstracting artifact-specific
observations into design objectives, design principles, theoretical mechanisms, and ac-

ceptance conditions reduces this technological dependency but cannot eliminate it.
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More fundamentally, the dissertation does not provide a longitudinal account of how
decentralized IS are adopted, institutionalized, and used once they become embedded
in mature organizational environments. Although RP 6 explicitly examines conditions
for effective use, its evidence concerns prospective users, perceptions, and intention to
use rather than sustained behavioral use. The broader dissertation similarly captures
expert assessments, implementation expectations, and designed governance arrange-
ments rather than their evolution over extended periods. Organizational readiness,
ecosystem formation, changing incentive structures, power asymmetries, governance
disputes, workarounds, and emergent uses are therefore not investigated systemati-
cally across the RPs. The findings should consequently be understood as context-sen-
sitive design and conceptual knowledge about how decentralized infrastructures and
digital representations can support verifiable and confidentiality-preserving interor-
ganizational information sharing and under which conditions their practical realiza-
tion appears plausible, rather than as a comprehensive explanation of their adoption,

diffusion, and long-term organizational effects.

6.4 Potential Avenues for Future Research

The limitations discussed above, together with the study-specific avenues identified in
the individual RPs, provide several opportunities to validate, refine, and extend the
findings of this dissertation. Future research should move beyond the design, concep-
tualization, and bounded evaluation of individual decentralized IS and investigate the
boundary conditions under which their design principles and theoretical mechanisms
produce sustained value in organizational practice. Building on the cumulative contri-
butions developed in this dissertation, three broader research directions appear par-

ticularly promising.

Comparative validation of the boundary conditions for decentralized verification and
IS-enabled governance represents a central next step. The findings of this dissertation
support a contingency perspective according to which decentralization is not inher-
ently preferable to centralized coordination. Rather, its value depends on characteris-
tics of the underlying information problem, including how information and responsi-
bilities are distributed, whether participating actors accept a common intermediary,
which information must remain confidential, and how verification and control should

be allocated. Comparative studies should therefore examine decentralized, centralized,
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and hybrid arrangements under comparable organizational and technical conditions.
Such research could investigate when the benefits of distributed verification, reduced
reconciliation, organizational autonomy, or more balanced control outweigh the addi-
tional complexity associated with governance, integration, cryptographic mechanisms,
and ecosystem coordination. Full-scale implementations and longitudinal case studies
would be particularly valuable for evaluating whether the artifacts and design princi-
ples developed in the RPs produce sustained effects once embedded in established pro-
cesses and heterogeneous system landscapes. Relevant outcomes include process per-
formance, implementation and operating costs, interoperability, resilience, infor-

mation quality, governance conflicts, and unintended organizational consequences.

Such comparative work should also test the contingency logic of governance interven-
tion developed in Section 6.2. The dissertation distinguishes pre-decision verification,
ex-ante technical constraint, and ex-post monitoring and adjudication as different
mechanisms through which IS-enabled verification can address information problems.
Future studies should investigate more systematically which characteristics determine
whether a particular mechanism is effective. Controlled experiments and field studies
could, for example, examine whether verifiable evidence provided before a consequen-
tial decision improves decision quality or reduces deceptive signaling, and under which
conditions actors actually incorporate such evidence into their decisions. In settings
involving formalizable rights and transactions, research could evaluate when smart-
contract-based constraints meaningfully reduce monitoring requirements or oppor-
tunistic behavior and when they merely relocate problems to data inputs, rule defini-
tion, or system governance. Conversely, contexts characterized by ambiguity, discre-
tion, or incomplete information could help identify the limits of technical formalization
and the conditions under which tamper-evident evidence primarily strengthens ex-
post institutional oversight. Methodological pluralism combining qualitative inquiry
with quantitative studies, experiments, surveys, and longitudinal designs would there-
fore be valuable for testing and refining the mechanisms synthesized across the six RPs

(Hesse-Biber & Johnson, 2015; Kaplan & Maxwell, 2005).

Alongitudinal perspective is needed to explain how decentralized information-sharing
arrangements become governed, institutionalized, and effectively used over time. The
dissertation conceptualizes decentralization as a redistribution rather than an elimina-

tion of authority. As decentralized IS move from bounded pilots toward larger
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ecosystems, questions concerning participation, representation issuance, access rights,
protocol modification, liability, exception handling, and dispute resolution become in-
creasingly consequential. Longitudinal research could examine how such governance
arrangements emerge and evolve, whether initially distributed control becomes con-
centrated as ecosystems mature, and how actors with different resources and bargain-
ing power influence technical and institutional rules (Ellinger et al., 2024). Particular
attention should be paid to the role of intermediaries. Infrastructure operators, wallet
providers, accreditation bodies, trust registries, technology vendors, and other coordi-
nating actors can reduce complexity and enable participation, yet they can simultane-
ously introduce new dependencies. Future research should therefore distinguish be-
tween intermediaries that provide legitimate coordination functions and arrangements
that recreate the concentration of information or governance authority that decentral-

ized infrastructures were intended to mitigate.

Beyond formal governance, longitudinal research should examine how representation-
based interactions become embedded in sustained use. RP 6 identifies conditions that
users associate with the acceptance of SSI applications, but these findings concern pro-
spective perceptions and intention to use rather than sustained interaction in mature
ecosystems. Future studies should examine how perceived usefulness, ease of use,
trust, confidentiality perceptions, institutional operation, user support, and the avail-
ability of relevant use cases influence actual behavior over time. At the organizational
level, complementary research should investigate how readiness, digital capabilities,
incentives, process compatibility, ecosystem participation, and power asymmetries af-
fect whether technically viable verification mechanisms become institutionalized in
everyday work. This would extend the representation-level perspective from the ques-
tion of whether a digital representation is technically and institutionally verifiable to-
ward the broader question of whether organizations and individuals consistently rely
on it when making consequential decisions. In doing so, future research could more
precisely distinguish technical validity, institutional legitimacy, individual acceptance,
and organizational routinization as complementary conditions of effective interorgan-

izational verification.

Continued technological evolution calls for further refinement of the alignment be-
tween decentralized infrastructures, digital representations, and confidentiality-pre-

serving verification mechanisms. Advances in Layer 2 architectures, ZKPs, multiparty
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computation, decentralized identity, and related privacy-enhancing technologies in-
creasingly enable the separation of sensitive information processing from the evidence
required for shared verification (Babel & Sedlmeir, 2023; Ben Sasson et al., 2014; Prin-
cipato et al., 2023). Future research should therefore examine how responsibilities for
data storage, process execution, validation, rule definition, and governance should be
distributed across organizational systems and decentralized components. Consistent
with the findings of this dissertation, the objective should not be to decentralize every
system function. Instead, research should establish which functions benefit from de-
centralized verification, which information should remain under organizational con-
trol, and where centralized or institutionally assigned responsibilities remain neces-
sary. Such work could further clarify how confidentiality, scalability, security, interop-
erability, and distributed control can be reconciled without simply relocating trust to

less visible infrastructure operators.

The representation level offers a corresponding research agenda. This dissertation dis-
tinguishes VCs for attestable claims from tokens for rights or entitlements whose
uniqueness and lifecycle state must remain consistent. Subsequent research could de-
velop a broader problem-oriented typology of digital representations based on the ver-
ification properties required in a particular interaction. Relevant dimensions may in-
clude provenance, integrity, uniqueness, transferability, revocability, delegation, tem-
poral validity, and redemption. Research should also investigate how representations
can be combined when complex interorganizational processes require several of these
properties simultaneously. Importantly, such frameworks should extend beyond cryp-
tographic correctness. A representation may be technically valid while remaining se-
mantically ambiguous, being issued by an actor without appropriate authority, or lack-
ing recognition within the relevant organizational or legal environment. Further re-
search should therefore investigate the interaction between cryptographic validity, se-
mantic interoperability, and institutional legitimacy, thereby refining the distinction
between evidence that can technically be verified and information that can legitimately

support organizational decisions.

This research direction becomes particularly important as generative and agentic arti-
ficial intelligence (AI) systems increasingly create, interpret, exchange, and act upon
information across organizational boundaries (Allmendinger et al., 2026; Holldack et

al., 2026). Autonomous or semi-autonomous agents may access organizational
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resources, initiate transactions, negotiate with other agents, or delegate tasks within
multi-agent structures. Such interactions extend the dissertation’s underlying verifica-
tion problem to actors whose actions may be initiated without direct human involve-
ment. Future research should therefore examine how an agent’s identity, organiza-
tional affiliation, capabilities, and delegated authority can be represented and verified
across organizational boundaries. VCs, cryptographic proofs, and tamper-evident rec-
ords may support authentication, document delegation chains, or establish the prove-
nance of actions and outputs. Privacy-preserving mechanisms may additionally allow
agents to demonstrate that authorization or compliance conditions are fulfilled with-
out exposing the confidential information underlying their actions. At the same time,
verifiable provenance must not be confused with substantive correctness. Establishing
that an authorized agent produced a particular output does not demonstrate that its
reasoning is accurate, its decision is appropriate, or its action is legally permissible.
Research at the intersection of decentralized IS and AI should therefore distinguish
verification of agent identity and authority, verification of output origin and integrity,

and evaluation of the substantive quality and legitimacy of autonomous decisions.

Overall, the next phase of this research trajectory should examine decentralized IS as
evolving socio-technical governance arrangements rather than isolated technological
artifacts. Future research should address not only whether information that is distrib-
uted across organizational boundaries can be made verifiable while preserving confi-
dentiality, but also when distributing verification and control creates durable value.
How should infrastructures and representations be aligned as technologies and actor
constellations evolve? How can technically verifiable information remain institution-
ally legitimate and be effectively used? Addressing these questions can advance a more
complete understanding of how decentralized information systems support verifiable

and confidentiality-preserving interorganizational information sharing.
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Publication Status

This Research Paper is published as: Lautenschlager, Jonathan; Stramm, Jan; Gug-
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(2025). Electronic Markets, 35, 70. https://doi.org/10.1007/s12525-025-00809-4

Extended Abstract

Digital supply chains increasingly depend on interorganizational information sharing
to coordinate processes, automate transactions, and improve traceability. At the same
time, participating organizations often remain competitors and therefore seek to pro-
tect commerecially sensitive information. This simultaneous cooperation and competi-
tion, referred to as coopetition, creates a central design tension for interorganizational
information systems. Blockchain technology can support shared and tamper-evident
process infrastructures without a single intermediary, but its transparency may conflict
with confidentiality requirements in competitive business networks. Against this back-
ground, the study investigates: How to design a blockchain-based information system
to facilitate coopetition in supply networks by fostering cooperative interactions

while ensuring data confidentiality?

The study follows a design science research approach and uses digital delivery-invoice
processing in the construction industry as its unit of analysis. Construction supply
chains comprise fragmented and frequently changing networks of organizations that
must cooperate on individual projects while maintaining competitive autonomy. A sys-
tematic literature review results in 23 academic publications, which are analyzed
through open, axial, and selective coding. Coopetition theory provides the theoretical

lens for interpreting the cooperation—competition tension. Based on the resulting
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requirements, a conceptual blockchain architecture and prototype are developed and
represented through a 4+1 architectural view model. The artifact is subsequently eval-
uated through nine qualitative ex-post interviews with experts in distributed technol-

ogies and the construction industry.

The study derives eight design objectives for blockchain-based information systems in
coopetitive supply networks: data protection, accountability, decentralization, perfor-
mance, interoperability, traceability, transparency, and automation. These objectives
demonstrate that decentralized supply-chain infrastructures should not maximize
transparency indiscriminately but enable shared process execution and verification
while differentiating information access according to organizational roles and confi-
dentiality requirements. The resulting architecture uses Hyperledger Fabric and com-
bines identity management, endorsement policies, channels, and private data collec-
tions. These mechanisms establish a shared and traceable process state while restrict-
ing sensitive business information to authorized participants. Applied to digital deliv-
ery-invoice processing, the artifact illustrates how common validation and automation
can be combined with differentiated information access. Reflection on the artifact and
its evaluation yields three implementation guidelines. First, decentralized solutions
should be adopted when the benefits of network effects in a coopetitive market out-
weigh their additional implementation complexity. Second, private data collections
and channels should protect interorganizational information from unauthorized ac-
cess. Third, these mechanisms should be complemented by additional privacy-preserv-

ing technologies where stronger confidentiality is required.

The study contributes prescriptive design knowledge by integrating coopetition theory
with blockchain-based system design. It shows that confidentiality should not be
treated as an external restriction on an otherwise transparent blockchain architecture
but as a fundamental design requirement shaping the allocation of validation, visibil-
ity, and control. The proposed design knowledge is bounded by the construction indus-
try context and expert-based evaluation. Further research should examine its transfer-
ability to other industries, implementation at scale, long-term governance, and trade-

offs introduced by stronger privacy-preserving mechanisms.

Keywords: Coopetition, Blockchain Technology, Data Transparency, Delivery In-

voices, Construction Industry, Supply Chain Automation
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Extended Abstract

Construction supply chains involve numerous organizations that must exchange infor-
mation to coordinate deliveries, payments, and related planning activities. Delivery in-
voices are particularly relevant because they are still frequently handled through pa-
per-based or fragmented digital solutions, resulting in manual processing, media dis-
continuities, and limited automation. Existing digital solutions can improve this pro-
cess but often depend on centralized providers and have not achieved broad adoption.
Blockchain technology offers an alternative shared infrastructure with enhanced trace-
ability and automation. At the same time, its transparency creates a conflict in coopet-
itive supply chains because firms need to exchange information while protecting sen-
sitive business data from competitors. The study therefore asks: How can blockchain
technology help to digitize the process of handling delivery invoices in the construc-
tion industry supply chain while addressing the challenges associated with the

coopetition trade-off?

The study follows a design science research approach to design, develop, and evaluate
a decentralized delivery-invoice system. Embedded in a consortium project involving
construction-industry and technology partners, the research incorporates practical re-
quirements throughout prototype development. Literature analysis and project work-

shops inform three overarching design objectives. Secure data exchange requires
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confidentiality, integrity, availability, and authenticity. Collaboration concerns inte-
grating heterogeneous supply-chain participants and their systems into a common in-
frastructure for joint process execution. Competition captures the need to prevent
commercially sensitive information from becoming accessible to unauthorized actors.
The prototype is evaluated through nine ex-post interviews with experts from construc-
tion and decentralized technologies. The architecture consists of frontend, backend,
and blockchain layers and uses Hyperledger Fabric as its permissioned blockchain in-
frastructure. An identity provider establishes organizational roles and access rights,
while channels, endorsement policies, and private data collections restrict confidential
information. The prototype supports key activities of digital delivery-invoice pro-
cessing, including creation, transfer, acceptance or rejection, commenting, and status
tracking. It thereby establishes a consistent and traceable process state across organi-

zations without making every transaction detail visible to the entire network.

The evaluation yields three design principles. First, organizations should assess
whether the network effects and coordination benefits of a decentralized infrastructure
justify its additional complexity and operating costs compared with simpler alterna-
tives. Second, private channels and private data collections should restrict sensitive
interorganizational information to authorized participants. Third, these mechanisms
should be supplemented with additional privacy-preserving technologies where

stronger protection is required.

The study contributes process-specific design knowledge for decentralized interorgan-
izational information systems. It demonstrates that blockchain-enabled transparency
and automation do not require unrestricted information disclosure. Instead, the data-
transparency trade-off can be addressed by differentiating information access while
maintaining a shared and verifiable process infrastructure. The findings provide guid-
ance for assessing blockchain-based delivery-invoice solutions and configuring confi-
dentiality mechanisms. The study is limited by its construction-industry focus and the
coopetition-related data-transparency challenge. Scalability, long-term governance,

and performance in large-scale operational deployments require further investigation.

Keywords: Blockchain Technology, Data Transparency, Delivery Invoices, Construc-

tion Industry, Supply Chain Management
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Extended Abstract

Procurement processes require continuous information exchange across organiza-
tional boundaries but often remain fragmented across heterogeneous information sys-
tems, resulting in media discontinuities, manual reconciliation, limited transparency,
and trust deficits. Blockchain technology offers a shared, tamper-evident infrastruc-
ture but introduces architectural trade-offs. The traditional blockchain trilemma cap-
tures tensions between decentralization, scalability, and security; in procurement, pri-
vacy constitutes an additional requirement because transaction data such as prices and
contractual terms are commercially sensitive. Existing applications often address pri-
vacy and scalability through permissioned architectures, thereby reintroducing cen-
tralized control and limiting open verifiability. The study therefore asks: How to design
a blockchain-based information system for procurement processes that balances de-

centralization, scalability, and security while maintaining privacy?

Following a design science research approach, the study develops and evaluates a
blockchain-based procurement information system. A structured literature review es-
tablishes the problem statement and initial design objectives, which are refined
through expert feedback. The resulting five objectives address integration with in-
teroperable blockchain infrastructure, reliable payment and settlement, decentralized

trust and dispute resolution, scalability, and privacy while preserving auditability.
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Guided by these objectives, a prototype is developed iteratively and evaluated through
technical verification, quantitative assessment, formative feedback, and 16 semi-struc-

tured expert interviews.

The architecture addresses the extended blockchain trilemma by allocating require-
ments to complementary infrastructural layers. A public permissionless Layer 1 serves
as the trust anchor, providing consensus, security, tamper resistance, and public veri-
fiability. A privacy-preserving Layer 2 enables scalable and confidential procurement
transactions. Zero-knowledge proofs allow relevant computations and state transitions
to be verified without disclosing commercially sensitive information, while decentral-
ized inter-layer communication reduces the risk of introducing new centralized control
points. The artifact thus demonstrates how responsibilities can be distributed across

layers to balance decentralization, scalability, security, and privacy.

The evaluation supports the technical feasibility of this layered approach while identi-
fying boundary conditions concerning Layer 2 maturity, efficient and resilient crypto-
graphic mechanisms, and centralized control structures. Reflection on the build—eval-
uate cycles yields two design principles. First, blockchain-based information systems
should combine a public blockchain as trust anchor with a scaling layer and decentral-
ized inter-layer communication to balance decentralization, scalability, and security.
Second, privacy should be preserved through efficient and resilient cryptographic

mechanisms while minimizing additional control points.

The study contributes prescriptive design knowledge by extending the blockchain tri-
lemma to incorporate privacy and showing how the resulting tensions can be addressed
through architectural allocation. Confidentiality and scalability do not necessarily re-
quire abandoning public permissionless infrastructures; open verifiability and decen-
tralized trust can be combined with private execution when requirements are assigned
to appropriate layers. The findings remain bounded by the prototype setting and tech-
nological maturity of the evaluated architecture. Further research should assess larger
operational workloads, evolving Layer 2 technologies, and long-term organizational

and governance conditions.

Keywords: Blockchain, Procurement, Blockchain Trilemma, Privacy, Design Science

Research, Zero Knowledge Proofs
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Extended Abstract

Buyers frequently face information asymmetries when selecting suppliers because
characteristics such as capabilities, compliance, or operational quality cannot be di-
rectly observed before contracting. Signaling theory explains how suppliers can reduce
this uncertainty through costly signals that differentiate high-quality from low-quality
actors. In digitally mediated environments, however, such signals are increasingly
transmitted through documents, platforms, and other artifacts whose integrity cannot
be assumed. Certificates or audit reports can be copied or manipulated while retaining
the appearance of legitimate evidence. Existing signaling theory has primarily exam-
ined signal properties and content while largely treating the transmission medium as
neutral. The study therefore asks: How can verifiable credentials function as digital
signal-carriers during pre-contractual decision-making in buyer—supplier relation-

ship formation?

The study adopts a phenomenon-based theorizing approach to examine how verifiable
credentials (VCs) reshape supplier signaling. The empirical analysis draws on 17 semi-
structured expert interviews, complemented by observational and archival material
from self-sovereign identity initiatives and implementation contexts. Signaling theory
serves as a sensitizing lens while iterative analysis develops concepts and mechanisms

from the empirical material.

The findings conceptualize the digital signal-carrier as an analytical construct distinct
from both signal content and issuer reputation. The resulting process model comprises

three interrelated dimensions: verifiable signal-carrier infrastructure, digital signal
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credibilization, and digital signal-informed selection. Together, these explain how VCs
preserve the provenance, integrity, and validity of supplier-related claims and inte-

grate verification into decision-making.

Credible digital signaling depends on a dual-layer mechanism. The first layer, technical
signal-carrier verification, establishes whether a credential is authentic, unaltered, cur-
rent, and issued by the claimed source, allowing invalid credentials to be identified be-
fore they influence supplier selection. The second layer, signal-information evaluation,
determines whether the technically valid credential provides meaningful evidence for
the focal decision by considering issuer credibility, the relevance of the attested attrib-
ute, and its implications for supplier quality. Cryptographic validity alone is therefore
insufficient; credible signaling requires both verifiable transmission and meaningful

institutional interpretation.

These mechanisms also alter the temporal structure of signaling. In conventional doc-
ument-based processes, deceptive signals may only be exposed after contracting
through audits, disputes, or operational failures. VC-based verification enables invalid
signals to be excluded during pre-selection, shifting part of the control mechanism
from ex-post detection toward pre-selection disqualification and reducing the poten-

tial payoff from deception.

The study extends signaling theory by showing that observability in digital environ-
ments depends on the integrity of the signal-carrier and that credible signaling requires
both technical verification and signal-information evaluation. For practice, VCs can
transform supplier evidence from static documents into independently and potentially
machine-verifiable representations, supporting systematic supplier screening while re-
ducing repeated manual verification. The findings are bounded by the qualitative, pre-
dominantly European, and early-stage empirical context. Future research should test
the identified mechanisms across industries and institutional settings and investigate

their effectiveness, governance, adoption, and longer-term signaling dynamics.

Keywords: verifiable credentials, adverse selection, digital signaling, organizational

identities, self-sovereign identities, buyer-supplier relationship formation
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Extended Abstract

Dividend-stripping arrangements such as the German Cum-Ex scheme exposed an in-
formation-systems problem in which fragmented tax-remittance, securities-settle-
ment, custody, certification, and refund processes enabled multiple claims against a
single withholding-tax payment. More generally, the case illustrates the difficulty of
maintaining a consistent entitlement state across regulated organizations. Drawing on
principal—-agent theory, the study conceptualizes the tax authority as principal and tax-
payers and financial intermediaries as agents whose actions and information cannot
be fully observed without costly monitoring. It therefore asks: How can a blockchain-
based information system be designed to control duplicate withholding-tax refund

claims in a federated tax-administration setting?

The study follows a design science research approach. Literature and documentary
analysis and six interdisciplinary consortium working sessions inform the problem un-
derstanding, requirements, and conceptual artifact. The design is subsequently as-
sessed through ten semi-structured expert interviews and an analytical evaluation of
modeled transaction workloads and selected recurring technical costs. The study trans-
lates the principal—agent problem into two meta-requirements and six design objec-
tives. Effectiveness of control requires preventing duplicate exercise and preserving
verifiability of the entitlement lifecycle. Proportionality of control requires limiting the
agency costs of stronger control through privacy-preserving verification, interoperabil-

ity, scalability and availability, and proportionate implementation and operating costs.
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The design therefore seeks effective control without maximizing transparency or mon-

itoring.

The conceptual artifact combines a private permissioned consortium blockchain with
governed entitlement states, smart-contract-based constraints, and zero-knowledge
proofs. A tax entitlement is represented as an event-specific digital state anchored to a
withholding-tax payment recognized by the tax authority. The authority defines a max-
imum entitlement value, while regulated custodians create beneficiary-specific com-
mitments within this authorization. Legally recognized reassignment replaces rather
than duplicates the preceding state, while redemption consumes the current entitle-
ment. Zero-knowledge proofs enable relevant properties of authorization, creation, re-
assignment, and redemption to be verified while concealing unnecessary information.
The digital representation itself neither establishes legal entitlement nor guarantees

the correctness of authoritative off-chain information.

The evaluation supports the conceptual plausibility of the entitlement-control logic
and indicates that modeled transaction workloads are technically manageable under
the stated assumptions. Selected recurring blockchain- and proof-related costs are un-
likely to constitute the principal implementation barrier. However, the evaluation does
not establish realized fraud prevention, reductions in agency costs, production relia-
bility, or total cost-effectiveness. Legal recognition, governance, infrastructure integra-
tion, operational resilience, and authoritative off-chain inputs remain decisive bound-

ary conditions.

Reflection on the artifact yields three design principles: formalizable opportunistic ac-
tions should be constrained ex ante through objectively specifiable rules; governed en-
titlements should be anchored to authoritative originating events while preserving a
unique and conserved state across authorized transitions; and only decision-relevant
properties should be verifiable while unnecessary underlying information remains
concealed. The study thereby contributes reusable design knowledge for regulated in-
terorganizational settings and shows how information systems can shift selected con-
trols from retrospective monitoring toward ex-ante restriction without requiring unre-

stricted transparency.

Keywords: Blockchain; Design science research; Principal-agent theory; Taxation;

Tokenization; Zero-knowledge proofs
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Extended Abstract

Self-sovereign identity (SSI) aims to give users greater control over their digital iden-
tities by allowing them to manage and selectively disclose verifiable credentials without
centralized identity providers. Although SSI promises increased privacy, portability,
and user control, its benefits depend on broad adoption and network effects. Previous
digital identity initiatives show that technical functionality alone does not ensure ac-
ceptance, particularly when systems are difficult to understand or use. Existing tech-
nology acceptance models provide an important foundation but may not capture SSI-
specific characteristics. The study therefore asks: Which attributes, features, and char-
acteristics of Self-Sovereign Identity Systems influence the acceptance of the Identity

System?

The study follows an exploratory qualitative approach informed by the Technology Ac-
ceptance Model 2 (TAM2). Participants interact with a demonstrator in which an in-
come-tax certificate is stored as a verifiable credential in a user wallet and selectively
presented to a financial institution during a loan application. Thirteen semi-structured
interviews with potential SSI users are conducted following this interaction. The ma-
terial is analyzed through qualitative content analysis combining deductive TAM2 cat-

egories with inductive category development to capture additional acceptance factors.

The analysis identifies 14 categories influencing SSI acceptance, five originating from
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TAM2 and nine emerging inductively. They are organized into three groups: frame-
work conditions, software characteristics, and user characteristics. At the center of the
resulting model are perceived usefulness, perceived ease of use, and trust, which are
proposed to directly influence intention to use. Perceived usefulness concerns the rec-
ognized benefits of SSI, while perceived ease of use reflects the effort required to learn
and operate the system. Trust relates to both the technology and the organizations

providing and operating it.

Several further factors influence these central constructs. Privacy, output quality, reg-
ulation and operation, and comprehensibility contribute to trust. Comprehensibility is
particularly important because users must understand both SST’s benefits and the pro-
cess steps involved in credential-based interactions; it is proposed to strengthen per-
ceived usefulness, perceived ease of use, and trust. The number of available use cases
increases perceived usefulness and experience, while positive user experience
strengthens perceived ease of use. Technical affinity and prior experience moderate

responses to educational measures, support, and system interaction.

The study contributes to technology acceptance research by showing that TAM2 cannot
be transferred unchanged to SSI. Established variables including image, subjective
norm, job relevance, and voluntariness are not identified as relevant, while nine addi-
tional categories emerge. The model therefore extends acceptance research with fac-
tors particularly relevant to decentralized identity systems, especially trust, privacy,
and comprehensibility. For practice, SSI providers should communicate clear benefits,
create understandable interactions, support users with different levels of technical ex-
perience, and establish trustworthy organizational and regulatory conditions. The
study is limited by its small, relatively homogeneous sample and reliance on a single
demonstrator and use case. Future research should quantitatively test the proposed

relationships across different user groups, use cases, and levels of data sensitivity.

Keywords: Digital identities, adoption, TAM2, theory building
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