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III

Abstract

Emerging decentralized information systems challenge conventional assumptions
about data control, trust, and governance. Rooted in technologies such as blockchain
and self-sovereign identity (SSI), they promise increased autonomy, privacy, and in-
teroperability, but also face significant adoption hurdles. This cumulative dissertation
investigates how organizations can design and manage such decentralized information
systems to cope with adoption dynamics and facilitate their practical diffusion. It com-
prises seven essays, structured around three overarching research goals. In Essays 1—
2, I explore the foundational tensions of transparency and controlin decentralized sys-
tems (RG1), outlining how blockchain-based infrastructures and digital identity wal-
lets confront data governance, privacy, and institutional legitimacy. Essays 3—4 ad-
dress the challenges of implementing and designing decentralized architectures in
multi-stakeholder ecosystems (RG2), focusing on digital identity in mobility, supply
chain management, and public services. These essays identify design principles and
governance mechanisms to navigate coopetition, enable interoperability, and manage
sensitive data. Finally, Essays 5—7 investigate the conditions under which emerging
decentralized technologies—specifically SSI and Central Bank Digital Currencies
(CBDCs)—can deliver value to public and private actors (RG3), highlighting organiza-
tional affordances, experimental innovation processes and ecosystem-level value prop-

ositions.

The dissertation is structured in two main parts. In the first part, I introduce the rele-
vance of decentralized systems, outline conceptual and technological foundations, de-
rive research gaps and questions, explain the applied research methods, synthesize the
corefindings of the seven essays, and discusstheirtheoretical, practical and artefactual
contributions, limitations, and implications for future research. The second part com-
prises the seven individual essays. Collectively, this dissertation contributes to infor-
mation systems research by offering a nuanced socio-technical understanding of de-
centralization and by providing actionable guidance for designing and managing de-

centralized information systems in practice.

Keywords: Decentralized systems, blockchain, self-sovereign identity, digital identity,

supply chain management, public sector, decentralization, practical adoption.
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Introduction to Designing and Managing Decentralized Sys-
tems: Coping with Adoption Dynamics for Practical Diffusion

Abstract

This cumulative dissertation investigates how organizations can design and manage
emerging decentralized information systems to cope with adoption dynamics and fa-
cilitate their practical diffusion. It comprises seven essays, structured around three pri-
mary research goals: identifying and understanding the potentials and challenges of
decentralized systems for implementing decentralized systems in organizational con-
texts (RG1), developing and designing solution approaches for the adoption of decen-
tralized systems in practice (RG2), and investigating and exploiting potentials of de-
centralized solutions in practice. (RG3). The introduction of this dissertation is orga-
nized as follows: Section 1 advocates the relevance of researching decentralized infor-
mation systems and the importance of addressing adoption dynamics to enable their
diffusion into practice; Section 2 outlines the conceptual and technological founda-
tions, including blockchain technology and SSI as exemplary units of analysis; Section
3 identifies key research gaps and determines the overarching research questions and
goals; Section 4 presents the applied research designs and methodological approach;
Section 5 synthesizesthe findings ofthe seven essays with respect to the three research
goals; and Section 6 concludes with a discussion of the theoretical and practical con-
tributions, limitations, and implications for future research. By virtue of its findings,
thisdissertationcontributestoinformationsystemsresearchbyilluminatingthe socio-
technical complexities of decentralization and providing actionable guidance for ad-
dressingadoption dynamicsin order to support the practical diffusion of decentralized

systems.

Keywords: Adoption dynamics, decentralized systems, blockchain, self-sovereign iden-

tity, practical diffusion.
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4 Motivation

1 Motivation

The continuous advancement and interconnection of digital infrastructures are re-
shaping the way organizations and societies coordinate, govern, and exchange infor-
mation (Constantinides et al., 2018). In this regard, digitalization has led to increas-
ingly complex socio-technical systems which integrate technological and organiza-
tional dimensions (Bostrom & Heinen, 1977; Carroll, 2016). As these systems evolve
into broader networks, questions regarding their governance, trust mechanisms, and
the provisioning of interoperability become ever more pressing in order to facilitate
their adoption and widespread implementation in practice (Addo & Senyo, 2021;
Engert et al., 2025; Tiwana, 2014). Historically, traditional models of digital coordina-
tion have relied on centralized governance structures (Wareham et al., 2014), which
provide efficiency and control but often struggle to accommodate the distributed and
multi-stakeholder nature of modern digital networks (Heines et al., 2021; Zwitter &
Hazenberg, 2020). Such dependencies on a centralized intermediary have fueled dis-
cussions around alternative infrastructures, such as blockchain-based systems, to mit-
igate dependencies and enhance resilience in a multi-stakeholder network (Heines et
al., 2021; Nofer et al., 2017). As aresult, research hasincreasingly been concerned with
exploring decentralized system architectures with the goal of reconfiguring digital co-
ordination mechanisms, thereby challenging established governance paradigms and
raising concerns over data sovereignty, transparency, and securityin practice (Queiroz

& Fosso Wamba, 2019).

During the past decade, scholarly interest has shifted towards the potentials of those
decentralized systems, particularly blockchain technology (Alt, 2020; Beck et al.,
2017). While much of the early research has focused on the financial sector (e.g., cryp-
tocurrencies within financial technologies (FinTech) or decentralized finance (DeF1))
(Oliveiraet al., 2018; Zetzsche et al., 2020), applications have increasingly extended to
other domains beyond finance, including supply chain management or public services
(Beck et al., 2018; Jensen et al., 2019; Rieger et al., 2019). Furthermore, upcoming
paradigms such as SSI have emerged as an alternative decentralized approach to iden-
tity management with the aim of enhancing user control while providing data sover-
eignty across borders (Hoess et al., 2024; Hoess et al., 2022; Schlatt et al., 2021). De-
spite, however, the growing academic interest and significant theoretical potential of

decentralized systems initially predicted by scholars, widespread adoption and large
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scale integration have not yet been achieved (Lautenschlageret al., 2023; Sternberg et

al., 2020; Toufaily et al., 2021).

Upon closer examination, pertinent research has identified compelling advantages of-
fered by decentralized architectures, such as reduced dependencies on intermediaries
and enhanced information transparency for automation purposes. However, signifi-
cant challenges persist in translating these benefits into practical, scalable implemen-
tations (Feulneret al., 2022; Lautenschlager et al., 2023; Schlatt et al., 2021). Issues
related to adoption dynamics - such as executing suitable governance models, the pro-
visioning of interoperability measures with existing infrastructures, and establishing
regulatory alignment - remain largely unresolved, raising concerns about their feasi-
bility beyond isolated pilot projects (Sedlmeir, Lautenschlager, et al., 2022). One sig-
nificant key barrier to widespread adoption in practice is the tension between decen-
tralization, market environments, and regulatory compliance (Savoldelliet al., 2014).
Decentralized architectures aim to reduce reliance on intermediaries, yet market-spe-
cificand regulatoryrequirements,such asthose within the user’s identity management
and related obligatory data protection, often assume centralized oversight mechanisms
(Glockler et al., 2023; Heines et al., 2021). This misalignment creates operational un-
certainties and practical difficulties in integrating decentralized solutions into existing
regulatory supervised markets. Moreover, the long-term implications of decentralized
systemswithin broader domains and networks, including their socio-economicandin-
stitutional effects, have yet to be comprehensively examined. These observations high-
light a persistent disconnect between the conceptual potential of decentralized infor-
mation systems and their practical realization across institutional settings (Beck et al.,
2017). To bridge this gap, itis essential todevelopa deeper understanding ofthe mech-
anisms,design,and management of these decentralized systems that shape their adop-
tion and integration. Accordingly, this dissertation investigates the following research

question:

How can emerging decentralized information systems be designed and managed to

cope with adoption dynamics in practice?

To address this question, this dissertation synthesizes insights from seven individual
essays, each contributing to a comprehensive understanding of decentralized infor-
mation systems focusingon blockchain technology and SSI across multiple application

domains, such asthe public-, mobility-,or construction sector. This research illustrates
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how the essays collectively address three overarching research goals: first, to enhance
the understanding of the potentials and challenges associated with the adoption dy-
namics of decentralized systems (RG1);second, to explore the design and development
of solution approaches that cope with adoption dynamics (RG2); and third, to investi-
gate and exploit potentials of decentralized solutions in practice (RG3). By analyzing
their interrelations, this dissertation demonstrates how the individual contributions
complement one another in advancing both theoretical and practical insights into the

design, adoption, and governance of decentralized systems.

The remainder of the introduction of this dissertation is organized as follows: Section
2 outlines the conceptual and technical foundations of emerging decentralized infor-
mation systems and their current potentials, challenges, and tensions for practical dif-
fusion. Section 3 identifies research gaps and introduces the key questions addressed
across the seven essays. Section 4 details the rationale behind the chosen research
methods,while Section 5summarizesthe findings ofthe seven essays. The dissertation
concludes with a discussion of its theoretical and practical contributions, limitations,

and potential directions for future research.
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2 Background

2.1 Foundations of centralized versus decentralized technologies

Centralized systems are currently the dominant structural approach in digital infra-
structures, relying on hierarchical control structures in which a single entity or a small
group of entities governs data and access control (Hanseth & Lyytinen, 2010; Tiwana
et al., 2010). This model has traditionally been favored for its efficiency and the struc-
tured governance mechanisms which also aid compliance with regulatory require-
ments in various contexts. By consolidating decision-making within a central entity,
these systems facilitate streamlined operations and a high degree of control over secu-
rityand data management. Prominent examplesinclude organizational Enterprise Re-
source Planning (ERP) systems, in which a single provider simultaneously manages
updates, access control, and data storage for multiple client organizations, thereby en-
suring standardized security protocols and operational consistency. However, particu-
larly in the context of multi-stakeholder environments, these benefits come at the cost
of increased vulnerability to systemic failures, heightened risks of monopolization and
market concentration, and limited adaptability (Hanseth & Lyytinen, 2010; van Dijck
et al., 2018).

In contrast,decentralized technologies aim to distribute controland data management
across multiple stakeholders, reducing dependency on a central authority while foster-
ing a more resilient and adaptive infrastructure (Zysman & Kenney, 2018). These ap-
proaches have gained increasing attention as digital networks expand in complexity,
requiring governance models that can better accommodate transparency and trust
minimization among stakeholders (Beck et al., 2017). At their core, decentralized sys-
temsstrive to enhance efficiency and autonomy by eliminating or reducing the involve-
ment ofintermediariesin digital interactions. Decentralized architectures use cryptog-
raphy, consensus protocols, and distributed ledgers to enable secure, integrity-pre-
serving peer-to-peer interactions without a central authority (Zwitter & Boisse-
Despiaux, 2018). Peer-to-peer networks facilitate direct communication and resource
sharing among participants without centralized coordination, enhancing fault toler-
ance and censorship resistance (Nofer et al., 2017). Similarly, distributed databases
replicate data across multiple nodes to prevent single points of failure, ensuring higher

resilience and data availability. Yet while these decentralized models offer compelling
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advantages in terms of robustness and transparency, they also introduce challenges
related to governance, scalability,and regulatory oversight, which require novel frame-
works to balance decentralization with practical operational control (Butijn et al.,

2020).

Blockchain and SSI, as aforementioned in Section 1, exemplify decentralized ap-
proaches by enablingtransparent and tamper-prooftransactions andidentity manage-
ment without dependence on traditional intermediaries. Blockchain technology pro-
vides an immutable, tamper-resistant infrastructure for value exchange, while SST as a
concept fosters the shift ofidentity management procedures from centralized identity
providers to user-controlled digital credentials (Babel et al., 2025; Nakamoto, 2008).
The growing interest in decentralized technologies stems from their potential to ad-
dress issues related to digital data sovereignty and platform monopolization, making
them increasingly relevant for digital economies and information systems research.
Particularly in a multistakeholder context, such as digital identity or supply chain ap-
plications, decentralized models offer innovative solutions to longstanding challenges

of interoperability or data security (Sedlmeir, Lautenschlager, et al., 2022).

In the context of this dissertation, the focus lies on the analysis of the architectural and
governance models driving the adoption of decentralized technologies into practice.
Two key architectural paradigms will be explored in detail: (1) blockchain technology,
often used as a synonym for distributed ledgers (DLT), and (2) SSI as one of the pre-
dominant decentralized identity management concepts. These paradigms serve as pri-
mary examples of decentralized solutionsthatillustrate boththe potential benefits and
the challenges oftransitioning from traditional centralized infrastructures to more dis-
tributed models. The following sections will provide a more detailed examination of
blockchain technology and SSI while exploring their technical foundations and real-

world adoption dynamics.

2.2 Fundamentals of blockchain technology

Blockchain technology represents a paradigm shift in how data is recorded, verified,
and secured in distributed environments. Initially conceptualized as the underlying
technology for Bitcoin (Nakamoto, 2008), blockchain has evolved into a broader class
of DLTs that enable tamper-resistant, transparent, and decentralized record-keeping

without dependence on a central authority. At its core, blockchain consists of a
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sequential chain of data blocks, each cryptographically linked to its predecessor by vir-
tue of cryptographical hash-pointer. This structural design prevents unauthorized
modifications, since any attempt to alter past records requires the alteration of all sub-
sequent blocks (Butijn et al., 2020; Nofer et al., 2017). Unlike traditional databases,
which rely on a central party to maintain and verify records, blockchain technology
levers cryptographic mechanisms and distributed consensus protocols to ensure trust
among participants without necessitating a trusted intermediary. A defining charac-
teristic of blockchain technology is its decentralization, which enhances fault tolerance
and censorshipresistance by distributing control across multiple nodes within a peer-
to-peer-network (Beck et al., 2017). Transparency is another fundamental property,
since transactionsrecorded on ablockchain are typically publiclyverifiable. This open-
ness contributesto trustworthiness but also introduces challenges with regard to or-
ganizational or individual data privacy and confidentiality. To address these concerns,
privacy-enhancing technologies such as zero-knowledge proofs (ZKPs) (a crypto-
graphic method which allows one party to prove the validity of a statement without
revealing the underlying data) and confidential transactions have been developed to
enable selective disclosure of information whilst preserving the integrity of the under-

lying data (Bossler et al., 2024; Sedlmeir, Lautenschlager, et al., 2022).

The security and functionality of blockchain largely depend on its consensus mecha-
nism, which ensures agreement on the current state of the ledger across a distributed
network. Different consensus mechanisms have been developed to balance security,
scalability, and energy efficiency. Proof of Work, which requires participants to solve
complex cryptographic puzzles, is highly secure (assuming sufficiently aligned incen-
tive structures), but has been criticized for its high energy consumption and limited
transaction throughput (Abellan Alvarezet al., 2024). In contrast, Proof of Stake se-
lects validators based on the number of tokens they hold and are willing to stake as
collateral significantly reducing energy consumption while maintaining security (Yang
Xiao et al., 2020). Practical Byzantine Fault Tolerance, commonly used in permis-
sioned blockchain networks, ensures rapid consensus through predefined validator
nodes, making it particularly suitable for enterprise applications (Guggenberger et al.,
2022). The choice of consensus mechanism determines the efficiency, security, and
degree of decentralization in each blockchain system, often involving trade-offs that

impact its practical applicability.
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The different types of blockchain networks further influence their design and use cases.
Public blockchains, such as Bitcoin and Ethereum, operate in a permissionless envi-
ronment, allowing any participant to join and validate transactions (Buterin, 2013).
While these networks offer the highest level of decentralization and security, they face
scalability challenges and often struggle with regulatory compliance (Bamakan et al.,
2020). In contrast, private blockchains restrict participation to a single organization
or a tightly controlled group of authorized entities, thus prioritizing transaction confi-
dentiality and operational efficiency, but significantly limiting decentralization and
transparency. Consortium blockchains, by comparison, are jointly managed by multi-
ple preselected organizations, striking a balance between transparency and control by
enabling shared governance while still restricting access to a defined set of partici-
pants. Each of these models serves distinct purposes with public blockchains often fa-
cilitating open financial ecosystems and decentralized applications and private and
consortium blockchains being more commonly adopted in enterprise settings where
regulatory compliance and operational control are paramount (Guggenberger et al.,

2022).

Despite its advantages, blockchain technology faces significant challenges that hinder
its widespread adoption. Interoperability remains a critical issue since most block-
chains operate in isolation thus limiting seamless data exchange across networks.
Without standardized protocols the integration between different blockchain plat-
forms and traditional IT infrastructures remains complex (Toufaily et al., 2021). Addi-
tionally, governance and regulatory uncertainties pose barriers to institutional adop-
tion, particularly in highly regulated industries such as finance or supply chain man-
agement. The governance of blockchain networks varies significantly depending on
their level of decentralization, whilst private and consortium models implement struc-
tured decision-making processes. Thelack of clear regulatory frameworks further com-
plicates adoption, since legal and compliance concernsvary across organizations (Wiist
& Gervais, 2018). The future development of blockchain technology focuses on over-
coming these limitations through advancements in scalability, interoperability, and
governance models. Layer-2 scaling solutions, such as rollups and state channels, aim
to enhance transaction throughput while maintaining security. Cross-chain interoper-
ability frameworks seek to facilitate seamless interaction between different blockchain
networks, enabling a more interconnected decentralized ecosystem (Zhang et al.,

2019). Additionally, the integration of ZKPs with blockchain technology is emerging as
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a promising approach to reduction of the computational load of consensus mecha-
nisms, enablement of rule-based automation in governance processes (e.g., voting or
compliance checks), and the protection of sensitive input data during smart contract
execution by ensuring that transactions can be validated without revealing underlying

information (Sedlmeir, Lautenschlager, et al., 2022).

2.3 Fundamentals of Self-Sovereign Identity

SSI introduces a novel approach to digital identity management with the goal of shift-
ing control over personal credentials from third-party centralized providers to individ-
uals and organizations (Ehrlich et al., 2021; Soltani et al., 2021). Unlike conventional
identity systems, where third-party providers issue and validate credentials, SSI ena-
bles users to manage their own identity attributes in a secure and privacy-preserving
manner. This paradigm is closely tied to advancements in cryptographic verification
and decentralized architectures allowing identity holders to interact with verifiers
without exposingunnecessary personal data. By minimizing dependencies on interme-
diaries, SSI enhances autonomy, mitigates risks associated with data breaches, and re-
duces the need for repeated identity verification across different services (Babel et al.,
2025). In this context, Figure 1 illustrates the SSI-specific Triangle of Trust, which
condenses the core building blocks of SSI and defines the fundamental relationships

within a decentralized identity ecosystem.

Forwards verifiable
presentations

Issues verifiable
credentials

Verifier

Issuer

writes

=
-—

Verifiable Data Base

Figure 1 SSI Triangle of Trust: Own illustration based on Babel et al. (2025)

This model consists of three key roles: issuers, holders, and verifiers. Issuers are

trusted entities, such as governments, universities, or financial institutions creating
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digital verifiable credentials (VCs) (Babel et al., 2025). Holders, typically individuals
or organizations, receive these VCs and store them securely in digital wallets. Verifiers,
such as employers, service providers, or government agencies, request proof ofidentity
from holders and validate the credentials against the issuer’s cryptographic signature
(Ehrlich et al., 2021; Sedlmeir et al., 2021). Together, these roles constitute the core of
the SSI ecosystem by enabling the sovereign exchange of identity data, thereby estab-
lishing trust through cryptographically verifiable interactions. Another complemen-
tary component of SSIis the concept of Decentralized Identifiers (DIDs). As defined by
the W3C DID 1.0 specification, a DID is a globally unique identifier that is resolvable
to a DID document, and which is grounded on a JSON-based data structure which de-
scribes the DID subject, including associated public keys, authentication mechanisms,
and service endpoints (Reed et al., 2020). Unlike traditional identifiers which depend
on central issuing authorities, DIDs are designed to be created and managed by their
subjects, typically leveraging decentralized technologies. This architecture facilitates
cryptographic verifiability, data minimization, and user control, thereby supporting
privacy-preserving and interoperable identity ecosystems. This foundational shift in
identity architecture, enabled by components such as DIDs and VCs, distinguishes SSI

from traditional identity management models (Rieger et al., 2024).

Furthermore, regulatory frameworks play a crucial role in shaping the adoption and
implementation of SSI solutions. The European Union's eIDAS 2.0 regulation, which
aimsto establish aunified digital identity framework across member states, represents
a significant steptoward institutional recognition of decentralized identity models (Eu-
ropean Commission, 2024). However, legal uncertainties regarding the enforceability
and liability of self-sovereign credentials remain, particularlyin areas requiring strict
compliance with Anti-Money Laundering (AML) and Know-Your-Customer (KYC) reg-
ulations (Schlatt et al., 2021). Additionally, the General Data Protection Regulation
(GDPR) introduces complex requirements with regard to data minimization and user
consent, which must be carefully balanced against the principles of SSI (Goddard,
2017; Schwalm et al., 2022). The governance of decentralized identity ecosystems re-
mains a subject to ongoing discussion, with key questions surrounding the establish-
ment of trust anchors and accountability frameworks for credential issuers and verifi-
ers (Schmeiss et al., 2019; Sule et al., 2021). Despite these challenges, SSI is increas-
ingly recognized as a transformative solution for digital identity management across

various sectors. Financial services, the mobility sector, and public administration are
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amongthe domains exploring SSIto enhance security, streamline authentication pro-
cesses, and reduce dependence on centralized identity providers (Hoess et al., 2024;
Schlatt et al., 2021; Sourabh, 2019). The growing interest in VCs, particularlyin the
context of cross-borderidentityverificationand digital wallets, highlights the potential
of SSI to create a more user-centric and privacy-preserving digital identity landscape.
However, addressing technical limitations, regulatory complexities, and governance
models with the potential to overcome adoption dynamics will be critical to ensuring
widespread adoption and interoperability of SSI-based solutionsin practice (Nassr Ed-

dine et al., 2023; Schwalm et al., 2022).

SSI thus marks a fundamental shift from traditional identity management approaches
by prioritizing user control, cryptographicsecurity,and decentralized trust. By making
use of DIDs, VCs and privacy-preserving authentication methods, SSI offers an alter-
native to existing identity models which often compromise user autonomy and data
privacy. While significant progress has been made in developing standards and pilot
implementations, further advancements in interoperability, usability, and regulatory

alignment are needed to fully realize the potential of SSI in real-world applications.

2.4 Adoption dynamics of decentralized systems in practice

Understanding the dynamics of technology adoption is essential for evaluating how
innovative systems diffuseinto organizational and societal practice. Prior research has
extensively investigated the adoption of digital technologies through models such as
the Technology Acceptance Model (TAM) and the Diffusion of Innovations (DOI)
framework, each emphasizing distinct but overlapping factors such as perceived use-
fulness, social influence,and innovation attributes (Davis, 1989; Karnowski & Kiimpel,
2015). Morerecent studiesin information systems have extended these perspectivesto
examine socio-technical adoption processes, highlighting the role of institutional set-
tings, stakeholderinteractions,and governance structures (Constantinides et al.,2018;
Tilson et al., 2010). In contexts involving decentralized technologies, such as block-
chain or SSI, these dynamics become particularly essential, since adoption entails not
only technological implementation but also alignment across organizational, regula-
tory, and infrastructural domains (Becket al., 2018). Accordingly, this section reviews
the adoption dynamics associated with decentralized systems, situating them within

the broader literature on technology diffusion and socio-technical systems change.
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The adoption dynamics of decentralized systems present a complex interplay of tech-
nological, organizational, and regulatory factors in various domains which influence
their practical viability (Toufaily et al., 2021). While decentralized architectures offer
advantages in terms of security, transparency, and autonomy, their successful imple-
mentation requires structured governance frameworks, mechanisms for stakeholder
coordination, and strategic regulatory alignment. Many real-world applications, par-
ticularly in enterprise settings, adopt hybrid governance models which balance decen-
tralization with operational oversight, for example by proposing hybrid Decentralized
Autonomous Organizations (DAOs) (Shah,2024). Atthe sametime,economicdynam-
ics, for example, shape incentives for adoption, particularly in ecosystems character-
ized by coopetition (an inherent tension between simultaneous cooperation and com-
petition endeavors), where market participants must navigate between collaboration
and competition (Lautenschlageretal., 2023; Queiroz & Fosso Wamba, 2019). Against
this backdrop, this dissertation examines adoption dynamics through three interre-
lated but analytically distinct lenses: governance structures, coopetition-based eco-

nomic incentives, and regulatory alignment.

Governanceremainsone ofthe most critical aspectsinfluencingthe adoption of decen-
tralized systems, particularly in hybrid models which integrate both centralized and
decentralized components (Zwitter & Hazenberg, 2020). Unlike purely decentralized
networks, which operate autonomously based on consensus mechanisms, hybrid gov-
ernance structures introduce off-chain coordination through predefined roles and de-
cision-making processes. Consortium blockchains, for instance, rely on governance
committees to establish participation rules, validate transactions, and enforce compli-
ance measures. In digital identity ecosystems, federated governance approaches are
often necessary to ensure interoperability and regulatory recognition while maintain-
ing the sovereignty of individual users (Rieger et al., 2024). A major challenge lies in
designing governance mechanisms which ensure both accountability and adaptability,
since decentralized networks need to accommodate evolving regulatory requirements
and technological advancements, whilst at the same time avoiding excessive centrali-

zation that would undermine their core principles (Esener, 2023; Rikken et al., 2019).

Beyond governance structures, the competitive dynamics surrounding decentralized
technologies play a crucial role in their adoption (Fernandez & Chiambaretto, 2016).

Many decentralized ecosystems exist within markets characterized by coopetition,
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where firms must simultaneously cooperate to develop shared infrastructure while
competing on value-added services (Gleiss et al., 2023). This is particularly evident in
supply chain networks or digital identity frameworks where decentralized technologies
facilitate cross-organizational collaboration while enabling differentiation through
proprietary services and business models (Lautenschlager et al., 2023; Queiroz &
Fosso Wamba, 2019). Blockchain-based supply chain solutions, for example, require
cooperation among industry participants to establish transparent data-sharing mech-
anisms, yet firms remain cautious about exposing competitive intelligence. Similarly,
in digital identity ecosystems, whilst decentralized identity solutions enable interoper-
ability across platforms, competing stakeholders may seek to maintain control over
identity verification processes in order to preserve their market influence. These ten-
sions necessitate governance mechanisms that incentivize fair participation while pre-

venting monopolization by dominant players (Rieger et al., 2024).

Regulatory challenges represent another significant barrier to the adoption of decen-
tralized systems, since legal frameworks often lag behind technological innovation.
Whilst decentralization offers advantages such as enhanced privacy and reduced reli-
ance on intermediaries, it also raises concerns about liability, compliance, and fraud
prevention. In digital identity ecosystems, for instance, ensuring legal recognition of
VCs remains a challenge, particularly in jurisdictions where traditional, government-
issued identity documents are mandated for official processes. Recent regulation, such
as the European Union’s eIDAS 2.0 framework (European Commission, 2021), seeks
to provide legal clarity for decentralized identity solutions, but inconsistencies across
global regulatory environments continue to create uncertainties for adopters. To
achieve large-scale adoption, decentralized systems must develop governance frame-
works that align with existing regulatory expectations while leveraging policy adapta-
tions that accommodate the unique attributes of decentralized architectures (Atzori,

2017).

In sum, the adoption of decentralized systems requires a multifaceted approach incor-
porating considerations of technological feasibility, economicincentives, and regula-
tory alignment. Hybrid governance models offer a pragmatic balance between decen-
tralization and institutional oversight, enabling broader adoption in enterprise and
public-sector applications. Competitive tensions in decentralized ecosystems necessi-

tate mechanisms that encourage cooperation without undermining competitive
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differentiation. Regulatory frameworks must evolve to accommodate decentralized ar-
chitectures while ensuring compliance with legal and security requirements. Address-
ing these factors will be essential in determining the long-term viability and impact of

decentralized technologies across industries.

While these dynamics are conceptually separable, they frequently occur in intertwined
ways in real-world settings, such as in decentralized identity ecosystems, supply chain
networks, and public sectorinnovation projects. Accordingly, this dissertation engages
with these adoption dynamics across various empirical and conceptual constellations,
thereby contributing differentiated yet complementary insights into their interplay.
Given the breadth and systemic character of adoption-related challenges, a holistic
analysis of all possible dynamics remains elusive. Instead, this dissertation focuses on
selected research areas which are analytically tractable and aligned with the overarch-
ing research goals. By doingso, it provides an in-depth understanding of adoption pro-
cesses in situations where technological, economic, and regulatory forces collide and
offersdesign-oriented implications for fostering the practical diffusion of decentralized

information systems.
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3 Derivation of research goals, gaps, and questions

This dissertation elaborates on how to design and manage emerging decentralized
systems to cope with adoption dynamics, thereby facilitating practical diffusion.
Building upon the overarching research question, this study seeks to achieve three dis-

tinct research goals:

RGa1: Identify and understand potentials and challenges for implementing decentral-

ized systems in organizations.
RG2: Develop and design decentralized systems for practical adoption.

RG3: Investigate and facilitate exploitation potentials of decentralized solutions in

practice.

To accomplish these research goals, this dissertation identifies existing gaps in the lit-
erature on decentralized technologies and formulates corresponding research ques-
tions. These questions are examined across seven individual essays, each contributing
to a comprehensive understanding of the fundamentals, design, and management of
decentralized informationsystems. The following section outlinesthe specificresearch
gaps, and theresearch questions addressedin each essay. Table 1 provides an overview
of all essays discussed in the subsequentsections, highlighting their thematicfocus and

contribution to the overarching research goals.

Table 1 Overview of the seven research essays, which address the identified RGs

Title Publication outlet VHB JQ4 (Publication
ranking status

RG1: Identify and understand potentials and challenges for implementing decentral-
ized systems in organizations.

Essay 1:
The transparency challenge of block- | Electronic Markets B Published
chain in organizations

Essay 2:
Self-sovereign identity and digital Electronic Markets B Published
wallets

RG2: Develop and design decentralized systems for practical adoption.

Essay 3:
Toward seamless mobility-as-a-ser- |Business & Information Sys-
vice: Providing multimodal mobility |tems Engineering

through digital wallets

B Published
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Title Publication outlet VHB JQ4 (Publication
ranking status

Essay 4:

Striking a balance: Designing a block- . Un_der Revigw

chain-based solution to navigate Electronic Markets B (Minor Revi-

coopetition dynamics in supply chain sion)

management

Based on:

Overcoming the data transparency
trade-off: Designing a blockchain-
based delivery invoice system for the
construction industry

Wirtschaftsinformatik 2023

. B Published
Proceedings

RG3: Investigate and facilitate exploitation potentials of decentralized solutions in
practice.

Essay 5: . L Journal of the Association for .
Interoperability dynamics in digital A Under review

identity ecosystems Information Systems

Essay 6:

. . . : Under revie
Self-sovereign identity in the public | Government Information B (Minor R\élvi‘_v
sector: Affordances, experimentation, | Quarterly sion)
and actualization
Essay 7¢ ) ) Communications of the Under review
A multivocal literature review on cap- . . .

. ot . Association for B (Major Revi-
turing value propositions for private ) sion)
organizations in a CBDC ecosystem | Information Systems

3.1 RG1: Identify and understand potentials and challenges for imple-
menting decentralized systems in organizations

In recent years, decentralized technologies such as blockchain have attracted growing
scholarly and practical interest as enablers of new forms of inter-organizational coor-
dination, autonomy, and trust (Beck et al., 2017). However, despite their theoretical
promise, the diffusion of such systems within organizational contexts has remained
surprisingly limited. Much of the existing discourse emphasizes barriers such as tech-
nical scalability, regulatory ambiguity, or economic uncertainty (Bossler et al., 2024;
Rieger et al., 2019; Schellinger et al., 2021). Yet beyond these frequently cited issues,
adoption is often hindered by a misalignment between the infrastructural characteris-

tics of blockchain systems and the socio-organizational logics of enterprises.

A critical, nevertheless, unexplored friction point lies in the design assumption that
transparency is inherently beneficial for trust and accountability. While this assump-
tion mayhold true for public or peer-to-peer systems, it can pose considerable risks for
organizational environments where confidentiality, compliance, and selective disclo-

sureare not optional but foundational (Bossler et al.,2024; KannengieBeretal.,2020).
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Especially in highly regulated industries, the tension between structural transparency
and data governance emerges as a systemic adoption barrier yet to be fully conceptu-

alized by current research.

Despite widespread discussions of technical and regulatory barriers, implicit assump-
tions in blockchain infrastructures remain largely unexplored. One such assumption is
that transparency inherently fosters trust and accountability. However, in enterprise
settings, transparency can become a double-edged sword, particularly when sensitive
datais involved. Organizations operating under strict confiden tiality requirements and
compliance regimes frequently find that a blockchain’s structural openness conflicts
with established data governance practices (KannengieBer et al., 2020). Among the
various adoption hurdles, the challenge of excessive transparency in data sharing rep-
resents a particularly critical yet insufficiently examined barrier and reveals a conspic-
uous research gap concerning its implications for organizational blockchain adoption
and the strategies required to address it (Platt et al., 2021). Although concerns around
privacy and data protection have been recognized in the literature, existing research
often remains focused on individual rights and personal data, while neglecting the
broader architectural implications for organizational blockchain adoption (Schellinger
et al., 2021). However, this addressing this privacy-preserving perspective fails to take
into account the practical challenges organizations face when attempting to scale

blockchain solutions beyond isolated prototypes.

Thus, current research lacks a comprehensive understanding of transparency as a
cross-cutting, systemicchallenge shaping both the technical and organizational dimen-
sions of blockchain adoption (Ben-Sasson et al., 2019). In particular, little is known
about how transparency concerns evolve during the design process, how they affect
stakeholder alignment and governance decisions, and how they influence the viability
of decentralized architectures in sensitive application domains. In order to fill this re-

search gap, we! strive to reach the research objective to investigate the challenges of

organizational blockchain adoption and, in particular, why we consider excessive
transparency to be one of the key reasons for the observable lack of blockchain adop-

tion (Essay 1).

1 Since all essays in this dissertation emerged from collaborative research and were co-authored, the
plural “we”is used when referring to the respective study results.
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Beyond the transparency-related challenges associated with blockchain adoption, de-
centralized identity systems represent another foundational element in the broader
landscape of decentralized information infrastructures. In particular, the emerging
concept of SSI introduces a fundamentally different approach to identity management
by shifting control over digital identities from centralized entities to individual users
(Ehrlich et al., 2021; Sedlmeir et al., 2021). This paradigm challenges established ar-
chitectural models and introduces new questions around governance, usability, and
interoperability. As SSI technology matures, understanding its conceptual and archi-
tectural foundations becomes crucial for analyzing the prerequisites for decentralized

system adoption in organizational contexts.

Despite its potential, SSI remains technically fragmented, with key mechanisms like
VCs, digital wallets, and decentralized identifiers still under development. This tech-
nological complexity, coupled with the absence of standardized governance frame-
works,leaves organizationsuncertainabout effective SSIimplementation. Further, the
integration of SSI with existing IT infrastructures and the ability to ensure trust and
interoperability across different identity ecosystems remain significant challenges
(Hoess et al., 2023; Sedlmeir et al., 2021). Whilst much of the current debate around
SSI centerson user empowermentand privacy, itsbroader organizational implications,
especially in terms of system design, stakeholder coordination, and institutional ac-
ceptance, are still insufficiently understood. In particular, there is a lack of clarity re-
garding the foundational principles of SSI architectures and how these principles

translate into viable and scalable identity solutions in practice.

To fill this research gap, we strive to reach the research objective to examine the con-
ceptual foundations of SSI and to derive a structured understanding of the techno-
logical, organizational, and governance-related value propositions that arise when

implementing decentralized identity systems (Essay 2).

3.2 RG2: Develop and design decentralized systems for practical adop-
tion

Since decentralized systems face technical, organizational, and institutional adoption

barriers (Rossi et al., 2019), it becomes essential not only to understand these funda-

mentals and potential challenges (see RG1), but also to develop actionable design

knowledge which addresses them in specific application domains. This includes
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clarifying how decentralized infrastructures can be configured to account for sector-
specific coordination needs, regulatory constraints, and the strategic interests of in-
volved stakeholders. In practical terms, this means investigating not only the enabling
technologies and concepts themselves, such as blockchain or SSI, but also the architec-
tural principles, governance models,and trust mechanismsthatshape their implemen-
tation. For instance, one tangible domain known as Mobility-as-a-Service (MaaS),
faces substantial challenges in achieving collaboration among actors while preserving

strategic autonomy.

Current MaasS platforms, often based on centralized architectures, have so far failed to
attract a critical mass of mobility service providers (MSPs) prepared to integrate these
solutions into their operational business strategy (Hoffmann et al., 2021). One central
barrier is the inability of these platforms to adequately manage coopetition among
MSPs (Kohler & Pizzol, 2020; Zhanget al., 2019). Specifically, providers are reluctant
tointegratetheir servicesinto platforms operated by competitors since thisintegration
would require transferring control over customer interfaces and exposing strategic
business or customer data to third parties (Hoess et al., 2021; Schulz et al., 2021). Cen-
tralized systems thus foster the risk of market concentration and lock-in effects, which
fundamentally undermine the willingness of MSPs to participate and collaborate in

such a network.

Decentralized solution approaches, particularly blockchain-based architectures prom-
isingneutral market access and transparent coordination, have recently been proposed
as an alternative in order to break up the monopolism structures of such centralized
platforms (Hoffmann et al., 2021; Jensen et al., 2019). These solutions, however, face
their own limitations, especially in terms of scalability, data privacy, and the complex-
ity of on-chain governance mechanisms (see Section 3.1). The replicated processing of
transactionsandthelack ofgranular data control conflict withregulatory requirements
and providers’ strategic interests. These shortcomings hinder the practical realization
of decentralized MaaS ecosystems capable of balancing the need for interoperability

with confidentiality and strategic autonomy (Goulding & Kamargianni, 2018).

In response to these challenges, digital wallets and SSI have increasingly gained atten-
tion as promising approaches for enabling decentralized identity and access manage-
ment within MaaS ecosystems (Hoffmann et al., 2021). By allowing travelers to store

and selectively share VCs such as digital tickets or driver’s licenses, digital wallets
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facilitate privacy-preserving interactions with MSPs (Lacity & Carmel, 2022). In con-
trast to blockchain-based coordination, the use of wallets and VCs may support a bilat-
eral and modular system architecture that mitigates the need for sensitive data repli-
cation while maintaining a high degree of user control and provider independence
(Kersic et al., 2023; Lacity & Carmel, 2022). Despite the growing interest in SSI for
mobility contexts, research has yet to provide actionable design guidance on howsuch
architectures should be conceptualized and implemented. In particular, little is known
about the technical and organizational requirements of wallet-based MaaS systems,
the design trade-offs between decentralization and manageability, and the integration

of such systems into existing mobility infrastructures.

To fill this research gap, further investigation is needed to examine how decentralized
identity and coordination mechanisms can support the development of interoperable,
privacy-preserving, and provider-inclusive MaaS ecosystems as part of the second re-
search goal. Building on the identified challenges of data sovereignty, stakeholder
alignment, and thelack of neutral infrastructure, the analysis focuses on digital wallets

and VCs as enablers of a decentralized system architecture. Thus, we ask:

RQ 1: “What are the requirements for an IT architecture to support seamless MaaS

provisioning (Essay 3)?”

Understanding these requirements, however, is only the first step. To enable practical
implementation and develop a corresponding system design, it is further necessary to
explore how such requirements can be translated into concrete technical architecture.

Therefore, we ask in addition:

RQ 2: “How can these requirements be addressed through an IT architecture based

on digital wallets (Essay 3)?”

While digital wallets and SSI offer a promising foundation for decentralized identity
and access management in user-centric contexts such as mobility services, the organi-
zational adoption of decentralized architectures in competitive inter-organizational
environments remains highly complex. A particularly challenging domain is supply
chain management, where actors are expected both to cooperate on operational levels
and compete strategically in the same markets (Ketchen et al., 2004). Supply chains
are characterized by a complex interplay of cooperation and competition: while organ-

izations must share operational data to enable coordination, they simultaneously seek
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to retain control over strategically sensitive information (Brandao et al., 2025; Katsa-
liakietal., 2024). Thistensionis particularly observablein industries such as construc-
tion, where project-based collaboration and fragmented stakeholder constellations re-

quire temporary, trust-intensive data exchange.

While blockchain technologies have been proposed to support transparency and trace-
ability in such settings, their adoption remains limited. Particularly in data-rich pro-
cesses like digital invoice exchanges, the transparent and immutable nature of block-
chain often conflicts with the need to protect confidential business information—rais-
ing concerns around data exposure, compliance, and governance complexity (Fridgen
et al., 2018; Sternberget al., 2020; Treiblmaier & Beck, 2019). These limitations un-
derline the need for more flexible, privacy-preserving architectures capable of balanc-

ing interoperability with strategic autonomy.

In light of these challenges, further research is needed to investigate how blockchain-
based information systems can be designed to support coopetition in supply networks
(Bengtsson & Kock, 1999; Nalebuff & Brandenburger, 1997). Thus, to fill this research
gap, we ask: “How to design a blockchain-based information system to facilitate
coopetition in supply networks by fostering cooperative interactions while ensuring

data confidentiality (Essay 4)?”

3.3 RG3: Investigate and facilitate exploitation potentials of decentral-
ized solutions in practice

While RG1 focused on identifying fundamentals and challenges of decentralized sys-
tems and RG2 focused on designing viable decentralized system solutions in specific
domains, the third research goal shifts the perspective toward the systemic realization
and exploitation of decentralized solutions on a broader scale. As decentralized tech-
nologies mature, their ability to generate sustainable impact increasingly depends on
interoperability across technical layers, organizational structures, and regulatory re-
gimes. This is particularly relevant in cross-sectoral and cross-border settings, where
siloed implementations risk undermining the integrative potential of decentralized

identity infrastructures.

As digital identity systems gain relevance across public and private sectors, numerous
digital identity networks are emerging to meet growing demands for secure, user-cen-

tric identification solutions (Lacity & Carmel, 2022). However, their real-world
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exploitation and scalability critically hinge on achieving robust interoperability across
technical, organizational, and legal boundaries. Without such interoperability, the en-
visioned benefits of cross-sectoral and cross-border identity usage remain largely as-

pirational (Hodapp & Hanelt, 2022).

This challenge is particularly pressing with respect to large-scale public investments,
such as the EU's European Digital Identity Wallet (EUDIW) initiative and national
showcase programs, such as “Secure Digital Identities”, which aim to establishinterop-
erable SSI ecosystems as foundational infrastructures for future digital services (Fed-
eral Ministry for Economic Affairs & Energy, 2021). Whilst these efforts reflect high
strategic priority, the ability to integrate diverse technological components, govern-
ance models, and stakeholder interests into functioning identity ecosystems remains a
persistent barrier. Existing research often focuses on individual components, such as
digital wallets or VCs (Jorgensen & Beck, 2022; Lacity & Carmel, 2022), but fails to
capture the systemic, multi-level interactions that ultimately determine interoperabil-
ity.

To address this complexity, research requires enhanced knowledge that can conceptu-
alize digital identity ecosystems, particularly by examining how their various compo-
nents interact within broader socio-technical systems. Understanding these interac-
tions is crucial for identifying the underlying structures and processes that enable or
hinderinteroperabilityacross multiple platforms, sectors,and jurisdictions. Moreover,
a comprehensive framework is needed to analyze how governance models, legal regu-
lations, and stakeholder dynamics influence the functioning and scalability of these
ecosystems. By mapping these interdependencies, researchers can develop more effec-
tive strategies for overcoming technical, organizational, and regulatory barriers, ulti-
mately ensuring that decentralized identity systems achieve their full potential in fos-
teringprivacy, security,and user autonomy across diverse environments (Engertet al.,
2025). To fill this research gap, we follow the framework of P. Wang (2021), which
conceptualizes digital infrastructuresasholarchies,namelynested systemsofinteract-
ing units (“holons”) that function as both parts and wholes, to guide our exploration of

digital identity ecosystems. Based on this approach, we ask: “How do holon activities
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and interactions stabilize or destabilize interoperability equilibria in digital identity

ecosystems (Essay 5)?”

Beyond structural considerations such as interoperability, the successful exploitation
of decentralized identity infrastructures also hinges on the ability of implementing or-
ganizations to identify, experiment with and actualize the opportunities these systems
afford (Markus & Silver, 2008). Particularly in the public sector, where institutional
complexity and legacy structures often constrain innovation, the process of engaging
with novel technologies requires more than mere technical readiness or regulatory
alignment (Rikkenetal.,2019). Successfullyimplementing thosetechnologies involves
a deeper organizational capacity to understand and integrate emerging system capa-
bilities into existing services and strategic objectives. Empirical insights into how pub-
lic sector organizations approach this challenge,however, remain scarce. The literature
offers limited guidance on the internal mechanisms and conditions that enable organ-
izations to move from experimentation to actualization when adopting decentralized

identity solutions.

In this context,upcomingresearch needsto address this gap by drawingon the concept
of technological affordances, which refer to the action potentials offered by technology
to a particular actor in a specific context (Gibson, 1979; Leonardi, 2013) to investigate
the realization of SSI in the public sector (Du et al., 2019). Understanding how these
affordances are perceived, interpreted, and actualized provides valuable insight into
the socio-technical dynamics ofinnovation processes. Based on a qualitative case study
of amulti-stakeholder SSI initiative involving various German public sector actors, we
identify key factors influencing how affordances are discovered and translated into or-

ganizational practice. To fill this research gap, we ask:
RQ 1: “Which affordances does SSI offer within an organizational setting (Essay 6)?”

Identifying these affordances is a necessary first step. However, to support meaningful
organizational innovation, it is equally important to understand how public sector en-

tities can move beyond initial recognition toward practical experimentation and the
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actualization of such affordances within their institutional and operational contexts.

Thus, we additionally ask:

RQ 2: “How can the public sector experiment with and actualize the SSI affordances
(Essay 6)?”

Building on the preceding analysis of public sector engagement with decentralized in-
frastructures, thisdissertation concludes the third research goal by shifting perspective
to the role of private organizations in emerging monetary ecosystems. In particul ar, it
examines how companies can actively shape and contribute to the development of
CBDC ecosystems an area thus far dominated by central banks, regulators, and mac-
roeconomic discourse. Whilst CBDCs are commonly framed as public infrastructures
aimed at strengthening monetary sovereignty (Atlantic Council, 2024; Auer et al.,
2020), ensuring financial inclusion, or addressing risks of privately issued stablecoins,
their effective implementation also depends on contributions from the private sector.
These contributions are not limited to distribution or wallet provision but span a wide
range of potential services and infrastructures which complement and enhance the

core functionalities of a CBDC system.

Driven by pilot implementations and strategic initiatives by central banks worldwide,
the role of private-sector actors in CBDC ecosystems—such as banks, wallet providers,
and infrastructureoperators—is gaining strategicrelevance (BIS,2021; European Cen-
tral Bank, 2022; World Bank, 2022). Most existing studies focus on the implications of
CBDCs for banks or payment providers (Sethaput & Innet, 2023; Y.-R. Wang et al.,
2022), often framing them as passive adopters or potential competitors (Chen et al.,
2024). However, a growing body of literature and emerging academic work suggests
that companies can actively develop complementary value propositions to make CBDC
ecosystems more robust, accessible, and innovative (Bank of England, 2020; Gupta et
al., 2023; Leinonen, 2023). These include services related to identity and compliance
management, privacy-preserving analytics, programmable payment solutions, end-

user interface design, and infrastructure interoperability (Kiff et al., 2020).

To systematically investigate the role of private-sector engagement in CBDC ecosys-

tems, further research is needed to synthesize insights from both academic literature
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and practical sources in order to developa comprehensive understanding of the topic.

To fill this research gap, we ask:

“What value propositions can companies offer in the context of a CBDC ecosystem
and which needs do they fulfill (Essay 7)?”
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4 Research designs

This section outlines the methodological frameworks employed across the seven es-
says, highlighting their alignment with the overarching research objectives and guiding
research questions. Additionally, it provides a detailed account of the specific research
methodologies, data collection procedures, and analytical techniques utilized, thereby

ensuring therigor and validity of the research findings. Table 2 provides a summary of

the selected research designs.

Table 2 Overview of research designs

Title Research Core contribution
design
Essay 1: Identifies excessive transparency
Conceptual risks of blockchain systems high-
The transparency challenge of block- analysis lighting trade-offs between effi-

chain in organizations

Essay 2:

Self-sovereign identities and digital wal-
lets

Essay 3:

Toward seamless mobility-as-a-service:
Providing multimodal mobility through
digital wallets

Essay 4:

Striking a balance: Designing a block-
chain-based solution to navigate
coopetition dynamics in supply chain
management

Essay 5:

Interoperability in digital identity eco-
systems

Essay 6:
Self-sovereign identity in the

publicsector: Affordances, experimenta-
tion, and actualization

Essay 7:

Capturing value propositions for private
organizations in CBDC ecosystems

Conceptual analy-
sis and structured
literature review

Design Science
Research

Design Science
Research

Embedded

single-case study

Embedded

single-case study

Multivocal

literature review

ciency and confidentiality

Establishes a conceptual funda-
mental for wallet-based SSI identity
models for individuals and organi-
zations

Develops a wallet-based decentral-
ized IT architecture enabling seam-
less and privacy-preserving MaaS
provisioning

Designs a blockchain-based solu-
tion architecture for managing
coopetition and safeguarding sensi-
tive business data within the con-
struction industry

Develops a multilevel, holarchic
framework for understanding and
managing interoperability dynam-
ics in decentralized digital identity
ecosystems by identifying the socio-
technical mechanisms that stabilize
or destabilize interoperability equi-
libria over time.

Identifies public sector-specific SSI
affordances and provides an inno-
vation framework for publicinstitu-
tions

Synthesizes value propositions for
private actors in emerging CBDC

ecosystems and theirrole in ecosys-
tem formation
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4.1 Research designs within RG1

Within RG1, Essay 1 explores the challenges of excessive transparency in organiza-
tional blockchain applications through a conceptual research approach. Given the lim-
ited empirical diffusion of blockchain systems in practice and the emerging but frag-
mented academic discourse, we chose to structureour investigation as a position pa-
per. This format allows for a literature-based exploration of the topic while aiming to
synthesize dispersed insights and provide guidance for both scholars and practitioners

(Electronic Markets, 2025; Hertzmann, 2023).

We began by conducting a literature review across major information systems and
computer science databases to identify prevailing assumptions and underexplored
risks associated with transparency in blockchain systems (Kannengiefer et al., 2020).
In particular, we analyzed technological features such as replicated transaction pro-
cessing and the immutability of data storage, which are often seen as enablers of trust
but which may, in practice, inadvertently expose sensitive information within various
sectors such as healthcare, supply chain, energy or the public sector. Building on this
literature foundation, we developed a pattern-based analytical frameworkto categorize
types of blockchain applications according to their data exposure characteristics. We
integrated findings from sixteen literature-based blockchain implementation projects
in sectors such as mobility, energy, and public administration (Andoni et al., 2019;
Jensen et al., 2019; Mattke et al., 2019; Rieger et al., 2019). Drawing on this experien-
tial base, we identified recurring concerns voiced by stakeholders regarding data pro-
tection, privacy, and strategic information control. To enrich our conceptual analysis,
we reviewed relevant legal and regulatory frameworks, particularly the GDPR, and
technological approaches such as permissioned blockchains, SSI and privacy-enhanc-
ing technologies (e.g., ZKPs). These components were analyzed as potential mitigators
of transparency-related challenges. The essay thus serves as a theoretical foundation
for further empirical and design-oriented research on balancing challenges of trans-

parency and confidentiality in decentralized systems for practical diffusion.

In Essay 2, we adopted a conceptual research approach to explore SSI as a fundamen-
tal paradigm for wallet-based identity management. Given the fragmented and often
technologically driven discourse surrounding SSI, this essay aim s to provide a struc-
tured theoretical grounding by synthesizing current literature, institutional develop-

ments, and architectural considerations systematically. To this end, we conducted a
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systematic literature review following Webster and Watson (2002) spanning the do-
mains of identity management, cryptography, and decentralized information systems.
Using the search string (“self-sovereign identity” OR “self-sovereign identities” OR
(“wallet” AND “identity”) OR (“wallet” AND “identities”) OR “verifiable credential”OR
“verifiable credentials” OR “decentralized identity” OR “decentralized identities”), we
queried three academic databases (AISeL, Web of Science and ScienceDirect) for the
period until January2025. Theinitial search yielded 1,269 articles which were reduced
to1,173 — followingtheremoval of duplicates. As a next step, we conducted a screening
based on title (2771), abstract (108), and full text. We complemented the sample with
forward and backward searches and manual additions, resulting in a final corpus of 62
articles. On the basis of literature, we derived the core value propositions of self-sover-

eign identity within the issuer—holder—verifier trust triangle.

Our review included academic contributions and partially relevant regulatory and pol-
icy documents, such as the European Union’s eIDAS 2.0 regulation and the proposed
EUDIW. By mapping the evolution from siloed and federated identity systems toward
decentralized, user-centric architectures, as also described by Rieger et al. (2024), we
established a clear conceptual basis for understanding the unique characteristics and
transformative potential of SSI. We analyzed how technological components such as
VCs, digital wallets,and verifiable data registries enable secure, interoperable,and pri-
vacy-preserving identity interactions. Particular emphasis was placed on mechanisms
such as selective disclosure and ZKPs which support data minimization and user sov-
ereignty (Abraham et al., 2021). Following our analysis, we identified and categorized
the value propositions offered by SSI to its key stakeholders. By doing so, we demon-
strated how SSI can contribute to trust, efficiency, and data control in both business-

to-consumer (B2C) and business-to-business (B2B) contexts.

4.2 Research designs within RG2

In relation to RG2, Essays 3 and 4 adopt a design science research (DSR) methodology
following Peffers et al. (2007) for the development of emerging decentralized systems.
This methodological lens is particularly appropriate for tackling complex challenges in
the information systems research domain by means of iterative cycles of artifact con-
struction and evaluation (Baskerville et al., 2018; vom Brockeet al., 2020). The result-

ing artifacts, which may take the form of conceptual constructs, design models,
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procedural methods or technological implementations, are intended to contribute to

both theoretical understanding and practical application (March & Storey, 2008).

In Essay 3, we followed the DSR methodology as proposed by Peffers et al. (2007) to
develop and evaluate a wallet-based IT architecture for enabling seamless MaaS pro-
visioning. This approach supports the systematic development of relevant IT artifacts
through iterative build-and-evaluate cycles, addressing the complex socio-technical

challenges of decentralized service ecosystems (vom Brocke et al., 2020).

We initiated our research by identifying core problems in the current MaaS landscape,
particularly the lack of interoperability, the risk of market power concentration, and
the absence of trust-preserving mechanisms for handling sensitive data between com-
peting MSPs. To derive design objectives and requirements, we conducted an SLR fol-
lowing Webster and Watson (2002) across seven major academicdatabases. Our initial
search yielded 2,165 results, from which we screened 2,051 articles after removing du-
plicates. Applying a four-stage filtering process, we identified 14 relevant publications
to inform our conceptual foundation. Recognizing limitations in the literature, partic-
ularly the lack of business and implementation perspectives, we complemented the
SLR with 17 ex-ante expert interviews, each lasting an average of 51 minutes, totaling
approximately 867 minutes of recorded material (Myers & Newman, 2007). We ana-
lyzed the transcripts using open and axial coding to derive four design objectives and
nine detailedrequirements for seamless, privacy-preserving, and cooperative MaaS ar-
chitectures (Corbin & Strauss, 2015; Saldana, 2021). Based on these insights, we itera-
tively designed and instantiated an SSI-based IT architecture following the structure
of Kruchten (1995), including a prototype wallet application for ticket issuance and
verification. We then conducted a criteria-based qualitative evaluation involving seven
ex-post expert interviews with practitioners from OEMs, IT providers, and mobility
operators, totaling approximately 406 minutes of interview time (average of approxi-
mately 58 minutes per interview) (Venable et al., 2016). The evaluation combined a
live prototype demonstration with structured discussions to assess the artifact’s feasi-
bility, utility, and alignment with the identified requirements. To analyze the data, we
applied a two-cycle coding process: first, provisional coding aligned with the prede-
fined requirements, followed by axial coding to surface underlying design mechanisms
(Saldana, 2021). These evaluations informed refinements to the artifact and supported

the derivation of three nascent design principles for SSI-based MaaS systems. These
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principles highlight the need for hybrid architectures combining centralized and de-
centralized elements to balance cooperation and competition among MSPs. By com-
bining rigorous literature synthesis, in-depth expert input, and artifact evaluation, this
essay contributes actionable design knowledge and architectural guidance for the de-

velopment of privacy-aware, interoperable Maa$S solutions using digital wallets.

In Essay 4, we also employed the DSR methodology as outlined by Peffers et al.
(2007) to developand evaluate a blockchain-based IT architecture to support coopeti-
tion dynamics in supply chain management. The DSR process enabled us to iteratively
construct and refine a decentralized solution to address the trade-off between cooper-
ation benefits and the need to protect sensitive business information, particularly in
the construction industry, which is characterized by project-based supply chains and

strong competitive interdependencies.

We began by identifying the core problem of centralized platform dominance and the
associated risk of strategic data disclosure, which hinders collaboration among direct
competitors. To establish a robust conceptual foundation, we conducted an SLR fol-
lowing Webster and Watson (2002) across seven academic databases using a defined
search string. The initial search yielded 677 articles, which we filtered through title,
abstract, and full-text screening, as well as forward and backward searches, ultimately
resulting in a final set of 23 peer-reviewed publications relevant to blockchain-enabled
coopetition in supply chain contexts. From this literature base, we applied a three-
phase coding process including open, axial, and selective coding following Corbin and
Strauss (2015) and Saldana (2021) to derive eight overarchingdesign objectives. These
comprise data protection, accountability, decentralization, performance, interopera-
bility, traceability, transparency, and automation. These objectives guided the design
of our decentralized delivery invoice system architecture, conceptualized through the
4+1 architectural view model, which structures system architecture through multiple
interrelated perspectives and supporting use-case scenarios (Kruchten, 1995), with a

specific focus on the process and physical views.

To evaluate our design artifact, we conducted nine ex-post expert interviews with pro-
fessionals from the blockchain and construction domains. Each interview was semi-
structured and accompanied by a live demonstration of the prototype, resultingin a
total of 469 recorded minutes (average of 52 minutes per interview). The evaluation

followed the Frameworkfor Evaluation in Design Science (FEDs) proposed by Venable



Research designs 33

et al. (2016), applying both formative and summative elements. We assessed the arti-
fact’s feasibility, utility, and alignment with the derived design objectives. Data from
the interviews were analyzed through a two-cycle coding approach, including provi-
sional coding based on the predefined design objectives and axial coding to identify
architectural design mechanisms. Based on these analyses, we derived three imple-
mentation guidelines which outline when to adopt decentralized systems, how to pro-
tectinter-organizational dataexchangesthrough private channels and data collections,
and how to enhance confidentiality via privacy-preserving technologies such as ZKPs.
By integrating theoretical insights, stakeholder input, and architectural design in a
coopetitive supply chain setting, this essay contributes prescriptive knowledge con-
cerningthe way in which decentralized information systems can be configured to man-

age sensitive data while enabling collaboration among competitors.

4.3 Research designs within RG3

Thethirdresearch goal addressesthe practical realization of decentralized information
systems by exploring how such systems can be successfully structured and governed in
complex multi-actor environments. Whilst earlier essays focused on technological
adoption mechanisms and design, this part of the dissertation shifts the analytical lens
towards the conditions under which decentralized systems, particularly those con-
cerned with digital identity, can be effectively orchestrated across organizational and

ecosystem boundaries.

In Essay 5, we adopted a theory-building, embedded single-case study approach fol-
lowing Yin (2018) to explore the interoperability dynamics in digital identity ecosys-
tems. Drawing on the information ecology theory of digital innovation ecosystems (P.
Wang, 2021), we investigated how multi-layered interactions between ecosystem ac-
tors affect the stabilization or destabilization of interoperability as a key requirement
for the sustainable development of decentralized identity solutions. This methodolog-
ical approach is particularly well-suited for capturing the complex and evolving nature
of digital identity ecosystems by enabling an in-depth analysis of interactions across

individual, organizational, and systemic levels (Eisenhardt, 1989; Meredith, 1998).

Our case study centers on Germany’s Secure Digital Identities showcase program, one
of the most prominent national initiatives to establish a digital identity infrastructure

aligned with eIDAS 2.0. We collected and triangulated data from six qualitative
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sources, including public documents (226 pages), internal documentation (123 pages
and 138 slides), social media data (610 tweets and 319 LinkedIn posts), audiovisual
materials (18 hoursand 11 minutes),and 16 documents offield notes. The primary data
source consisted of 24 semi-structured expert interviews conducted between June
2021 and March 2024, totaling 16 hours and 40 minutes of interview recordings and

more than 920,000 transcribed characters.

Our analytical process followed a structured four-phase coding approach (Saldana,
2021). In Phase 1, we performed open coding to derive part-whole relationships, lead-
ing to a preliminary holarchy of the showcase program. In subsequent phases, we iter-
atively developed second-order themesbased on innovation tasks, such asnegotiating,
integrating, or standardizinginteractions (Gioiaet al.,2013). To ensure analytical rigor
and internal validity, we conducted peer debriefings, triangulated across multiple data
types, and applied theory-driven categorization in alignment with the P. Wang (2021)
holarchy model. In this regard, we conceptualized the ecosystem as composed of “ho-
lons”, which embody self-contained subsystems that also function as parts of broader
structures. Our embedded units of analysis included four showcase projects (IDunion,
ID-Ideal, ONCE, SDIKA), associated work packages, organizations, and use cases
(Federal Ministry for Economic Affairs & Energy, 2021). The resulting holarchy model
enabled us to analyze systematically how ecosystem-wide decisions about interopera-
bility emerge through iterative negotiation, harmonization, and standardization across
ecosystem levels. Our contribution isatheory-informed frameworkthat conceptualizes
interoperabilityas a dynamic outcome of recursive multi-level interactions. By map-
ping innovation tasks and stakeholder roles across holonic layers, we offer theoretical
and practical guidance for designing decentralized identity ecosystems and inform fu-

ture research and policy.

In Essay 6, we adopted a single-case study methodology informed by the Affordance-
Experimentation-Actualization (A-E-A) (Du et al., 2019) to explore how public sector
organizations engage with SSI as an emerging digital identity paradigm (Eisenhardt,
1989; Yin,2018). Thisapproach enabled usto investigate the socio-technical dynamics
of innovation in a real-world public administration context, with particular attention

given to the iterative nature of experimentation and organizational learning.

The case study focused on a tax authority’s applied research project aiming to proto-

type an SSI-based identity and tax registration process for online marketplaces. Over
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a six-month period, we gathered qualitative data from five different sources, compris-
ing semi-structured expert interviews, project documentation, archival records, direct
observations, and technical artifacts. Our primary data consisted of 10 in-depth expert
interviews conducted with stakeholders from public administration, IT service provid-
ers, and research institutions. The interviews were conducted at the end of the project
and supplemented with follow-up communications. In total, we recorded approxi-
mately 590 minutes of interview material. We triangulated this data with over 300
pages of internal documentation, project presentations, technical implementation rec-

ords, and observations from 20 formal and informal meetings.

For data analysis, we followed a structured three-phase coding procedure inspired by
Corbin and Strauss (2015) and Saldana (2021) consisting of open, axial, and selective
coding. In the first phase, two researchers independently coded the data to identify
activities related to affordance discovery, experimentation, and actualization. During
axial coding, first-order codes were grouped into second-order themes. A series of cod-
ing workshops ensured inter-coder reliability and theoretical alignment. In the final
stage, we mapped relationships between themes and phases of the A-E-A framework
to trace how affordances emerged and were actualized following Gioia et al. (2013).
Furthermore, we documented six distinct experimentation activities, including con-
ceptual exploration of identity processes, adaptation of technical frameworksto legal
constraints, and mitigation of technical and organizational barriers. These experimen-
tation phases improved the organization’s technical, political, and cultural readiness
for SSI adoption. By capturingtheinterplay between emergingdigital identity technol-
ogies and institutional constraints, the essay contributes an affordance-based innova-
tion framework tailored to public sector contexts. This framework elucidates how pub-
lic agencies can discover and realize the value of SSI through structured experimenta-

tion, stakeholder alignment, and iterative learning processes.

Finally, in Essay 7, we conducted a multivocal literature review (MLR) following the
methodological guidance of Garousi et al. (2019) to investigate the value propositions
that private companies can offer within emerging CBDC ecosystem rollouts. This ap-
proach was particularly suited to our research goal, as it enabled us to systematically
synthesize insights from both academic (white) and practitioner (grey) literature,
thereby capturing a more holistic view of an emergent and rapidly evolving topic situ-

ated at the intersection of finance, technology, and policy.
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We began by formulating a comprehensive search string based on an initial scoping
review and keyword extraction, which we applied across four major academic data-
bases (AIS eLibrary, ScienceDirect, Scopus, and Web of Science) and supplemented
with a structured Google Scholar search for grey literature. Our database search re-
turned 1,134 records, from which we removed 326 duplicates. The remaining 808
items were screened in four phases including title, abstract, full-text, and a for-
ward/backward citation search which resulted in a final dataset of 52 publications: 39
white literature and 13 grey literature items. To ensure rigor, we applied inclusion and
exclusion criteria, screened all grey literature using a 17-point quality assessment, and
applied a literature saturation criterion during grey literature collection. Notably, grey
literature from institutions such as the BIS Innovation Hub and various central banks
added depth to the evolving discourse on CBDCs. Each publication was analyzed
through qualitative coding and categorized into two non-exclusive groups: (1) value
propositions explicitly mentioned in 22 sources and (2) value propositions derived

from unmet needs identified in 43 sources.

The final set of value propositions was structured into four overarching categories: (1)
accessibility and usability, (2) financial infrastructure, (3) regulatory compliance and
onboarding, and (4) operations and support services. These were matched against cor-
responding ecosystem needs, which we extracted and organized in parallel to the coded
propositions. Where gaps were identified between existing needs and documented
propositions, we derived additional conceptual value propositions, such as cybersecu-
rity solutions, audit and reporting mechanisms, and end-user incentivization strate-
gies. By adopting a multivocal and inductive approach, this essay contributes a com-
prehensive synthesis of how private organizations can create value in a CBDC ecosys-
tem rollout. The results not only systematize existing knowledge but also serve as a
foundation for developing business models and guiding furtherempirical researchinto

the evolving CBDC landscape.
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5 Summary of the results

Thefollowingsection synthesizesinsights from theseven essays, which investigatehow
persistent adoption challenges can be overcome, how emerging decentralized systems
can be effectively designed and managed, and, ultimately and above all, how to cope
with adoption dynamics as challenge to be overcome to facilitate the successful diffu-

sion into practice.

5.1 Essay 1: The transparency challenge of blockchain in organizations

In Essay 1, we investigated at a conceptual level how excessive transparency in block-
chain-based organizational systems can hinder adoption and diffusion in practice. Our
analysis was grounded in the assumption that technological features such as immuta-
ble data storage and replicated transaction processing, while commonly framed as
sources of trust, can create unintended risks when sensitive data becomes broadly vis-

ible across organizational boundaries (KannengieBer et al., 2020).

To understand the practical implications of this tension, we synthesize insights from
more than sixteen real-world blockchain implementation projects across sectors in-
cluding energy, mobility, and public administration (Andoni et al., 2019; Mattke et al.,
2019; Rieger et al., 2019; Shi et al., 2020; Warkentin & Orgeron, 2020). Drawing from
this empirical base, we identify recurring stakeholder concerns regarding data protec-
tion, strategic control, and compliance with regulatory frameworks (Sternberget al.,
2020). These concerns are particularly relevant in inter-organizational contexts where
transaction visibility may lead to competitive disadvantages or legal vulnerabilities

(KannengieBer et al., 2020; Platt et al., 2021)

As a result, we categorize blockchain application types according to their respective
data exposure profiles. Our analysis reveals that across various use cases considering
token transfers, process automation, and verifiable data exchange, a persistent trade-
off exists between the benefits of transparency and the need for data confidentiality.
Even in permissioned blockchain systems, where access is restricted to a defined set of
actors, data replication and process automation often reintroduce exposure risks
(Toufaily et al., 2021). In response, we explore three categories of solution approaches:
First, permissioned blockchains can helplimit access and control consensus participa-

tion as they require robust governance and may hinder interoperability (Sedlmeir,
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Wagner, et al., 2022). Second, SSI systems offer mechanisms for bilateral and verifia-
ble data exchange that minimize on-chain data exposure (Sedlmeir et al., 2021). Third,
privacy-preserving technologies such as ZKPs enable validation without disclosure
while, however, technical and organizational barriers remain (Ben-Sasson et al., 2019;

Bootle et al., 2020).

Through this synthesis, we contribute a nuanced understanding of transparency as a
context-sensitive design challenge rather than a universally desirable property. By po-
sitioning excessive data transparency as a central barrier to the diffusion of blockchain
systems in practice, the essay offers conceptual foundations and design considerations
for both scholars and practitioners aiming to develop privacy-aware decentralized in-

formation systems.

5.2 Essay 2: Self-Sovereign Identity and digital wallets

In Essay 2, we investigate the foundational value propositions of SSI systems and their
role in shaping future digital identity ecosystems. Against the backdrop of fragmented
identity management solutions and increasing demands for privacy, portability, and
user-centricity (Franz & Benlian, 2022; Pfitzmann & Hansen, 2010), we synthesize
fragmented insights into a coherent theoretical foundation. The essay contributes to
the understanding of SSI not merely as a technical innovation but as a paradigm shift

in digital identity management (Sedlmeir et al., 2021).

We conduct a systematic literature review following Webster and Watson (2002) to
identify key limitations of current identity models and derive core SSI components—
VCs, wallets,andregistries—analyzed through the trusttriangle ofissuers, holders, and
verifiers (Cucko et al., 2022; Sedlmeir et al., 2021). In particular, we analyze how SSI
enables selective disclosure, privacy-preserving verification, and cryptographically as-
sured data integrity (Babel & Sedlmeir, 2023; Ben-Sasson et al., 2019). Drawing on
recent research and implementation projects such as the EUDIW (Schwalm et al.,
2022), we articulate distinct value propositions for each actor group: efficiency and
risk reduction for issuers, data control and usability for holders, and verifiability, cost

reduction, and (regulatory) compliance for verifiers.

Our contributions position SSI as an enabler of trusted, decentralized digital identity

interactions, while acknowledging the socio-technical and organizational challenges
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that hinder widespread adoption. These include the need for standardization, govern-
ance mechanisms and balanced incentive structures across the ecosystem. By system-
atically mapping the potentials and limitations of SSI, this essay provides a theoretical
basis for future empirical studies and design-oriented research on identity systems in

electronic markets.

5.3 Essay 3: Toward seamless mobility-as-a-service: Providing multi-
modal mobility through digital wallets

In Essay 3, we adopt a rigorous DSR approach in order to develop and evaluate an SSI-
based IT architecturethat enables seamless provisioning of MaasS through digital wal-
lets (Peffers et al., 2007). The research objective of this architecture is to reconcile the
coopetitive tensions between MSPs by facilitating decentralized and privacy-preserv-
inginteractions without requiring the disclosure of sensitive strategic business data or
customer interfaces to centralized intermediaries (Ritala, 2022; Smichowski Carballa,
2018). Byinstantiatinga functional prototype, conductingan SLR (Webster & Watson,
2002), and expert interviews (Myers & Newman, 2007), we demonstrate how digital
wallets can serve as a foundational enabler for modular, interoperable, and user-cen-
tricMaasS ecosystems. In this context, we make three main contributionsto the existing

knowledge base:

First, we design a decentralized MaaS architecture as the design science core contribu-
tion to empower travelers to seamlessly discover,book, and verify multimodal mobility
services via their digital wallet within a decentralized system. The conceptual architec-
ture enables bilateral credential exchange between travelers and MSPs and introduces
a modular routing service which can be implemented by any MSP. This approach fos-
ters open competition while avoiding platform lock-in and maintaining data sover-

eignty for all stakeholders (Hoffmann et al., 2021).

Second, and based on our design, we derive three design principles to inform the de-
velopment of decentralized and wallet-based identity management infrastructures in
coopetitive service markets: (1) separate coordination and exchange of general service
information from the exchange of personal or sensitive business data, (2) coordinate
general service information through multiple competing service aggregator applica-
tions, and (3) use digital wallets for the secure and efficient exchange of verifiable per-

sonal data (Hoess et al., 2024). These principles reflect a hybrid design paradigm that
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integrating centralized and decentralized components to enable scalable, trustworthy,

and interoperable seamless mobility services.

Third, we demonstrate how identity management via digital wallets can address the
limitations of blockchain-based MaaS infrastructures (Jorgensen & Beck, 2022; Lacity
& Carmel, 2022). In particular, our findings illustrate that SSI enables verifiable yet
disintermediated service provisioning, allowing MSPs to remain independent while
still contributing to integrated traveler experiences. By decoupling credential issuance
and verification from booking logic, our architecture mitigates coordination problems
and reducestherisk of market power concentration. At the sametime, travelers benefit
from improved onboarding, selective identity disclosure, and consistent user experi-

ence across multiple services.

Taken together, these contributions advance the discourse on decentralized identity
management and service orchestration in the mobility domain. By demonstrating a
privacy-preserving, modular, and technically feasible approach to seamless MaaS pro-
visioning, this research offers actionable design knowledge for both academia and
practice. The proposed architecture not only resolves key tensions between coopera-
tion and competition but also lays a robust foundation for future MaaS infrastructures

prioritizing interoperability, user empowerment, and equitable market participation.

5.4 Essay 4: Striking a balance: Designing a blockchain-based solution to
navigate coopetition dynamics in supply chain management
In Essay 4, we also apply a rigorous DSR approach to develop and evaluate a block-
chain-based information system that enables secure, decentralized processing of digi-
tal delivery invoices in the construction industry (Peffers et al., 2007). The proposed
system addresses the coopetitive tension between data transparency and confidential-
ity by facilitating collaboration through verifiable automation while safeguarding sen-
sitive business information from competitive exploitation (Lautenschlager et al.,
2023). To that end, we synthesize insights from a systematicliteraturereview, derive
design objectives, and instantiate a functional prototype evaluated through expert in-

terviews. Thus, we contribute to the existing knowledge base in three significant ways:

First, we derive eight design objectives for coopetition-aware information systems in
supply chains: data protection, accountability, decentralization, performance, interop-

erability, traceability, transparency, and automation. These objectives collectively
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ground our solution approach which advocates the integration principle of coopetition
theoryandinform thedevelopmentofdigital infrastructures necessary to balance com-
petitive and cooperative concerns (Bengtsson & Kock, 2000; Fernandez & Chiam-
baretto, 2016). Our artifact demonstrates how these objectives can be instantiated
through technical features, such as identity management, privacy-preserving invoice

routing and blockchain-based process governance.

Second, we design a decentralized blockchain architecture tailored to the dynamics of
construction supply chains, which supports secure and automated invoice processing
without central intermediaries (Bagni et al., 2024). The architecture leverages permis-
sioned blockchain features such as private channels, data collections, and role-based
access control within Hyperledger Fabric to ensure traceability and accountability
while maintaining granular data privacy (Zhong et al., 2020). Through its modular
backend and frontend components, the solution accommodates diverse organizational
requirements, thereby enabling interoperability and process customization for stake-

holders of different sizes and technological maturity (Guggenberger et al., 2022).

Third, we synthesize our design and evaluation findings into three implementation
guidelines for practitioners. These guidelines recommend (1) opting for a decentralized
solution when thebenefits ofleveraging network effects in a coopetitive marketsurpass
the complexities and challenges of its implementation, (2) utilizing private data collec-
tions and private channels to protect inter-organizational data exchanges from unau-
thorized third-party access, and (3) enhancing private data collections and channels
with additional privacy-preserving technologies to ensure complete data confidential-
ity. In doing so, we respond to persistent barriers to blockchain adoption—particularly
data disclosure concerns—and propose actionable pathways to foster trust, compli-
ance, and efficiency in digital supply chain ecosystems (Platt et al., 2021; Troncoso et

al., 2017).

Together, these contributions advance the design and implementation of blockchain-
based systems for supply chain automation by integrating coopetition theory with pri-
vacy-enhancing system design. Our research provides theoretically grounded and
practically relevant design knowledge which supports decentralized collaboration
whilst atthe sametime mitigating the risks ofinformation asymmetry, market monop-

olization, and legal non-compliance.
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5.5 Essay 5: Interoperability in digital identity ecosystems

In Essay 5, we examine the dynamics of interoperability in digital identity ecosystems
by applying the information ecology theory to a large-scale public sector initiative in
Germany. Conceptualizing digital identity ecosystems as holarchically structured sys-
tems (Engertetal., 2025; P. Wang, 2021), we investigate how part-wholerelationships,
interactions among actors, and temporal dynamics contribute to the stabilization or
destabilization of interoperability over time (Hanseth & Lyytinen,2010). Our empirical
findings reveal that interoperability is not a static, technically determined feature but
a continuously negotiated outcome of socio-technical interactions between diverse
stakeholders across ecosystem levels. Using an embedded single-case study (Yin,
2018), we identify a range of mechanisms, such as harmonization, negotiation, inte-
gration, and adaptation shaping the conditions under which interoperability emerges

and evolves in practice.

This essay advances the information ecology theory by adapting it to the specific char-
acteristics of digital identity ecosystems. We demonstrate that these ecosystems are
inherently polycentric, lacking a central coordinating entity, and thus require decen-
tralized governance structures and bottom-up coordination to achieve sustained in-
teroperability. We contribute to the theoretical discourse by introducing a multi-level
framework which conceptualizes digital identity ecosystems, according Rieger et al.
(2024), and interoperability within those ecosystems as a dynamic socio-technical
equilibrium shaped by ongoing holon activities and interactions. Furthermore, we ex-
tend existing research on ecosystem governance (Hanseth & Lyytinen, 2010), by illus-
trating how interoperability equilibria depend not only on technical standardization
butalso onthealignment ofregulatory, organizational,and strategiclogics. Byembed-
ding interoperability within the broader theoretical constructs of holarchies and part-
wholeinteractions, we offer a novel lensfor analyzing decentralized innovation ecosys-

tems beyond the context of digital identities (Gasser, 2015).

In practical terms, the study provides actionable guidance for policymakers, ecosystem
designers, and practitioners involved in the development and orchestration of digital
identity infrastructures. We show that interoperability can be supported through
multi-stakeholder coordination practices, cross-ecosystem knowledge exchange, and
the alignmentofgovernance mechanisms. Our findings underscore the need to actively

manage the tensions between both decentralization and harmonization, innovation
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and standardization, and to foster scalable and resilient digital identity ecosystems. By
revealing how interoperability is enacted in practice through iterative interaction and
co-development, this essay contributes to the design and governance of ecosystem ar-
chitectures which are both adaptable and inclusive. In sum, we offer both theoretical
and empirical foundations for understanding interoperability as a dynamic and situ-

ated phenomenon in complex socio-technical systems.

5.6 Essay 6: Self-Sovereign Identity in the public sector: Affordances, ex-
perimentation, and actualization
Essay 6 investigateshow publicsector organizations can successfullyinnovate with SSI
by examining a real-world implementation project in the context of tax registration
processes. Grounded in the A-E-A theory (Du et al., 2019), the study provides an in-
depth review of how organizational actors engage with emerging digital identity tech-
nologies through iterative experimentation and contextual adaptation. The case re-
veals four organizational-level affordances of SSI: (1) Organizations can issue signed
identity documents using a decentralized PKI, (2) the identity holder can verifiably
present identity independent from the identity provider, (3) the identity holder can
selectively combine properties from certificatesissued by differentissuers,and (4) ver-

ifiers can prove that they received a verifiable presentation.

The study extends the A-E-A framework by detailing how experimentation activities,
including conceptual exploration, adaptation to legal frameworks, and constraint mit-
igation, increase an organization's technical, political, and cultural readiness to actual-
ize the potential of SSI (Hong et al., 2022; Kankanhalli et al., 2017). This procedural
understanding advances affordance theoryin the context of emerging technologies and
demonstrates its relevance for public sector innovation. Furthermore, the study con-
tributes to the SSI literature by highlighting not only technical capabilities but also the
socio-organizational shifts required for successful adoption, including changes in per-
ceptions of data sovereignty, trust, and responsibility. Importantly, it uncovers an un-
derexplored capability of SSI in public sector contexts which is crucial in audit-heavy

domains such as tax administration (Goh & Arenas, 2020).

In practical terms, the essay provides actionable insights for public managers and sys-
tem designers seeking to implement SSIin government services. It demonstrates that

successful implementation depends on aligning emerging technologies with legal
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requirements and addressing organizational and cultural barriers through structured
experimentation. The developed enterprise agents and the adaptation of verification
flows illustrate the necessity of tailoring SSI infrastructures to the operational realities
of public institutions. Moreover, the study emphasizes the importance of interopera-
bility and standards to ensure that SSI systems can scale and function across adminis-
trative and jurisdictional boundaries (Meijer, 2015). In summary, Essay 6 offers both
conceptual clarity and empirical grounding for understanding how decentralized digi-
tal identity solutions can be effectively developed and managed in public sector con-

texts.

5.7 Essay7: A multivocal literature review on capturing value proposi-
tions for private organizations in a CBDC ecosystem

Essay 7 explores the value propositions private organizations can offer within CBDC
ecosystems by conducting an MLR (Garousi et al., 2019). We thus integrate insights
from both academic (white) and industry (grey) literature to develop a holistic under-
standing of private sector VPs. In this context, we explore the emergence of CBDCs as
a transformative development in the financial system which can integrate elements of
traditional banking with innovations from DeFi and FinTech. By examining both ex-
plicit value propositions from literature and those derived from unmet ecosystem
needs, the study contributes to the evolving discourse on the ability of private organi-

zations to facilitate the implementation and adoption of CBDCs.

Essay 7 extendsthe currentliterature on digital currencies, FinTech, and decentralized
finance by proposing a structured framework of four overarching categories of value
propositions: accessibility and usability, financial infrastructure, regulatory compli-
ance and onboarding,and operations and support services (Gramlich et al.,2023).This
categorization serves as a conceptual scaffold to promote an understanding of how
companies can align their offerings with key ecosystem needs. The study also identifies
previously underexplored areas such as cybersecurity, auditability, and incentivization
strategies, thereby broadening the scope of CBDC-related value creation beyond com-
monly discussed topics. Furthermore, by integrating value propositions derived from
general CBDC ecosystem needs, the essay extends the business model ontology of Os-
terwalder and Pigneur (2010) and emphasizes the foundational role of value proposi-

tions in designing viable business models for CBDC adoption.
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The essay provides practical, actionable insights for both policymakers and private ac-
tors. It identifies specific opportunities for organizations to deliver technological solu-
tions, such as CBDC wallets,identity-linked infrastructure, privacy-enhancing technol-
ogies, and AML/CFT compliance systems. Additionally, it highlights support services
such as user education, consultancy, and customer onboarding which can ease the
transition toward CBDC use. These insights are critical for fostering collaboration be-
tween central banks and private firms, ensuring that CBDC systems are not only tech-
nically viable but also socially and economically embedded. By surfacing and synthe-
sizing concrete service areas and business opportunities, the essay supports the devel-
opment of sustainable and innovative business modelsin an emerging digital monetary

ecosystem.
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6 Discussion and conclusion

To conclude the introduction of my dissertation, I will now summarize the outlined
contents, reflect on the contributionsto theory and the implications for practice, iden-

tify the limitations of my research, and propose avenues for further research.

6.1 Summary

In this dissertation, I contribute to the investigation of how emerging decentralized
information systems can be designed and managed to cope with adoption dynamics in
practice. To address this overarching question, I define three research goals: RG1 fo-
cuses on identifying and understanding potentials and challenges for implementing
decentralized systems in organizations. RG2 aims to develop and design solution ap-
proaches that support the adoption of decentralized systemsin practical contexts. RG3
seeks to investigate and successfully exploit decentralized solutions in real-world eco-

systems.

To explore these goals, the dissertation builds on a series of seven individual research
essays, applying a range of research methodsincluding conceptual analysis, systematic
literature reviews, design science research, and embedded single-case studies. These
methods enable a multi-faceted examination of the design, implementation, and gov-
ernance of decentralized information systems. Addressing RG 1, Essay 1 explores how
excessive transparency in blockchain systems can undermine adoption by exposing
sensitive organizational data and proposes design implications for balancing transpar-
ency and confidentiality. Essay 2 develops a conceptual foundation for SSIby outlining
stakeholder-specificvalue propositionsin SSI-based digital identity ecosystems. More-
over, Essays 3 and 4 contribute to RG2 by applying a DSR approach to develop and
evaluate decentralized architectures in mobility and supply chain domains. Essay 3
presents a wallet-based architecture for privacy-preserving seamless MaaS while Essay
4 introduces a blockchain-based solution to enable secure and selective data exchange
in coopetitive supply networks in the context of the exchange of delivery invoices
within the construction industry. Finally, Essays 5, 6, and 7 contribute to RG3. Essay 5
conceptualizesinteroperability stabilized or destabilized interactions in digital identity
ecosystems as a dynamic, multi-level process shaped by stakeholder alignment and in-

stitutional coordination. Essay 6 investigates how public sector organizations engage



Discussion and conclusion 47

with SSIthrough affordance-based experimentationand actualization processes. Essay
7 synthesizes the value propositions that private organizations can offer in emerging

CBDC ecosystems and highlights their strategic roles in ecosystem formation.

6.2 Theoretical, empirical, and artefactual contributions

In the seven essays comprising this cumulative dissertation, I explore how emerging
decentralized information systems can be designed and managed to cope with adop-
tion dynamics in practice. By investigating the interplay of socio-technical, organiza-
tional, and institutional factors, I answer my initially outlined research question by
providing contributions across three interconnected dimensions, as conceptualized by

Agerfalk and Karlsson (2020): theoretical, empirical, and artefactual.
Theoretical contributions

This dissertation contributesto the theoretical understanding of how emerging decen-
tralized information systems can be designed and managed to cope with adoption dy-
namics in practice. Grounded in a socio-technical perspective, the theoretical contri-
butions span foundational conceptual insights, domain-specific theory development,
and theory-informed design knowledge, responding thereby to the three overarching

research goals (RG1 - RG3) structuring this work.

In addressing RG1, this dissertation emphasizes dedicated adoption dynamics that are
context-specific and extend beyond general technical considerations. While prior re-
search has often centered on scalability (Sternberg et al., 2020), energy consumption
(Sedlmeir et al., 2020), or security challenges (Warkentin & Orgeron, 2020), our focus
within RG1 lies specifically on data protection and privacy aspects as one of the central
determinants of decentralized system adoption (Platt et al., 2021). Essay 1 challenges
the assumption that transparency is inherently beneficial in decentralized systems by
conceptualizing it as a double-edged sword which may hinder adoption and diffusion
in practice (Bossler et al., 2024). It develops a typology of excessive information dis-
closure to explain adoption barriers in inter-organizational blockchain use cases and
highlights the need for privacy-preserving design strategies in data-sensitive domains
(Lautenschlageret al., 2023; Schlatt et al., 2021). To address these challenges, the es-
say discusses architectural mitigation options such as ZKPs and SSI frameworks, ena-

bling selective disclosure while maintaining institutional trust and compliance.
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Through this lens, Essay 1 demonstrates how transparency-related design tensions
must be actively managed in order to support adoption (Sedlmeir, Lautenschlager, et
al., 2022). Building on this foundation, Essay 2 expands RG1 by examining SSI as a
distinct form of decentralization which prioritizes user control, interoperability, and
trust in fragmented ecosystems (Rieger et al., 2024). It provides a theoretical synthesis
of SSI’s core components—VCs, wallets, and registries—and analyzes their interaction
through the trust triangle of issuers, holders, and verifiers (Soltani et al., 2021). By
outlining stakeholder-specific value propositions and governance implications, the es-
say offers conceptual clarity and highlights how SSIsystems can address adoption chal-
lengesinidentity-centric,compliance-sensitivecontexts. Together, the two essays con-
tribute directly to RG1 by advancing the understanding of key adoption dynamics in-

fluencing the uptake of decentralized systems in practice.

With regard to RG2, which concerns the design of decentralized information systems
for adoption in practice, this dissertation contributes design knowledge which builds
on and extends existing theoretical frameworks in information systems design science
(Gregor & Hevner, 2013). Essay 3 develops a design theory for decentralized, wallet-
based MaasS systems that addresses coordination challenges among competing mobil-
ity providers (Hoess et al., 2024). It identifies design tensions between service integra-
tion and platform control and derives principles—such as selective disclosure and hy-
brid architectures—which inform the design of privacy-preserving, interoperable in-
frastructures in multi-actor settings. Essay 4 complements this perspective by using a
DSR approach to design a blockchain-based solution for data exchange in coopetitive
supply networks. It introduces coopetitive transparency as a design lens and provides
modular components for balancing collaboration and competition, showing how tech-
nical architectures can resolve strategic tensions without relying solely on institutional
governance (Lautenschlager et al., 2023). Together, these two essays contribute di-
rectly to RG2 by developing and designing concrete solution approaches that facilitate

the adoption of decentralized systems in practice.

In relation to RG3, which focuses on managing decentralized information systems in
practice, this dissertation contributes to a process-oriented theoretical understanding
of how decentralized systems are implemented, governed, and leveraged to exploit
valuein complex ecosystems. Essay 5 conceptualizesinteroperabilityin digital identity

ecosystems as a dynamic, multi-level equilibrium shaped by socio-technical
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interactions (P. Wang, 2021). It identifies mechanisms such as harmonization and ne-
gotiation which stabilize or destabilize interoperability and provides guidance for man-
aging decentralized infrastructures beyond static standardization. Essay 6 extends this
view by analyzing how public sector organizations engage with SSI through iterative
experimentation. Using the A-E-A framework (Du et al., 2019), it demonstrates how
aligning political, technical, and cultural dimensions enables innovation despite insti-
tutional constraints. Essay 7 shifts the focus to financial ecosystems and explores how
private actors contribute to the formation and governance of CBDC infrastructures. It
systematizes their roles and value propositions and embeds them in public—private
partnership theory to address institutional asymmetries. Together, these three essays
contribute directly to RG3 by advancing a theoretical understanding of how decentral-
ized systems can be managed in practice through dynamic implementation, govern-

ance, and value realization processes.
Empirical contributions

Beyond theoretical contributions, the dissertation offers rich empirical insights into
how decentralized information systems are implemented, adapted, and institutional-
ized in organizational and ecosystem contexts. Drawing on case studies, expert inter-
views, and structured literaturereviews, these findings enhance IS research on adop-
tion barriers, stakeholder alignment, and institutional readiness, particularly for tech-

nologies which currently remain emergent and contested, such as blockchain and SSI.

In line with RG1, the dissertation surfaces sociotechnical frictions related to transpar-
ency, trust,andregulatoryalignment. Essay 1 consolidates findings from sixteen block-
chain pilot projects, revealing recurring concerns around uncontrolled data exposure,
legal incompatibilities, and strategic resistance. These empirical observations contex-
tualize the conceptual argument that transparency can act as an adoption barrier, es-
pecially in inter-organizational settings. Similarly, Essay 2 draws on a systematic liter-
ature review to map how SSI is framed across academic and institutional discourses.
The analysis identifies critical gaps between design ambitions and ecosystem reali-
ties—particularly with regard to control delegation and interoperability—thereby en-

riching empirical understanding of SSI's institutional complexity.

In the context of RG2, the dissertation draws on deep stakeholder engagement to ex-
plore the design of practically adoptable decentralized systems. Essay 3 analyzes an

SSI-based MaaS prototype through pre- and post-evaluation interviews with
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practitioners (ex-ante and ex-post interviews). The study reveals concrete adoption
tensions - such as market concentration risks, governance ambiguity, and selective dis-
closure feasibility - which inform broader IS debates on user-centered and regulator-
compatible system design. Essay 4 evaluates a blockchain solution for digital invoice
handling by providing a structured literature review in order to derive nascent design
objectives and ex-post expert interviews for evaluation. The evaluation highlights how
coopetitive dynamics, data sovereignty concerns, and legacy system integration can
constrain even technically viable solutions in practice. Rather than assuming rational
platform uptake, the essay reveals how organizational asymmetries and strategic posi-

tioning shape actual adoption trajectories.

Regarding RG3, the dissertation provides rare empirical access to public-sector inno-
vation processes. Essay 5 offers a detailed look into Germany’s national SSI initiative
(Federal Ministry for Economic Affairs & Energy, 2021), demonstrating how interop-
erability emerges not from technical specifications alone but also from iterative align-
ment across governance, funding, and stakeholder expectations. Essay 6 deepens this
perspective by examiningadigital tax project through thelensofthe A-E-A framework.
The study illustrates how public actors gradually enact technical affordances through
organizational experimentation, adjusting to legal uncertainty and cultural inertia. By
capturing these iterative shifts, the essay contributes a processual view of institutional
learningin the public sector. Lastly, Essay 7 conductsan MLR to structure the evolving
roles of private actors in CBDC ecosystems (Garousi et al., 2019). It identifies actiona-
ble participation models and maps tensions between central bank mandates and com-
mercial innovation agendas—offering grounded insights into how decentralized fi-

nance infrastructures are co-shaped by public and private interdependencies.
Artefactual contributions

Complementingthetheoretical and empirical contributions, this dissertation advances
artefactual knowledge by designing and evaluating novel IT artefacts tailored to ad-
dress the adoption challenges of decentralized information systems. Across Essay 3
and 4, these artefacts materialize as architectural blueprints, structured design frame-
works and prototype instantiations, each grounded in domain-specific requirements
and iteratively refined through stakeholder engagement. The developed artefacts in-
clude a privacy-preserving SSI wallet architecture for MaaS ecosystems and a block-

chain-based invoice management system that operationalizes coopetitive design logic.
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Rather than positioning artefacts as isolated technical outcomes, the dissertation em-
beds them within their sociotechnical context, ensuring that each design reflects the
structural constraints, governance demands, and stakeholder needs relevant to its ap-
plication domain. These contributions enrich the design knowledge base in IS research
by offering actionable patterns and system-level structures for navigating decentrali-

zation in complex organizational and institutional environments.

6.3 Limitations

Exploring the ways in which emerging decentralized information systems can be de-
signed and managed to cope with adoption dynamicsin practice involves a high degree
of complexity. This complexity results not only from the technical challenges and con-
ceptual novelty of decentralized technologies and concepts (Lacity, 2018; Sternberg et
al., 2020), such as blockchain technology and SSI, but also from their embeddingin
heterogeneous organizational, regulatory, and institutional environments. Consider-
ing this complexity, several overarching limitations of this cumulative dissertation
must be acknowledged. While the individual essays reflect their own methodological
or empirical boundaries, the following section focuses on limitations applicability to

this overarching dissertation as a whole.

An initial limitation concerns the methodological emphasis on qualitative and design-
oriented approaches, such as conceptual analyses, case studies, and expert-based DSR
(Gioia et al., 2013; Peffers et al., 2007; Webster & Watson, 2002; Yin, 2018). These
methodswere deliberately chosen because they allow for rich and context -sensitive en-
gagement with the practical challenges of emerging technologies. They are particularly
well suited for uncovering design tensions, stakeholder frictions, and insti tutional con-
straints. However, these methods limit the generalizability of the results since their
context-specific nature and reliance on qualitative data make it difficult to derive uni-
versally applicable findings. The insights gained are often tied to particular cases, tech-
nologies, or stakeholder constellations, which may not readily translate to other set-
tings without further empirical validation or quantitative support. This observation
also applies to several design artifacts developed in the course of this research, which
were evaluated in structured expert settings but notimplemented in operational envi-
ronments. As a result, long-term organizational effects, integration challenges, and

emergent use practices could not be assessed. Operational implementation would not
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only allow for longitudinal observation but could also enable more systematic, quanti-
tative evaluation and validation. The dissertation does not include the quantitative,
statistical analysis or large-scale empirical validation that would be needed to quantify
relationships or test hypotheses across broader populations (Kaplan & Duchon, 1988).
Future research could complement the present work with quantitative studies that
measure, for example, user acceptance patterns, trust formation, or economic perfor-

mance indicators in different usage settings (V. Venkatesh et al., 2013).

Second, the technological and institutional conditions under which the research was
conductedreflect the state of development of decentralized systemsin the early2020s.
Technological progress in areas such as decentralized identity, cryptographic proto-
cols, or interoperability standards continues to evolve rapidly. Likewise, regulatory
frameworks and public sector strategies both in Europe and globally remain in flux.
Although the dissertation aims to derive design principles and conceptual models with
a degree of abstraction, some of the conclusions may require future adjustment in re-

sponse to new developments and regulations.

Third, the empirical scope of the dissertation is shaped by access to specific ecosystems
and institutional actors. Theresearch draws on projects conducted in German and Eu-
ropean contexts, including collaborations with public sector organizations and actors
in regulated industries (particularly Essays 5 and 6). Whilst these settings offer rare
and valuable insights, they reflect specific institutional arrangements, cultural expec-
tations,and regulatory constraints. Findings may therefore not be directly transferable
to other jurisdictions, sectors, or organizational structures. Future research could use
comparative case studies to analyze how adoption dynamics vary across national or

industry contexts.

Finally, while this dissertation emphasizesinter-organizational and institutional adop-
tion dynamics, it only addresses individual user perspectives to a limited extent. Alt-
hough aspects such as user control, privacy preferences, and trust in digital wallets are
considered, the research does not systematically investigate user behavior or experi-

ence. Further research could explore how users interact with decentralized systems in
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practice, how value is perceived from a citizen or customer perspective, and how usa-

bility and accessibility influence adoption outcomes.

6.4 Potential avenues for future research

Given that this dissertation contributes theoretical insights, empirical findings, and
design artifacts across different domains, including digital identity, mobility, and pub-
lic sector innovation, the limitations discussed above provide a valuable basis for iden-
tifying promising avenues for future research. These directions extend the scope of the

work presented and aim to deepen, validate, and broaden its findings.

First, futureresearch should focus on validating the proposed solution frameworks and
design artifacts in operational environments. While the prototypes developed in this
dissertation were evaluated through expert feedback and structured discussions, full-
scale implementations are needed to assess their long-term viability, user interaction
patterns, and integration with existing infrastructures. In particular, large-scale pilots
surrounding the EUDIW initiative (European Commission, 2023), emerging SSI-
based platforms (Schweizerische Eidgenossenschaft, 2025), or decentralized infra-
structure rollouts in regulated industries offer unique opportunities for an empirical
examination of the real-world performance, interoperability, and institutional anchor-

ing of decentralized architectures.

Second, ongoing advancements in cryptographic methods and decentralized architec-
tures offer fertile ground for further technical investigation. Technologies such as ZKPs
(Liu et al., 2025), decentralized identifiers (Vereecken, 2025), VCs, and decentralized
governance models are evolving rapidly (Shah, 2024). While this dissertation has al-
ready explored the conceptual potential of privacy-preserving technologies and advo-
cates ZKP-based mechanisms, future research should evaluate their scalability, com-
putational performance, and regulatory alignment more systematically by way of im-
plementation in a practical environment. Particular attention should be paid to the ex-
tent to which such technologies can resolve the inherent tensions between transpar-

ency, control, and confidentiality in multi-actor systems.

Third, future research should expand the methodological lens through which decen-
tralized systems are studied. Whilst this dissertation predominantly employs qualita-

tive and design-oriented methods, further research could benefit from methodological
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triangulation. Quantitative approaches, including controlled experiments or large-
scale surveys, could offer structured insights into user behaviour, trust formation, or
cost—benefit perceptionsin decentralized versus centralized system settings (Kaplan &
Duchon, 1988). Established theoretical models from information systems adoption re-
search — such as the DOI (Karnowski & Kiimpel, 2015) — could be applied to better
understand how individual users and organizations perceive and interact with decen-

tralized technologies.

Fourth,longitudinaland comparative research isneeded to examinehow decentralized
systems evolve over time and across institutional contexts (A. Venkatesh & Vitalari,
1991). The findings of this dissertation are embedded in a specific technological and
regulatory landscape shaped by European digital policy and German public sector
practices. Future research could explore how similar systems develop under different
legal, cultural,or economicconditions, or how ecosystems stabilize, fragment, or trans-
form over longer periods. Such comparative perspectives would contribute to a more
robust and generalizable body of knowledge on decentralized information infrastruc-

tures.

Finally, more attention should be paid to the human and societal dimension of decen-
tralization. Whilst this dissertation focuses primarily on organizational and inter-or-
ganizational levels, future research could explore the extent to which different user
groups experience autonomy, trust, and responsibilityin decentralized systems. Issues
such as digital literacy, inclusiveness, and the distribution of control across actors de-
serve more focused investigation. Understanding how individuals n avigate new forms
of digital identity, ownership, and accountability will be essential for building systems

that are not only technically sound but also socially embedded.
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co-authorshipis reflected equally across all phases of the research project.
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Essay 2: Self-Sovereign Identity and digital wallets
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Lautenschlager, Fabiane Volter, Tobias Guggenberger, Marc-Fabian Korner, Johannes

Sedlmeir, Jens Striiker, and Nils Urbach. The co-authors contributed as follows:
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phases of the research project.

Lukas Willburger (co-author)

Lukas Willburger co-developed the research project. He contributed to the develop-
ment of the paper’s content, structure, and textual elaboration. Furthermore, he par-
ticipated in the revision process during peer review. Thus, Lukas’s co-authorshipis re-

flected equally across all phases of the research project.
Jonathan Lautenschlager (co-author)

Jonathan Lautenschlager contributed to the research project by supporting the textual
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Tobias Guggenberger (co-author)
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igate coopetition dynamics in supply chain management
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Nils Urbach (co-author)
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ondary.
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content and structure. Thus, his co-authorshipis reflected in the entire research pro-

ject.

Jonathan Lautenschlager (co-author)

Jonathan Lautenschlagerco-developed the research project. He participated in regular
discussion rounds and helped develop the paper’s theoretical foundations, content,
and structure. He also engaged in textual elaboration, particularly in the introduction,
theoretical background, methodology, results, discussion, and conclusion sections. He
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The transparency challenge of blockchain in organizations2
Authors
Johannes Sedlmeir, Jonathan Lautenschlager, Gilbert Fridgen, Nils Urbach
Published in
Electronic Markets

Abstract

This position paper discusses the challenges of blockchain applications in businesses
and the public sector related to an excessive degree of transparency. We first point out
the types of sensitive data involved in different patterns of blockchain use cases. We
then argue that the implications of blockchains’ information exposure caused by repli-
cated transaction storage and execution go well beyond the often-mentioned conflicts
with the GDPR’s “right to be forgotten”and maybe more problematicthan anticipated.
In particular, we illustrate the trade-off between protecting sensitive information and
increasing process efficiency through smart contracts. We also explore to which extent
permissioned blockchains and novel applications of cryptographic technologies such
as self-sovereign identities and zero-knowledge proofs can help overcome the trans-
parency challenge and thus act as catalysts for blockchain adoption and diffusion in

organizations.

Keywords: Confidentiality; Data protection; Digital wallet; Distributed ledger technol-

ogy; Privacy; Verifiable computation

2 This essay has been published in: Sedlmeir, J., Lautenschlager, J., Fridgen, G., & Urbach, N.
(2022). The transparency challenge of blockchain in organizations. Electronic Markets, 32(3),
1779-1794.
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Self-sovereign identity and digital walletss
Authors

Matthias Babel, Lukas Willburger, Jonathan Lautenschlager, Fabiane Volter, Tobias
Guggenberger, Marc Fabian Korber, Johannes Sedlmeir, Jens Striiker, Nils Urbach

Published in
Electronic Markets
Abstract

Current approaches to managing digital identities struggle to meet the demands of on-
going digital transformation. They either create fragmented identities tied to specific
online services, making it difficult for users to manage, or they raise concerns about
beinglockedinto corporateidentity providersand data protection issues. Additionally,
they provide limited support for machine-verifiable identity attributes. This reliance
on third parties for managing machine identities can put companies at a market disad-
vantage. Therefore,thereisa pressingneed for a unifiedidentity managementsolution
that allows for the portable and interoperable use of verifiable identity data across ser-
vices. The recently announced European Digital Identity Wallet marks a significant
stepforward in digital identity management. Thisinitiative aimsto provide EU citizens
with a unified, secure, and convenient way to access both public and private online
services, thereby enhancing the efficiency and security of digital interactions and pri-
oritizing user needs. Self-sovereign identity (SSI) forms the basis for such a wallet-
based identity ecosystem that supports electronic market growth. However, as a rela-
tively new concept, SSI still lacks a unified theoretical analysis and a thorough explo-

ration of its value propositions for digital ecosystems and networked businesses.

Keywords: DID, eIDAS, Identity ecosystem,Privacy, User centricity, Verifiable creden-

tial, Zero-knowledge proof

3 This essay has been published in: Babel, M., Willburger, L., Lautenschlager, J., Vélter, F., Guggen-
berger, T., Korner, M. F., ... & Urbach, N. (2025). Self-sovereign identity and digital wallets. Elec-
tronic Markets, 35(1), 1-14.
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Toward Seamless Mobility-as-a-Service: Providing Multimodal
Mobility Through Digital Wallets4

Authors

Alexandra Hoess, Jonathan Lautenschlager, Johannes Sedlmeir, Gilbert Fridgen, Vin-
cent Schlatt, Nils Urbach

Published in
Business & Information Systems Engineering
Abstract

With growing awareness of sustainability and convenience expectations, customers are
increasingly demanding integrated and seamless mobilityin the form of mobility-as-
a-service (MaaS). However, as centralized MaaS platforms have thus far failed to inte-
grate a critical share of mobility service providers (MSPs), travelers lack opportunities
to efficiently combine the various mobility services required for seamless end-to-end
itinerary coverage. Particularly, MSPs often refuse to collaborate by devolving control
over customerinterfaces or sensitive data owing to threats of market power concentra-
tion. While alternative blockchain-based approaches aim to provide equal market ac-
cess, they cannot sufficiently align competing business goals and face substantial prob-
lems resulting from the replicated processing of sensitive data. Both researchers and
practitioners have recently suggested decentralized digital identity management ena-
bled by digital wallets as a promising mechanismto exchange verifiable identity att rib-
utes while mitigating problems related to data aggregation. Following a design science
research approach, the article accordingly explores how digital wallets can address the
shortcomings of existing approaches to MaaS. It contributes a novel IS architecture
and principles for a design at the nexus of centralized and decentralized solutions to
mitigate tensions between cooperation and competition. Further, the findings indicate
that when building decentralized solutions, one should also consider components be-

yond blockchain and smart contracts.

Keywords: Coopetition, Digital identity, Digital wallet, Maa$S, Self-sovereign identity

4 This essay hasbeen published in: Hoess, A., Lautenschlager, J., Sedlmeir, J., Fridgen, G., Schlatt, V.,
& Urbach, N. (2024). Toward seamless mobility-as-a-service: providing multimodal mobility
through digital wallets. Business & Information Systems Engineering, 1-22.
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Striking a Balance: Designing a Blockchain-Based Solution to

Navigate Coopetition Dynamics in Supply Chain Managements
Authors

Jonathan Lautenschlager, Jan Stramm, Tobias Guggenberger, Nils Urbach
Accepted in

Electronic Markets

Abstract

Coopetition dynamics, which refer to the simultaneous competition and cooperation,
increasingly affect the management of digital supply chains. Current research pro-
foundly explores the benefits and drawbacks of using blockchain systems in coopeti-
tion strategies to boost cooperation and automation in supply chains. However, these
systems often do not adequately address how to manage competition dependencies,
which practitioners need to address when considering adopting a blockchain solution
that contains excessive disclosure of sensitive information during the data exchange
within a transparent network. This paper examines how to protect such sensitive in-
formation essential for maintaining competitive dynamics. Following a design science
research approach, we suggest a blockchain architecture specifically tailored to the
constructionindustry. We focus on componentsthat manage competition and privacy -
enhancing technologies that address the trade-off between cooperation benefits and
the need to protect sensitive business data, which is especially crucial in supply chain
automation. This study contributes to the current scientific discourse by designing and
deriving implementation guidelines for a solution that incorporates the benefits while
addressing the potential drawbacks of blockchain technology through coopetitive data

exchange to diffuse blockchain solutions into practice successfully.

Keywords: Coopetition, Blockchain Technology, Data Transparency, Delivery Invoices,

Construction Industry, Supply Chain Automation

5 This essay has been accepted in: Lautenschlager, J., Stramm, J., Guggenberger, T., & Urbach, N.
(2025). Striking a balance: Designing a blockchain-based solution to navigate coopetition dynamics
in supply chain management. Electronic Markets. Forthcoming.
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Interoperability in Digital Identity Ecosystems®
Authors
Martin Brennecke, Tobias Guggenberger, Jonathan Lautenschlager, Nils Urbach
Submitted to
Journal of the Association of Information Systems
Abstract

As digital identities become integral to public services, economic participation, and
user-centric digital infrastructures, governments, private sector actors, and civil soci-
ety are investing in the development of digital identity ecosystems (Ceccagnoli et al.,
2012). Among these, wallet-based identity ecosystems, which are built on self-sover-
eign identity principles, offer a decentralized alternative to platform-based models
(Rieger et al., 2024). However, the increasing heterogeneity in technical standards,
governance arrangements, and stakeholder interests leads to fragmentation and poses
a major barrier to interoperability, a key enabler of value creation and trust in these
ecosystems (Allen et al., 2014). Addressing this challenge, we conceptualize interoper-
ability as a dynamic equilibrium as a subject to cycles of stabilization and destabiliza-
tion rather than a static outcome of standardization efforts. Using the lens of infor-
mation ecology theory, which views digital ecosystems as holarchically structured sys-
tems, we investigate how interoperability is shaped by multilevel socio-technical inter-

actions.

We conduct an embedded single-case study of the German federal showcase program
Secure Digital Identities, comprising four heterogeneous sub-ecosystems, each with
distinct technical architectures, governance models, and regional scopes (Yin, 2018).
Based on 24 expert interviews and extensive document analysis over a four-year pe-
riod, we identify mechanisms through which interoperability is co-developed, chal-
lenged, and realigned (Hanseth et al., 2021). These include holon-specific activities
(e.g., development, technical adaptation), peer-level interactions (e.g., negotiation,

harmonization), part-whole coordination (e.g.,governance, integration),and temporal

6 At the time of submitting this thesis, the corresponding essay is under peerreview for potential publi-

cationin an academicjournal. Consequently, an extended abstract is provided to outline the essay’s
main content.
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change (e.g., adoption, disruption).

We contribute aconceptual framework that explains howinteroperability in decentral-
ized digital identity ecosystems emerges from recursive, distributed processes rather
than top-down control. Our findings have implications for research on digital innova-
tion and interoperability governance, and provide practical guidance for policymakers
and ecosystem designers seeking to foster sustainable, cross-domain identity infra-

structures.

Keywords: Digital identity ecosystems, information ecology theory, digital innovation,

digital identities, wallet-based digital identity
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Self-Sovereign Identity in the Public Sector: Affordances, Ex-

perimentation, and Actualization”

Authors

Simon Feulner, Tobias Guggenberger, Jonathan Lautenschlager, Nils Urbach, Fabiane

Volter

Published in

Government Information Quarterly
Abstract

Theemerging concept of Self-Sovereign Identity (SSI) promises more portable, secure,
and convenientidentity services. The public sector, in particular, invests heavily to in-
novate with this emerging concept. However, an in-depth understanding of SSI's value
and how offerings are utilized is lacking, causing complexities and insecurities in de-
signing and implementing SSI-based applications in the public sector. Thus, we con-
ducteda case studywhich aimed at utilizing SSIfor tax registration purposeson online
marketplaces. We chose affordance-experimentation-actualization (A-E-A) theory to
explore SSI implementation and utilization. As a result, we identify four organiza-
tional-level SSI affordances and offer insights into how public sector organizations can
innovate with and benefit from SSI by developing an affordance-based innovation
framework. Lastly, we contributeto A-E-A theory by revealing how the experimenta-
tion phase shapes the organizational context by increasing technical, cultural, and po-
litical fit.

Keywords: Case Study, Self-Sovereign Identity, Emerging IT, Affordance, Open Inno-

vation, Public Sector

7 This essay has been published in: Feulner, S., Guggenberger, T., Lautenschlager, J., Urbach, N., &
Volter, F. (2025). Self-sovereign identity in the publicsector: Affordances, experimentation,and ac-
tualization. Government Information Quarterly, 42(3), 102052.
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A Multivocal Literature Review on Capturing Value Proposi-

tions for Private Organizations in a CBDC Ecosystems$

Authors

Vincent Schaaf, Jonathan Lautenschlager, Hannes Voucko-Glockner, Tobias Plank,

Tobias Guggenberger, Nils Urbach

Published in

Communications of the Association for Information Systems
Abstract

Central Bank Digital Currencies (CBDC) are a novel phenomenon gaining widespread
attention from academics and practitioners in recent years. CBDCs combine FinTech
and Decentralized Finance aspects in the form of a technology- enabled financial sys-
tem promising to transform financial infrastructure with the close bound to central
banks and governments of fiat currencies. However, CBDCs and explicit concepts are
still in their infancy, and many questions remain unanswered. While current practice
and research primarily focus on designing specific CBDC systems or the governmental
role, the role of companies and the private sector in the CBDC ecosystem still needs to
be explored. This paper aims to fill this gap by sheddinglight on private organizations'
value propositions in CBDC ecosystems. We aggregate these value propositions first-
hand by surveying the current literature base and second-hand by mapping the needs

of a CBDC ecosystem to value propositions companies might offer to fulfil these needs.

Keywords: CBDC, Blockchain, Value Proposition, Financial Sector

8 This essay hasbeen published in: Schaaf, V., Lautenschlager, J., Voucko-Glockner, H., Plank, T., Gug-
genberger, T., & Urbach, N. (2025). A Multivocal Literature Review on Capturing Value Propositions
for Private Organizations in a CBDC Ecosystem. Communications of the Association for Infor-
mation Systems, 57(1), 14.



