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The Fraunhofer Cluster of Excellence Integrated Energy Systems
(CINES), consisting of the Fraunhofer FIT and the Fraunho-

fer IEE, among others, has earned an excellent international
reputation in research due to its interdisciplinary subject areas.
Their research areas energy and energy technology not only
deal with the future-oriented topic of energy from a natural
and engineering science angle but also in terms of socio-politi-
cal, economic and legal aspects. Fraunhofer CINES has proven
expertise in the ability to combine methodological know-how
at the highest scientific level with a customer-focused and
solution-oriented way of working, which is our distinctive
feature.

As part of an internal initiative, the Fraunhofer Gesellschaft
pursues the goal of getting carbon-neutral by 2030. The trans-
mission system operators have already committed themselves
to reducing their carbon footprint while continuing to gua-
rantee a very high security of supply and offering fair energy
prices.

TenneT is among the leading electricity grid operators in
Europe and is committed to ensuring a highly secure and relia-
ble energy supply 24 hours a day, 365 days a year.

As the first cross-border transmission system operator, TenneT
is planning, building, and operating an almost 25,000 kilome-
ter-long high and extra-high voltage grid in the Netherlands
and large parts of Germany and supports the European energy
market through 16 interconnectors to neighboring countries.
TenneT belongs to the largest investors in the European energy
transition and contributes to shaping a sustainable, reliable,
and affordable energy supply system fit for the future, in which
digitalization plays an essential role. With about 7,400 internal
and external employees and corporate values of responsibility,
courage, and networking, TenneT ensures that over 43 million
end users in Europe are supplied with stable power that they
can rely on every day.
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Foreword

In the domain of generative artificial intelligence (GenAl),
current trajectories suggest a paradigmatic transition across
the industrial spectrum. Quantitative forecasts propose that
GenAl technologies could catalyze an augmentation of the
global Gross Domestic Product (GDP) by an estimated 7% over
the next decade [1]. This economic expansion is projected to
have an annual fiscal impact on the global economy, ranging
from $2.6 to $4.4 trillion [2]. Al-driven innovation is becoming
increasingly critical for maintaining market leadership and
operational efficacy. Corporations now need to assess GenAl
use cases to gain competitive advantages in a rapidly evolving
digital landscape.

The transformative power of GenAl extends beyond mere
economic metrics. We will see a shift in the functional roles
across industries. Notably, functions such as marketing, sales,
and product R&D are projected to experience a substantial
impact, measured both in dollar terms and as a percentage

of functional spending. Concretely, marketing is projected to
absorb a global impact of upwards of $450 billion, sales are
forecasted to experience an impact of nearly $480 billion, and
product R&D is estimated at approximately $320 billion [1].
With an even higher impact ratio compared to the functional
spend, software engineering, and customer operations will
undergo an even larger GenAl transformation. Cumulatively,
these segments are expected to assimilate approximately three-
quarters of the aggregate annual financial impact engendered
by GenAl applications. These potentials for various organiza-
tional functions highlight the strategic implications GenAl can
have for companies across industries.

The energy sector stands out to be facilitated by GenAl
applications. Projections situate the potential impact on pro-
ductivity within a range of 1.0-1.6% [1]. This translates to an
anticipated global economic valuation impact spanning from
$150 to $240 billion [1]. The implications of these projections
are multifaceted, encompassing not only quantifiable finan-

cial gains but also the strategic enhancement of operational
efficiencies and the adoption of innovative energy manage-
ment practices. The integration of GenAl is thus poised to drive
forward the sector’s capabilities in predictive analytics, grid
management, and the seamless assimilation of renewable ener-
gy sources, thereby fortifying the foundational robustness of
critical energy infrastructures. This is highly relevant against the
backdrop of (1) increasing complexity in the energy sector and
(2) increasing pressure to deliver due to the energy transition.
This study is structured as follows:

The study is divided into two parts. The first part is intended
for the energy sector in general, while the second part presents
TenneT-specific use cases.

The initial sections dissect GenAl concepts from traditional
Machine Learning concepts and provide more extensive back-
ground on the topic at hand. The section State-of-the-Art
Analysis of GenAl is split into three main parts. First, vari-

ous GenAl models such as Generative Adversarial Networks
(GANS), (Variational) Autoencoders, and Diffusion Models are
discussed. Secondly, this section focuses on Large Language
Models and various adaptations and extensions. The section is
finalized by a technology map setting the discussed concepts
into relation. The next main section, GenAl-based use cases,

is TenneT-specific and explores expert-picked use cases in the
energy sector in greater depth. Besides a detailed outlined solu-
tion, an extensive risk and potential analysis is provided, diving
deeper into evaluation dimensions such as the expected value,
the maturity of the technology as well as the data availability
and compliance. The final section provides a conclusion and
concrete recommendations for action to make the best of the
GenAl revolution in the energy sector.
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Introduction

Definition of Generative Artificial Intelligence

Artificial intelligence (Al) is an umbrella term for methods
and tools in computer science that simulate intelligent behavi-
or, such as reasoning, perception, problem-solving, learning, or
communication. Generative Al refers to a branch of artificial
intelligence in which models are capable of generating new
data such as text, images, or sound (e.g., speech).

Prominent examples of such models are large language models
(LLMs) such as ChatGPT and widely used tools for image
synthesis, such as Stable Diffusion or Dall-E. In audio synthesis,
Google’s WaveNet and WaveRNN are used to generate natural-
sounding speech synthesis for tools such as Google Assistant or
Maps Navigation.

For a more mathematically oriented definition, GenAl models
are designed to learn a data distribution p(x)based on a set of
training data examples x € Xand allow for sampling from this
distribution to generate new data.

Artificial
Intelligence

Machine Learning

Generative Artificial Intelligence vs. Artificial
Intelligence

Generative models can be distinguished from discriminative
models, which learn to discriminate between different classes
of data based on annotated training examples. Mathematically,
such models learn the distribution p(y|x), i.e., the distribution
of class labelsy € Yconditioned on data samples x € X For this,
discriminative models typically require labeled data examples
for their training. For example, a computer vision model that

is trained to distinguish between photos of different kinds of
animals requires a set of training images that are each labeled
with the name of the depicted animal. Figure 1 (left) depicts
generative Al in the context of discriminative Al.

Artificial
Intelligence

Machine Learning

Figure 1: Left: Venn diagram of GenAl in the context of discriminative Al. Right: GenAl in the context of other Al-related concepts.



Preparing labeled data often requires considerable manual
effort. In contrast to this, many generative models, e.g., for
text generation, do not require curated and labeled training
data but can be trained on large amounts of arbitrary, unlabe-
led data such as texts or images from the world wide web. This
potential of leveraging much larger amounts of data makes
them very powerful and capable of learning many details and
variations within the data distribution.

Table 1: Overview of Al-related terms and concepts.

Machine Learning

Generative Artificial Intelligence in the Energy Sector

Some further important terms and concepts from Al that are
useful but not necessary for the comprehension of the present
study and for putting GenAl into context of Al in general are
described in the table below. To put the concepts into context,
another Venn diagram is given in Figure 1 (right).

Al methods which involve some kind of “learning” process, e.g., learning from training data
examples or through trial and error.

Unsupervised learning

Subset of machine learning methods that learn from unlabeled data, e.g., based on patterns in

the data or their structure. One important technique here is clustering, i.e., discovering groups
of similar items in data. Clustering is similar to classification but based on the inherent properties
and structure of the data rather than predefined class labels.

(Artificial) Neural
Networks

Neural networks are machine learning models that have been particularly successful in machi-
ne learning in recent years and are inspired by the structure of the human brain. They consist

of “neurons” with activation functions and connections and are typically structured as sets of
subsequent layers. Many kinds of neural networks and architectures exist, which can be used for
different tasks such as classification, regression, and as generative models.

Important architectures include the multilayer perceptron (MLP, typically used for classification
or regression), convolutional neural network (CNN, typically used for images), recurrent neural
networks (RNN), and Long Short-Term Memory (LSTM), which are both used for sequential data
such as time series. For text generation, the transformer model has become the widely used
standard. The architectures may also be used as building blocks, which can be combined, e.g.,
convolutions with an MLP head for image classification.

~
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Motivation of Topic

While GenAl has a long history in Al research, it became
prominent and widely used in recent years, in large parts due
to LLM applications such as ChatGPT and image generation
applications such as Stable Diffusion. Another reason was
strong advances in artificial neural networks in general, which
have made them applicable and used in all kinds of areas, from
autonomous driving to medicine.

It is foreseeable that these methods will continue to have
strong influences on all sorts of areas. Among these areas, we
see great potential for a transformation of the energy sector.
We aim to contribute to this transformation through our study,
which comprises a state-of-the-art analysis of GenAl with a
focus on methods and possible applications in the energy sec-
tor. The first half of our study consists of two main parts: First,
a description of general GenAl methods and, second, a more
detailed overview on LLM-based methods and concepts. For
each described approach, we outline possible use cases within
the energy sector.

Vector Database

Query

Overview of GenAl Methods

In practice, GenAl-based solutions are often comprised of many
different methods, data sources, and tools, which are combi-
ned into an overall system.

An overview of how methods are typically combined for LLMs
is given in Figure 7. As the figure shows, state-of-the-art LLMs
involve a variety of building blocks and steps. The LLM must be
pre-trained on a large general text corpus to create a founda-
tion model. In a next step, the model is often fine-tuned to a
more specific domain or use case. To be usable as a chatbot
and mitigate, e.g., toxic behavior, the model is aligned to fol-
low human instructions through Reinforcement Learning from
Human Feedback (RLHF). Once these model preparation steps
are dealt with, the final model can be connected to external
knowledge, either through a vector database or through tools
such as search engines or Wikipedia. For connecting external
tools, e.g., a Python interpreter that can execute program code

Privacy Preservation
(Optional)

.ﬂ User/Domain
9

Expert Feedback

RLHF

Tool Result

Tool Selection

Figure 2: Overview of LLM methods and how they can be combined.
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generated by the LLM, some kind of basic agent model must
be implemented, which decides when to use such a tool based
on the LLM’s in- and outputs. The mentioned building blocks
will be explained in more detail in this study.

Figure 8 gives a simplified view of how the aforementioned
techniques are integrated with ChatGPT. GPT-4 was pre-trai-
ned on texts from books and articles, e.g., from Wikipedia,
and websites. RLHF was used for the alignment step. ChatGPT
allows for uploading and storing files of different formats.
Uploaded files can be queried for contents through RAG.
Integrated tools involve, e.g., web search, image generation

Vector Database
of Files Uploads

A

Query

Generative Artificial Intelligence in the Energy Sector

through Dall-E, and image interpretation through GPT-4 Vision,
a multimodal text- and vision model that allows to create detai-
led descriptions of images. Since OpenAl is not open about all
technical details of GPT4, it is unknown how, e.g., tool selec-
tion is performed in detail. Some kind of selection mechanism
based on tool descriptions similar to an agent model is likely to
be involved, e.g., for web search and image creation. Tools for
handling uploaded files, e.g., extracting contents and storing
them in a vector database, are probably hard-coded into the
system.

‘. User Feedback
ah

=
=

Figure 3: Overview of LLM methods integrated in ChatGPT.
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State-of-the-Art Analysis of Generative

Artificial Intelligence

This section provides an in-depth analysis of GenAl and its
recent advancements. The primary objective is to examine the
state-of-the-art of GenAl by providing a comprehensive unders-
tanding of the complex mechanisms underlying GenAl and its
multifaceted capabilities.

Following each technical background, the study explores the
various fields of application where the specific GenAl techno-
logy can be useful in the energy sector. It presents illustrative
use cases to demonstrate how GenAl optimizes processes,
enhances operational efficiencies, and fosters innovation in the
energy domain. Furthermore, each section assesses the poten-
tial benefits and risks of implementing GenAl in the energy
sector.

The methodological framework of this analysis includes a
literature review, which is a crucial aspect. The section aims
to provide a comprehensive understanding of the prevailing
trends, challenges, and opportunities in the field of GenAl,
with a focus on applications in the energy sector. It draws
on a diverse array of academic sources, industry reports, and
empirical studies.

General concepts of Generative
Artificial Intelligence

This section outlines general concepts of GenAl, providing both
intuitive overviews and detailed technical insights. In addition,
each concept is examined for its inherent advantages and
disadvantages, complemented by three distinct use cases that
illustrate its practical importance:

10

1. Generative Adversarial Networks (GANs) employ
a dual-network architecture to generate synthetic data
samples through adversarial training.

2. (Variational) Autoencoder utilize an encoder-decoder
framework to learn efficient data representations for
tasks such as compression and generation.

3. Diffusion Models gradually transform patterns of ran-
dom noise into structured data, such as images or text,
by reversing a diffusion process.

4. Foundation Models, trained on diverse datasets and
fine-tuned for specific tasks, exhibit strong perfor-
mance across various applications without task-specific
adaptation.

Generative Adversarial Networks

Generative Adversarial Networks (GAN [3]) are a class of
generative models mostly used in image synthesis. GANs
consist of two neural networks: A generator and discrimina-
tor network. The generator generates images based on input
noise and, optionally, input conditions. The discriminator is a
classifier which distinguishes between real data examples and
“fake"” examples generated by the generator.

In the training process, both networks compete against each
other: The generator is trained to generate fake examples that
are as realistic as possible, I.e., which the discriminator is not
able to distinguish from real examples. The discriminator, on
the other hand, is trained to recognize the fake examples and
distinguish them from real examples. Both networks improve
more and more on their task, such that, after the training pro-
cedure, the generator can produce realistic data samples.

Photo &> Sketch

o




One important GAN variant includes the DCGAN, a GAN
architecture based on a convolutional neural network typically
used for image generation. A problem with “vanilla” DCGANs
is that they are difficult to train. The discriminator and genera-
tor must be well-balanced. If the discriminator can recognize
all fake samples or no fake samples at all, the generator cannot
learn how to generate convincing samples. Another problem is
“mode collapse”, i.e., the generator learns to generate some
convincing samples but repeats these instead of learning the
full data distribution. To mitigate these issues, Wasserstein
GANSs (WGANSs [4], [5]) are trained to minimize the so-called
Wasserstein Loss between the training data and the generated
data distribution, which measures their similarity and, therefo-
re, encourages the GAN to generate more diverse samples.

Another important variant are CycleGANSs [6], which consist
of two GANs which translate data examples between two
domains (“style transfer”) and are typically used as a kind of

“filter” for images. Some examples of this include converting
photorealistic images into the painting style of a specific artist
and vice versa (see Fig. 4) or converting satellite photos into

a schematic map representation. In autonomous driving, they
are used to generate more realistic training videos based on
rendered images from a 3D simulation.

Finally, conditional GANSs incorporate conditions to control
the output of GANs. Conditions may be a desired output class
or properties of the sample to generate [7], but also other
images [8]. Further interesting applications of GANs are face
synthesis (e.g., https://thispersondoesnotexist.com/ [9]), image
denoising, and image upscaling. In the energy sector, they are,
for example, used by Fraunhofer IEE to synthesize time series,
such as power curves. The generated time series for household
power consumption are used for electrical load estimation in
power networks.

Generative Adversarial Network use cases in the energy sector

Remote sensing through satellite images

= Satellite images can be converted to a more “schematic” representation through CycleGANSs, e.g., to extract properties of

sites (land use type)
= Application to network planning

Improve maintenance images

m Use GANs or CycleGANSs to upscale or denoise images

= E.g., for power line inspection through camera-equipped drones or helicopters

State estimation of power networks

m  Generate synthetic power load time series for consumers

® Based on this, perform state estimation, e.g., through pandapower

Potential

888068

low potential high potential

= (Conditional) GANs work well for generating images
with given categories or features

m  There are certain GAN architectures for style transfer
("CycleGANs"), image denoising and upscaling

Risk

88

low risk high risk

= “Vanilla” GANs are extremely difficult to train

= Suffer from “mode collapse”, i.e., generating some,
convincing images while failing to capture the full
distribution of the training data (Wasserstein GANs
improve upon this)

11
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(Variational) Autoencoder

The concept of Autoencoders (AEs) was established as a fra-
mework for the efficient encoding of input data into succinct
representations [10], [11], [12]. The quintessence of an AE lies
in its capacity to compress data through an encoder function
eg(X) and subsequently reconstruct the input via a decoder
functiondg, (z), striving to minimize a loss function, typically
the mean squared error L(x,%X) = ||x — &||,, where x is the
original input and X is the reconstructed output. The AE stores
information in the latent representation z, a deterministic data
encoding as fixed vectors [13].

latent
distribution

5

Figure 5: Concept Variation-Autoencoder

The generative ability of Variational Autoencoders (VAEs)

is highly dependent on the parameterization of the latent
space. One needs to balance two competing objectives: the
reconstruction quality, which ensures that the output closely
resembles the original data, and the regularization of the latent
space, which enforces a degree of smoothness and continuity.
The balance between fidelity to the input data and deviation
from a prior distribution is achieved through the loss function,
which consists of the reconstruction loss and the Kullback-Lei-
bler divergence.

12

sampling

Variational Autoencoders (VAEs) are as a sophisticated ex-
tension of AEs, transcending the deterministic confines by
introducing a stochastic element to the encoding process,
shown in Figure 5. Unlike their deterministic counterparts, VAEs
conceptualize the latent space as a probabilistic distribution,
which enables the generation of new data instances through
the sampling of latent variables z = eg(x) from a defined
distribution N (b, 6%) [14], [15], [16].

latent
distribution

EEEEEEE -

VAEs have been extended and adapted to meet the specific
demands of diverse data types and application requirements.
Temporal difference VAEs [17], for instance, have been
engineered to process time-series data effectively, which is
particularly relevant for industries like energy where consump-
tion patterns unfold over time. Further developments have

led to the creation of VAEs with interpretable, factorized
latent representations, particularly for image data. In the
realm of energy provision, such advancements could facilitate
the analysis of drone or satellite imagery [12]. The imperative
for algorithmic fairness, especially when processing sensitive
factors, has led to adaptations that include fairness constraints
in Autoencoder architectures [18].



Variational Autoencoder use cases in the energy sector

Anomaly detection

= Train an AE to reconstruct energy load patterns, input real patterns, and identify mismatches

that represent anomalies.

= Derive predictive maintenance measures for energy infrastructure.

Generate energy consumption scenarios

= Train VAE on the historical energy consumption data to learn a latent representation of energy patterns.
m  Generate new synthetic data points that represent plausible scenarios.

Denoising real-world data stream

m Use VAEs to identify underlying trends and patterns in noisy, high-dimensional data, such as individual household power

consumption.

= The anonymization of data can also be a beneficial side effect.

Potential

888

low potential high potential

= VAEs are adept at capturing the underlying distribution
of data, making them highly effective for anomaly
detection in energy load patterns. This allows the
model to precisely learn what constitutes normal
operation and highlight deviations that signal mainte-
nance needs.

= VAEs can generate new data points that are not
mere replicas of the input data but rather variations
thereof, e.g., providing high-quality and diverse energy
consumption scenarios for planning and stress testing.

Diffusion Models

Diffusion models [19], [20], similar to GANs and VAEs, are used
in image synthesis. The basic principle of these methods is to
model a noising and denoising process of an image, which are
disassembled into several time steps. In the forward diffusion
process, noise is added to the training images until gradually,
only noise is left. In the reverse diffusion process, the model

Risk

88

low risk high risk

m  Training VAEs requires careful tuning of the loss
function, especially the balance between the recons-
truction loss and the Kullback-Leibler divergence. This
process can be complex and time-consuming.

= Although the scenarios generated by VAEs are realis-
tic, they may still require expert interpretation to
translate into actionable insights. This is because
the connection between latent variables and physical
phenomena may not always be clear.

learns to gradually remove the noise to generate output

images. Typically, diffusion models incorporate text to condition

the output. This allows to generate images based on text

prompts. Some well-known models in this area include Stable

Diffusion, OpenAl’s Dall-E [21], and Midjourney.

13



Diffusion Model use cases in the energy sector

Generate illustrations for marketing

= Models like Stable Diffusion can be used to create copyright-free illustrations
= E.g., for website articles, brochures or presentations

Generate maintenance training data

= Models for Image Generation can be used to create or augment training data for computer vision tasks
= E.g., automated power line inspection

Generate power load time series
= Diffusion models are also applicable to other kind of data, e.g., time series

= (Create synthetic power load time series data
m Advantage: Reduced legal issues in further processing of synthetic data

Potential Risk
low potential high potential low risk high risk
= Diffusion models are exceptionally good at = Diffusion models require careful prompt
generating images from text prompts. engineering to generate good images.
®m [t can also be used for time series and audio m  Parts of text prompts may be ignored by a model or
synthesis (although not very common). not work as expected.

m Due to random elements, it requires some trial and
error for tuning results.

= Potential legal/copyright issues when it is unclear
where training data came from.

Foundation Models

Foundation models are at the forefront of the GenAl field. They  The term foundation model was originally coined by the Stan-
are a type of deep learning model that has been trained on ford Center for Research on Foundation Models (CRFM), as " A
extensive corpora of unstructured and unlabeled data. foundation model is any model that is trained on broad data
Examples of such models include GPT-4, PaLM, DALL-E 2, and (generally using self-supervision at scale) that can be adapted
Stable Diffusion. These models have demonstrated remarkable (e.g., fine-tuned) to a wide range of downstream tasks” [22].
versatility and can be used for a wide range of tasks straight For companies operating within the data-rich domain of energy
out of the box or fine-tuned for specific applications. provision, the utility of foundation models is particularly promising.

14



These models are not only capable of learning vast amounts of
unlabeled data but can also process data of multiple moda-
lities. Even though many of today’s discussed applications
focus on the processing of natural language, the CRFM group
“understand foundation models as a general paradigm of
Al, rather than specific to NLP in any way" [22]. Foundation
models can process written text like in the classical Natural
Language Processing domain, as well as images similar to the
computer vision domain or tabular data on a competitive per-
formance level to classical machine learning algorithms tailored
for such applications. Recent advancements in the field, such
as Gemini by Google Deepmind in December 2023, specifically
highlight their abilities in multimodal benchmarks [23].

The Transformer architecture is at the core of many contempo-
rary foundation models. It uses a self-attention mechanism to
evaluate input sequences in their entirety, thereby capturing
long-range dependencies and contextual nuances more effec-
tively than previous model generations [24]. This architectural
choice enables foundation models to excel in a range of natural
language processing tasks, including translation, summariza-
tion, and complex text generation.

Foundation model use cases in the energy sector

Onboard new employees on projects

m Screen various data sources such as initial concept papers, midterm presentations, meeting recordings, and code

implementation.

= Summarize the current project state for newly onboarded team members.

Company internal knowledge base

= Have a chatbot that can screen various unstructured data formats.
= Employees can search for company experience in e.g., “redispatch 2.0 processes”.

Cross-border energy market analysis

= Track energy prices and developments in real time and combine them with data on regulatory changes.
= Analyze cross-border energy consumption patterns and identify any irregularities and concept shifts

Potential

low potential high potential

= Foundation models, due to the training on diverse
and extensive datasets, capture a wide breadth of
knowledge. This means a single model could unders-
tand terminology from energy markets, technical
engineering language, and even regulatory compliance
details.

= These models can be quickly adapted to perform a
variety of tasks and modalities since initial pattern
recognition has already been trained. This means fast
deployment across different departments—from
legal compliance inquiries to technical project summa-
ries and visual maintenance tasks.

Risk

eaee

low risk high risk

®=  Foundation models may not always provide the same
level of expertise as specialized models, par-
ticularly for highly technical tasks such as in-depth
analysis of grid infrastructure. In such cases, additional
fine-tuning or supplementation with expert systems
may be necessary.

= The broad data used to train foundation models can
include biases or outdated information. Therefo-
re, relying solely on a foundation model may result in
decisions based on incomplete or skewed information,
which highlights the need for thorough validation.

15



Concepts in Large Language Models

This section introduces pivotal concepts that enable LLMs to
traverse a spectrum of applications with precision and adapta-
bility. Each concept is explained on both a high-level intuition
and an in-depth technical exposition. Additionally, for each
concept, we discuss its main advantages and disadvantages,
complemented by three specific use cases to illustrate its prac-
tical relevance:

1. Pretraining establishes the initial knowledgebase for
LLMs, leveraging the transformer architecture to learn a
broad linguistic understanding from extensive, unlabeled
text datasets.

2. Fine-tuning further refines these models, aligning them
with specific domain requirements by introducing targe-
ted datasets.

3. Reinforcement Learning from Human Feedback
(RLHF) marks a paradigm where models iteratively adapt
based on human evaluative feedback, aligning their out-
puts more closely with human expectations.

4. Connecting LLMs to tools expands model capabilities,
allowing them to access and interact with external tools
and computational services and thereby enriching LLM
responses with external operational functionalities.

5. LLM Agents envision LLMs as proactive entities capable
of executing complex tasks through interaction with
various tool extensions.

6. LLM Information Retrieval combines the generative
strengths of LLMs with advanced information retrieval
techniques, that significantly enhance the factual accura-
cy by dynamically incorporating external data sources.

7. Prompt Engineering articulates the art of query (prompt)
optimization to get desired responses from LLMs.

Pre-training

Most LLMs at the state of writing are based on the so-called
transformer architecture [24]. This architecture was originally
designed for converting one sequence of tokens into another,
e.g., translating texts from one language into another. An
important follow-up breakthrough were generative pre-trai-
ned transformers (GPT [25]), which were simply trained on
predicting the next token in a given sequence of tokens (i.e.,
words, parts of words or characters).

Pre-training gives language models an overall text unders-
tanding by training it on arbitrary, unlabeled text sequences.
Typically, this is achieved through an extremely large corpus

of heterogeneous texts. After pre-training, language models
can generate grammatically and semantically meaning-
ful texts. They also gather knowledge from the training
data and are able, to a certain degree, to answer questions.
Although originally designed for language translation, over
the years, it has become more and more evident that, through
pre-training, transformers can be applied to a variety of pro-
blem-solving tasks they are not explicitly trained on, such as
question answering or language inference and reasoning
[25, 26, 27, 28].

Pre-training use cases in the energy sector

Foundation Model for subsequent energy-specific tasks

= Create an own foundational language model in which the usage of specific language is enforced (or ruled out) through

the selected training documents.

= The model can then be fine-tuned to more specific use cases in subsequent steps.
= E.g., rule out toxic behavior since open language models could be trained based on all kinds of sources.

Notice:

= Training a state-of-the-art LLM can be very hardware-intensive and expensive.
= Typically, pre-trained open language models are used instead and fine-tuned to specific tasks.
m Pre-training from scratch can be useful for very specific use cases when smaller models are used.
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®=  Training data is not required to be labeled, i.e.,
it can be comprised of arbitrary text corpora, which
are widely available.

= Allow models to gain an overall knowledge and
understanding of language.

= Rule out unwanted language through the selection
of training data.

Fine-Tuning

Fine-tuning in the context of LLMs represents a crucial stage
where pre-trained models are further refined with specific
data samples to improve their performance on tasks closely
aligned with an organization’s unique requirements [22].

Technically, fine-tuning involves the continued training of a
model that has already been generalized on a vast corpus of
data. During the subsequent training phase, the model adapts
its pre-learned representations to nuances and intricacies
unique to the target domain by leveraging a smaller, domain-
specific dataset. Fine-tuning involves striking a careful balance
between learning new patterns specific to the dataset and
retaining valuable knowledge that has already been learned.
This can be particularly challenging when dealing with complex
models such as foundation models [29].

Nevertheless, the fine-tuning process comes with technical
complexities and accessibility challenges. For instance,

Risk

888

low risk high risk

®  Pretraining a large state-of-the-art language model
is extremely expensive. Hence, typically, an open,
pretrained model is used instead and fine-tuned to
another domain (“transfer learning”).

m  Requires very large amounts of training data. It can
be difficult to ensure quality of the training data and
rule out the model learning undesired behavior/text
outputs.

models like GPT-4 have restrictive access protocols, which only
allow users to communicate via APl endpoints [22]. Moreover,
the datasets used to train these models are undisclosed, which
limits research and development within the Al community and
hinders the ability to independently train and refine foun-
dational models. Furthermore, adapting foundation models
requires modifying model gradients, which is a more complex
process than the simple prompt specification used in in-context
learning [30].

In the energy sector, this translates into tailoring models to
comprehend and accurately use sector-specific terminology and
technical formulations. For companies operating in jargon-rich
industries, fine-tuning offers a chance to infuse LLMs with the
nuanced language of energy systems, regulatory frameworks,
and technical specifications unique to their operations. The
next subsection will discuss Reinforcement Learning from
Human Feedback as an alternative to traditional fine-tuning
methodologies for training sophisticated LLMs.

Fine-Tuning use cases in the energy sector

Technical requirements extraction

= Fine-tune LLMs to analyze technical documents and reports.

® Extract and summarize key technical requirements for grid maintenance and development projects.
= Streamline project planning and ensure compliance with technical specifications.

Regulatory compliance monitoring

= Fine-tune LLMs to understand and interpret the specific language and implications of energy regulations.
= To scan internal documents and correspondences to ensure they adhere to current laws and guidelines.
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Incident response training simulations

= Refine an LLM to create practical training simulations for incident response and provide company-specific feedback to

employees.

= |ncluding potential scenarios such as outages, natural disasters, and other grid emergencies.

= Compare human responses to a collection of well-handled incidents and provide individual feedback to employees on
how to better align with company communication guidelines.

= | LM can be connected to data sources such as concrete protocols that can be referenced via Information Retrieval.

Potential

880808

low potential high potential

= Fine-tuning enables LLMs to become highly speciali-
zed in understanding specific documentation and
terminology, resulting in more accurate extraction and
summarization of technical requirements from reports.

= AnLLM that is fine-tuned with data can more effec-
tively monitor regulatory compliance by comprehen-
ding the nuanced language of energy regulations and
internal documents.

Reinforcement Learning from Human Feedback

Reinforcement Learning from Human Feedback (RLHF [31])
improves LLMs on following human instructions and human
expectations on generated answers on writing style and overall
behavior. Specifically, LLMs are expected to be truthful, to give
no toxic or hallucinated answers, and to give answers in a style
that is customer-assistant appropriate. The overall goal of RLHF
is called alignment.

In InstructGPT [31], to perform alignment through RLHF,
humans rank different generated answers to the same prompt
from best to worst. Based on the given feedback, a “reward
model” is trained, which can evaluate what kinds of answers
are preferred by users. Finally, the LLM is trained on new
prompts to optimize its policy of generating answers to maxi-
mize the expected reward. This optimization method is called
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m  The process of fine-tuning an LLM requires signifi-
cant computational resources and expertise, which
may entail a substantial investment in both hardware
and skilled personnel to manage the fine-tuning
process.

= Thereis a risk of overfitting the model to specific
data, which could result in the model performing well
on company data but losing its ability to generalize to

“proximal policy optimization” (PPO). Through this overall
process, the LLM is aligned to follow the expected behavior,
i.e., generating answers like the top-ranked ones.

RLHF through PPO is the basis for conversational chatbots such
as ChatGPT, which is based on InstructGPT. A more recently
proposed alternative, which is used for the alignment task in-
stead of RLHF, is using direct preference optimization (DPO
[32]). One major advantage of DPO is that it is a significantly
less complex process and much easier to implement in practice
while performing similarly or better.



Reinforcement Learning from Human Feedback use cases in the energy sector

Fine-tune to corporate writing style

= Employees give feedback for generated texts by ranking different outputs.

= LM adapts to desired behavior and writing style.

Adapt agent model to the desired behavior

= Develop Agent-based internal applications, e.g., for process management.

= Adapt the agents to follow desired outputs.

Question answering for corporate documents

= Develop an assistant application that answers questions regarding corporate documents.

m  Adapt the assistant to the desired behavior.

Potential
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= Allows models to better follow instructions, i.e.,
especially useful to fine-tune chatbots, which
should follow human instructions, e.g., answering
their questions.

= Reduce toxic behavior and hallucinations

Connect Large Language Models to Tools

The integration of LLMs such as GPT-4 with external tools is
particularly useful for augmenting their utility within speciali-
zed sectors. This integration enables LLMs to interact with and
leverage diverse databases and software services, expanding
their functionality beyond native language processing (NLP)
capabilities, as shown in Figure 7. From a technical perspective,
the challenge is to orchestrate LLMs and interfaces (such as
APIs and databases) dynamically. The objective is to improve
the model’s output by integrating external, real-time data or
performing specific tasks that the LLM cannot perform natively.

Among other resources, Langchain provides various out-of-the-
box tools that can be connected to ChatGPT APIs [34]. Tools
provided allow to screen research literature via arXiv, search
local files such as PDFs or Word documents, trigger AWS work-
flows, or reach out to humans in cases of uncertainty.

Risk

eaee

low risk high risk

= Requires human feedback from domain experts
(depending on the specific use case), i.e., manual
data annotation effort

= Difficult to implement. Achieving stable results
involves careful fine-tuning of hyperparameters in the
training process.

= Consider using DPO instead.

The arXiv paper database tool for LLMs enables the auto-
mated retrieval of scholarly articles. Technically, this integration
allows an LLM to execute structured queries against arXiv's
extensive repository, utilizing its API to fetch detailed metadata.
This means that upon receiving a query regarding, for example,
. grid stability research,” the LLM can instantaneously procure
a list of pertinent publications, complete with their publishing
dates, titles, authors, and summaries. This tool allows for swift
access to the latest research insights which are instrumental in
guiding strategic decisions and maintaining a competitive edge
in the energy sector.

Integrating LLMs with local file system access tools equips
the models with the ability to traverse and analyze internal
document repositories (see subsection LLM Information Ret-
rieval for more information). From a technical standpoint, this
integration leverages the LLM's natural language processing
strength to parse and understand the contents of various
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document types, enabling a search capability that is contextual
by files. The resultant application is a robust internal know-
ledge base, where accumulated resources, such as reports,
manuals, and policy documents, become readily searchable,
streamlining information retrieval, and facilitating knowledge
dissemination within the organization.

Amazon AWS Lambda’s serverless computing framework

can also be combined with LLMs as a tool. This allows the user
to invoke serverless functions, such as AWS SageMaker, to
perform computation-intensive tasks triggered by the LLM. This
way, non-technical employees can trigger Lambda functions, to
e.g., interface with real-time grid monitoring services, process
the data, and relay updated metrics directly back to the user.
This tool connection can form an easy-to-use interface into
complex workflows and data science pipelines implemented by
technical experts.

20

Provide Response Back to GPT4

oo¢

And
more!

Another tool extension that can be plugged into the OpenAl
APl via Langchain is the feedback loop back to the human.
The tool evaluates the model’s certainty and, in case of doubt,
requests more information from the user. This dynamic allows
for information to be fed sequentially, especially in complex
tasks, instead of collecting all relevant information beforehand.

Recent literature suggests that LLMs can automatically identify
the appropriate tool to trigger, such as GPT4Tools and Tool-
former for self-instructed tool use [35] [36]. Within specific
modalities such as computer vision specific models are already
capable of iterative reasoning and connecting multiple models
such as Visual Transformers and Diffusion Models in a multi-
step process [37]. First, frameworks go beyond by addressing
task-agnostic and modality-agnostic task comprehensiveness,
such as the OFA framework [38].



Large Language Model Tool use cases in the energy sector

Stay up to date with research

= When a user queries about a specific topic like , research on grid stability,” the LLM can run a query using the

arXiv tool extension.

m Return articles with their publishing date, title, authors, and summaries.

Local file system search

= Navigate the company’s internal repositories to find documents like reports, operational manuals, and policy documents.
= Form company-specific internal knowledge base and interface.

AWS lambda for dynamic content

® An employee requests data analysis on grid load.

® Lambda functions trigger AWS sage maker interfacing with real-time grid monitoring services.
= Return the latest figures and insights to the ChatBot and to the user.

Potential

88868

low potential high potential

= Connecting LLMs to tools like arXiv or AWS Lambda
allows the LLM to provide dynamic and contextually
relevant responses. They can trigger external Tools
and 3rd party applications automatically.

= LLMs serve as a unified interface for a diverse array of
tools and applications, offering a standardized point of
interaction. This not only empowers employees to
engage with a wider variety of tasks but
also enhances their efficiency in individual tasks by
streamlining their access to information and resources.

Large Language Model Agents

The combination of LLMs with tools allows to regard language
models such as chatbots as “agents” which are embedded into
a specific environment in which they can perform various ac-
tions, communicate with other agents, or make observations.
Agent models have been widely used in artificial intelligence
before, e.g., reinforcement learning, but also other subfields.
The potentials of LLMs have helped re-establish interest in
concepts from these lines of research, such as planning and
reasoning.

The overall principle of LLM agents is to present a task to the
agent via text prompts. Actions, such as answering a question,

Risk

88

low risk high risk

= The integration of various third-party tools and APIs
with an LLM increases system complexity. This
can lead to higher maintenance requirements and the
need for specialized staff to manage and troubleshoot
the integrations.

= The performance and reliability of the LLM's outputs
are partly dependent on the third-party tools it is
connected to. If these tools experience downtime or
disruptions, it can directly impact the functionality of
the LLM

processing intermediate inputs, or using various tools, are then
performed based on LLM outputs and observations. Tasks
may be broken down into different steps through carefully en-
gineered prompts, together with outputs from the used tools
and the intermediate outputs from the LLM itself. Depending
on the allowed tools, agents may be able to answer questions,
generate, revise, download and execute program code or other
machine learning models [39], lookup facts from search en-
gines, databases or knowledge bases, or acquire data required
for a given task. Many agent models can perform reasoning
based on predefined prompts, reasoning patterns and made
observations [40], [41], [42] . Instead of using a single agent,
one may incorporate several agents, which are each responsi-
ble for different subtasks and which interact which each other.
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Combining several agents was found to produce more human-in-the loop which supervises the agent’s actions and
reliable overall results [43]. leads him onto the correct path [43].

LLM-based agent models show great potential for automating ~ The automation of these complex tasks is achieved via a

complex tasks. However, they are still in a state where more concept called chains. They employ a series of functions to
research is required. Specifically, being unpredictable in their architect specialized workflows tailored for a range of applica-
outputs, agents may be unreliable in consistently solving the tions, notably including entity extraction, document tagging,
desired tasks. One way to mitigate this is to incorporate a and enhanced question-answering systems that incorporate

citation mechanisms.

Large Language Model Agent use cases in the energy sector
Assistant for data analysis
= [ LM Agents can help with data pre-processing and plotting.
m Agents generate code (e.g., for matplotlib).
m Retrieve required data from external sources through tools.
Agents as an interactive knowledge base
= Different Agents for different business areas.
m Agents fetch and rephrase relevant info for question answering, e.g., from internal Wiki, SharePoint, etc.
m  Can be more reliable than a single LLM.
Agents as “Copilots”
= E.g., automated Mail Answering.

®  Adding relevant Info/Files to mail from different sources.
= The user only has to confirm mail.

Potential Risk
080808 880008
low potential high potential low risk high risk
= Agents allow for solving tasks through text = Prompts may be misinterpreted by LLMs or leave
prompts (e.g., finding and summing up some infor- some ambiguity of the task to solve. LLM-Agents may
mation from different data sources, drafting a mail to struggle to solve a task as intended, require several
someone, generating, and running program code etc.). attempts, or not solve at all. Hence, some human
A combination of agent models can sometimes solve supervision and tuning is required.
tasks more reliably than a single LLM. ®m  |etting agents run arbitrary code may pose a security
= Most natural way to interface between human and risk. Hence, typically, the actions of an agent would
computer. Potential to replace computer programming be restricted to certain tools and important decisions
and perform arbitrary task solving to a certain degree supervised by a human (“human-in-the-loop”).

m  Risks strongly depend on the use case.
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Large Language Model Information Retrieval

Retrieval-Augmented Generation (RAG) was first introduced
in a 2021 paper by Facebook Meta. It is a groundbreaking
concept that surpasses the factual knowledge embedded wit-

1. Prompt enter system

hin the parameters of large pre-trained models [44]. The RAG
framework synergizes the generative capabilities of LLMs with
the precision of information retrieval, setting a new benchmark
for state-of-the-art results in a multitude of NLP applications.

User

Orchestration layer

Retrieval tools

LLM

4. Return response

The main advantage of RAG systems is their ability to address
two major limitations that are inherent in LLM applications: the
tendency to generate responses that are factually inaccurate,
known as ,hallucinations’, and the degradation of the model’'s
relevance over time due to outdated training corpora.

RAG addresses these limitations by dynamically incorporating
the retrieval of contemporary external data within the LLM's
generative process, as shown in Figure 8. This integration faci-
litates access to up-to-date and verifiable external knowledge
sources. RAG is especially beneficial for tasks that are complex

3. Perform inference

and knowledge-intensive. Taking concrete external information
into account increases consistency and improves reliability.

The practical implementation of RAG is facilitated through
tools such as document loaders, which support a variety of
document types, sources, and formats [46]. These loaders
can process heterogeneous data formats, ranging from struc-
tured CSV files to complex PDF documents and extending to
communicative data channels such as Slack. An LLM equipped
with this technology can systematically navigate and extract in-
formation from various storage solutions, including S3 buckets,
publicly accessible web domains, and other databases.

Information Retrieval use cases in the energy sector

Company internal expert finder

= Retrieve information on previously executed projects with similar scopes.
= |dentify colleagues working on similar topics and form synergies.

Optimize organization functions and structure

m  Connect various function and organizational-related working folders.
= |dentify overlapping efforts or redundancies by comparing project embeddings.

Summarize and reason about project pain points

= Connect environmental reports, geographical data, project drafts, and reasons about cause and relation

via knowledge graphs.

® Highlight potential risks and bottlenecks with direct reference to the sources.
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m  RAG can enhance the factual consistency of the
language model’s outputs. It adds a layer of
verification to the generative process.

m Since RAG uses real-time data retrieval, it reduces the
impact of out-of-date training data that can affect
the performance of traditional language models. Also,
it can answer beyond what was seen during training.

Large Language Model Prompt Engineering

As stated in the Google developers guide [47], “Prompt
engineering is the art of asking the right question to get the
best output from an LLM. It enables direct interaction with the
LLM using only plain language prompts.” Prompt engineering
requires a nuanced understanding of both the model’s capabi-
lities and the intricacies of natural language, enabling effective
communication with the LLM without complex programming
constructs. Concrete concepts such as in-context learning and
chain-of-thoughts prompting can help to advance prompts.

In-context learning, coined by the Center for Research on
Foundation Models, suggests that an LLM can be customized
for specific downstream tasks by providing a prompt - a brief
natural language instruction that encapsulates the task [22]. By
providing concrete examples on which output the LLM should
provide on a given input, a prompt where the task is defined
(considered zero-shot) can be extended to form a One-, few-,
and multi-shot depending on how many examples are provi-
ded. In contrast to LLM fine-tuning (see subsection Fine-Tuning)
in-context learning is less resource-intensive and present a
viable alternative, offering a balanced tradeoff between accura-
cy and computational efficiency. Most recent advancements in
research extended prompting towards Multimodal Reasoning
and Action, as shown in the framework MM-REACT [38].
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= As the SharePoint grows, the volume of data to be
processed will increase, potentially impacting the per-
formance and scalability of the RAG system, which is
limited by the context window of a currently deployed
model.

= [f the RAG system is overly relied upon without proper
human oversight, there could be a risk of missing
nuanced context or emergent issues not captured by
the existing data or missed by the context window.

Chain-of-thought prompting is a more nuanced form of
prompt engineering that has been highlighted for its potential
to enhance the reasoning abilities of LLMs [41]. This method in-
volves asking the LLM to provide its thought sequence leading
up to a final answer. The model guides itself through the cogni-
tive steps required to resolve complex, multi-stage problems.
The communicated intermediate steps also allow the user to
guestion and validate the process that led to the final answer.
An extensive overview on the interplay of fine-tuning LLMs on
chain-of-thought prompting and Instructions with examples

is provided in Google’s paper “Scaling Instruction-Finetuned
Language Models" [23].

The practical implementation of prompt engineering is sup-
ported by libraries that offer to pre-define prompt templates
[48]. Such tools permit the specification of variable inputs
within expertly engineered prompts. In addition, LangChain en-
riches this ecosystem with its capacity to manage diverse mes-
sage types—ranging from Al-generated messages to human
interactions—allowing for the customization of prompts in
accordance with the communicative context and the intended
recipient’s role. This flexibility empowers users to instruct LLMs
in @ manner that is both contextually appropriate and techni-
cally precise, optimizing the interaction for clarity and efficacy.
All while only needing to keep a minimal, task-specific prompt
for each distinct task, which, when applied, enables mixed-task
inference while utilizing the same pre-trained model [30].



Generative Artificial Intelligence in the Energy Sector

Prompt templates for routine queries

= Anindividual request is filled by an input variable.

Learn requirement engineering in-context

= Define energy sector-specific technical requirement information.
= Provide in-context examples of mappings.

= Screen tenders and generate energy sector-specific report.

Chain-of-thought templates to cover various facets

® Have an LLM challenge all facets by an engineered prompt.

queries that can elicit specific information and actions
from an LLM. A broad group of employees can be
empowered to benefit from LLMs.

= By prompting methods, one can achieve a favorable

the extensive resources required for fine-tuning.

Potential
low potential high potential
= Prompt engineering allows for the crafting of precise L]

balance between accuracy and efficiency without L]

® Experts engineer and define the prompt for collecting, summarizing, and presenting information.

= Define areas that need to be covered when working on a recurring complex problem.

Risk

888

low risk high risk

Developing effective prompts is an art that requires
a deep understanding of LLMs and how they inter-
pret and generate language. One will need experts
who can engineer prompts that lead to the desired
outcomes.

While chain-of-thought prompting can guide an LLM
through multi-step problems, it may not always
capture the full complexity of certain tasks, such
as those involving high-stakes decision-making or
intricate technical analyses that one might require.
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GenAl-Based Use Cases for TenneT

This section centers on TenneT and discusses specific GenAl-
based use cases for TenneT in more detail. Collaboratively deve-
loped with TenneT employees in a workshop, the following
four use cases progress through a structured methodology.
Initially, based on a current problem at TenneT, the correspon-
ding users and the call for action are identified. Subsequently,
requirements and their coverage are developed, culminating in
proposed solutions.

To facilitate systematic evaluation and comparison, evaluation
criteria are jointly formulated with the TenneT employees. Sub-
sequent analysis involves assessing the potential and associated
risks of each use case. The following criteria are evaluated:

Expected value serves as a multi-faceted criterion encom-
passing both tangible and intangible benefits. It encapsulates
the anticipated contributions of GenAl to TenneT's strategic
imperatives, considering not only the direct financial impact
but also the potential to enhance the company’s competitive
positioning within the industry. This criterion also summarizes
the added value of GenAl from elevating public awareness of
TenneT's initiatives to the strategic relief of critical resources.
The scalability of a solution — its ability to expand and adapt to
a growing target audience — is also a vital component, ensuring
long-term alignment with corporate-level strategies.

The criterion Effort encompasses various dimensions of re-
source investment required for successful implementation and
sustained operation. It includes upfront financial investments,
which are crucial for procuring the necessary infrastructure and
technology to deploy GenAl solutions. Also considered are the
costs associated with the initial setup and subsequent main-
tenance, underscoring the long-term financial commitment
that organizations must be prepared to undertake. It reflects
the operational expenditure, such as the personnel costs for
training and managing the GenAl systems, and the potential
need for continuous financial outlays post-implementation

to ensure the solutions remain effective and up-to-date. This
also ties into the cost of change management and educational
initiatives necessary to integrate GenAl into existing workflows,
highlighting the importance of considering both immediate
and ongoing costs when assessing the feasibility and value of
GenAl applications in the energy sector.

The evaluation criterion of the Availability of Resources
pivots around the accessible human and technical capital
necessary to realize GenAl projects within TenneT. It undersco-
res the significance of having skilled personnel, both in-house
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and external experts, available to support the integration and
maintenance of GenAl technologies. This criterion also factors
in the Time to Deployment — the duration it takes from initi-
ating a GenAl project to its full operational status — which is
critical for meeting strategic timelines and achieving measura-
ble impact. This factor also considers the necessity of conti-
nuous IT support and the compatibility of GenAl with existing
IT infrastructure, acknowledging the importance of seamless
technological integration. Quantifiable measures discussed
are the full-time equivalent (FTE) resources required to ensure
the sustained success of GenAl applications, highlighting the
importance of dedicated teams for the development, deploy-
ment, and evolution of these systems in a manner that aligns
with TenneT’s operational and strategic imperatives.

The Compliance category within the evaluation framework
covers several critical aspects that ensure the safe and lawful
application of GenAl technologies. This includes adherence to
data security and protection standards, aligning with GDPR and
cybersecurity requirements to safeguard against data breaches
and ensure user privacy. Trust and truthfulness are paramount
in establishing the credibility of GenAl applications, ensuring
that the technology operates within ethical boundaries and ge-
nerates reliable outputs. The category also covers the potential
governance issues that may arise, emphasizing the importance
of GenAl solutions being compliant with both regulatory fra-
meworks and TenneT’s internal guidelines.

Maturity refers to the level of sophistication and readiness of
Al technologies. Questions about where the GenAl solutions
are hosted are a critical factor in operational efficiency and sca-
lability. The availability of commercial products plays a crucial
role when discussing the accessibility and readiness of Al solu-
tions for immediate use. Expected acceptance considers how
likely users are to embrace the new technology, taking into
account factors like ease of communication and the complexity
of the Al solution. Interoperability with partners stresses the
importance of Al systems being able to work seamlessly with
different platforms and technologies.

On a more holistic level, TenneT should consider to what
extent the Environmental Implications of GenAl align with
the company’s philosophy on energy consumption and CO2
emissions. The incorporation of these models must be weighed
against their carbon footprint and energy demands, ensuring
they cohere with TenneT’s commitment to sustainability and
environmental responsibility. This assessment should extend
beyond the immediate energy requirements for training and



Use Case 1: Public Affairs & Communication Support
Public Affairs & Communication Support
Problem statement
The integration of LLMs and Diffusion models into the daily operations of the Public Affairs & Communication department
could yield significant benefits. Currently, employees are using these technologies independently or in small groups, resulting
in a variety of practices without a unified framework. There is a clear opportunity to enhance content creation processes at
TenneT by collectively understanding and sharing best practices. This opportunity is currently not being fully realized due to

varied individual approaches and a general gap in GenAl literacy.

Outline solution

The proposed solution involves implementing prompt engineering tutorials, establishing a prompt Wiki, providing prompt
engineering support, and creating a front end with templates and best practices to streamline content generation. Addi-
tionally, the exploration of diffusion models for marketing-oriented figure and image generation, pending the resolution of

legal inquiries, offers promise.

Potential

880686

low potential high potential

utilizing GenAl models to include the latent environmental
impact associated with the supporting infrastructure. Factors
such as the operational efficiency of data centers, the energy
intensity of cooling systems, and the renewable credentials of
the power supply are all pivotal in understanding the full ecolo-
gical footprint of GenAl implementations.

The main stakeholders for this use case are the employees

of Public Affairs & Communication (PUC) at TenneT. They are
responsible for generating content on a daily basis. However,
there is a lack of GenAl literacy within TenneT, resulting in diffe-
rent approaches being taken by different parties when employ-
ing prompts for LLMs to address similar tasks. Therefore, PUC’s
content generation efforts require a coordinated approach.

In response to this challenge, as a call for action, a multi-fa-
ceted approach is warranted. The technical perspective is
provided in Figure 9. Firstly, an educational program aimed
at enhancing GenAl literacy among PUC employees is recom-

Risk
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mended. This initiative should be complemented by the dis-
semination of best practices, including the provision of prompt
templates, to standardize content generation methodologies
across TenneT. Prompt engineering tutorials and a prompt Wiki
to facilitate skill development and knowledge sharing among
PUC employees. Additionally, the implementation of diffusion
models for marketing-oriented figure and image generation
holds promise.

In terms of requirements, content generation has to be both
fast and error-free, while adhering to the formal tonality cha-
racteristic of TenneT communications. Moreover, the generated
content should be perceived as human-created to ensure its
resonance with the intended audience. Given the legal consi-
derations inherent in content creation, particularly regarding
copyright, personal rights, and GDPR compliance, an in-house
solution is indispensable.
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Generative Artificial Intelligence in the Energy Sector
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Figure 9: Concept technological solution Use Case 1: Public Affairs & Communication Support

while maintaining the formal tone synonymous with TenneT
communications.

In summary, following this strategy will improve PUC’s ability
to generate content, ensuring the timely delivery of high-qua-
lity, legally compliant material that resonates with its audience

Expected value

Enhance content generation efficiency and quality; can be adeptly deployed
across diverse communication channels, addressing a broad spectrum of target
groups, thereby ensuring tailored engagement and enhanced interaction
experiences for each audience segment.

Maturity

Prompt engineering tutorials and support, are mature approaches;

exploration of diffusion models for marketing-oriented figure/image generation
may be in a less mature state, pending resolution of legal considerations.

888068

888

Effort @ )00 0

Developing and disseminating educational materials, establishing support systems;
potentially navigating legal intricacies surrounding diffusion models.
Availability of resources

Pre-trained models are available out of the box; personnel for developing
tutorials and support systems;

potential funding for legal consultations regarding diffusion models.

Data availability

Vast historical repository of PUC texts is available for in-context fine-tuning; data
control is ensured by hosting instances of open source LLMs on trusted infrastructure.
Compliance

Clear guidelines for incorporating target group information; copyright; GDPR.
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Use Case 2: Interactive Corporate Knowledge Base

Interactive Corporate Knowledge Base

Problem statement

TenneT employees need an integrated system to efficiently locate and utilize project-relevant information and documents
scattered across multiple platforms and formats to quickly become experts in their field of work.

Outline solution

An LLM-based system which can compile and reformulate relevant information from multiple data sources (e.g., Documents,
SharePoint, OneDrive, etc.). The system has only access to information with an adequate security level to avoid compliance
violations. The system uses a RAG-based approach for reliable and consistent answers.

Potential

8808068

low potential high potential

The main stakeholders for this use case are TenneT employees,
particularly those who are new or transitioning to new projects
and topics. These employees face the crucial task of quickly
becoming experts in their respective fields. The dispersion of
necessary information across multiple platforms, such as Share-
Point and OneDrive, and its presentation in varied formats like
PPTX and PDF, exacerbates the challenge of finding job-specific
information.

Identifying relevant documents is complex and resource-inten-
sive and is further complicated by language and terminology
barriers. TenneT, therefore, needed a streamlined approach to
onboarding and information retrieval.

An efficient and user-friendly interface to the corporate
knowledge base is essential. This interface should enable quick
access to necessary information, saving valuable time for em-
ployees. Furthermore, project-specific information, along with
useful resources, will greatly assist employees in comprehen-
ding and excelling in their roles.

Regarding requirements, accessing information from the cor-
porate knowledge base should be easy, despite the scattered

Risk

e

low risk high risk

nature and varying formats of the data. The system should
also enable interactive dialogues with the knowledge base and
allow for the creation of personalized knowledge bases for
individual tasks and projects. Open access to information for
enriching the corporate knowledge base, robust knowledge
management, and compliance assurance are also crucial.

To address these requirements, the proposed solution invol-
ves developing a knowledge management system that uses
Retrieval Augmented Generation (RAG) to handle corporate,
project, and personal knowledge bases effectively. Additionally,
a chat system powered by an instruction-tuned LLM, further
refined with energy domain-specific content, will be deployed
to facilitate user interaction. The integration of tool agents will
allow TenneT employees to connect to external data sources
and access reliable information efficiently.

This solution equips employees with the necessary tools to
become field experts, enhancing productivity and contributing
to the company’s overall success while maintaining compliance
and data integrity.

29



Generative Artificial Intelligence in the Energy Sector

Data Management Vector Database

~__
=Y .
Corporate Data A U
[
'\ ] Query
Project Data ) e - —
U RAG Context Data
Personal Data ( ) U
m) Rl | Interaction
-

Tool Result

Prompt Ans

ﬂ User/Domain
P /

.. Expert Feedback
a

Prompt (Engineering)

Prompt Answer _ User,

>

Agent

Figure 10: Concept technological solution Use Case 2:Interactive Corporate Knowledge Base

;|
Tool Selection w <
& Usage “

Developer
)

Expected value

High value is expected. Overall work efficiency is increased, many employees
are targeted.

Maturity

Vector databases and RAG are well-researched and used in practice.

Many different database vendors exist to choose from.

888068

Effort

Connecting various sources, creating a vector database that scales to TenneT com-
pany size and data management for project and personal data. The database must
be synchronized with new or removed documents. LLM access and overall system
maintenance creates running costs. Fine-tuning LLM for domain-specific language
and terms.

Availability of resources

Pre-trained models are available out of the box. Personnel for development of
the system. RAG and chat solutions are available.

Data availability

Files already present on, e.g., SharePoint and OneDrive, data on security levels/access
rights can partly be derived from with whom it is shared.

Compliance

For files and information which are already shared, no compliance problems
arise. It has to be ensured that project and personal information are shielded by
an identity and access management system.
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Use Case 3: Energy Sector Professor

Energy System Professor — explain the energy system

Problem statement

Development of a clear concept that explains the impact of the energy transition, especially to users of the energy system
and the public in general. The aim is to illustrate and explain how the energy transition affects directly impacted parties.
Focus is the expected economic and infrastructural consequences.

Outline solution

At the beginning: The system generates content based on GenAl, including explanations, graphics, and videos, for
communication purposes. It can be used in combination with PUC support. It connects various energy-related data sources.
In the long term: An interactive chat system to allow those affected to ask questions related to technical and legal
regulations. The system will reference documents and provide necessary forms.

Potential

888

low potential high potential

The energy sector is undergoing a transformative challenge due
to the energy transition. As the shift towards more sustainable
energy sources continues, significant changes are taking place
within the energy system that affects consumers, producers,
and prosumers alike. These changes are complex and have
wide-ranging implications, making it difficult for non-experts

to fully understand their impact on their business models and
daily lives. Therefore, it is essential to provide a clear and acces-
sible explanation of the energy transition and its effects.

To achieve this, a system should be developed that simpli-

fies the complexity and makes the subject matter tangible

and understandable. One way to start is by using a content
generation system that utilizes GenAl to create explanations,
graphics, and videos for communication purposes. The Public
User Communication (PUC) framework could utilize this system
to integrate various energy-related data sources and provide a
comprehensive view.

Risk

eaee ()

low risk high risk

The long-term goal is to implement an interactive chat system
that enables users to inquire about technical and legal aspects
of the energy transition. This system would reference relevant
documents and facilitate the completion of necessary forms. It
would provide a seamless support experience.

The general public, energy consumers, producers, and prosu-
mers can benefit from a personalized explanation and support
system. This is especially important given the complexity of the
energy system, particularly during the energy transition.

To ensure successful adoption of the energy transition, affected
users require personalized explanations and support. Key chan-
ges, such as those outlined in the Net Development Plan (NEP),
must be communicated in an understandable manner to the
general public.

To meet these needs, a public information service should be
developed that disseminates information to the public and
engages in dialogue. An expert assistance system would offer
personalized scenarios of changes and implementation sugge-
stions, while a support system would aid with form completion.
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In conclusion, the proposed solution includes a system ca- important to note that the system adapts its responses to the
pable of answering technical, legal, and economic questions user's level of experience. This ensures that everyone, regard-
within the energy system. It would link information from less of his or her expertise, can navigate the changing landsca-
various sources for personalized understanding and deve- pe of the energy sector.

lop task-specific recommendations for the next steps. It is

Expected value . . . . D

Better communication and better support of customers

Maturity

Vector databases and RAG are well researched and used in practice. Many
different database vendors exist to choose from, multimodal approach is
newer but available

Effort 888068

Connecting various sources, creating a vector database which represents economic
and infrastructural regulations. The database must be synchronized with changes
in regulations. Setup multimodal system and overall system maintenance and
running costs. Fine-tuning LLM for explaining energy system topics.
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Availability of resources . . . O D

Pre-trained models are available out of the box but have to fine-tuned.
Personnel for development of the system, fine-tuning, document curation.
RAG and chat solutions are available.

Data availability

Regulation documents are available, standards (i.e. DIN, IEC,..) potentially
behind a paywal.

Compliance

External Chat system must comply with data privacy regulations.

888
888

Grid Maintenance Agent
Problem statement
The manual inspection of power grid infrastructure, often conducted through labor-intensive methods such as reviewing
drone or helicopter videos, presents challenges in detecting problems and anomalies, amplified by the scarcity of reliable
training data for automated maintenance support.
Outline solution
The solution involves collecting training data, using GANs and diffusion models to augment and refine images, and training

classical CNN models for classification. By quantifying uncertainty in the detection process, it facilitates the seamless integra-
tion of human experts into the workflow, minimizing the likelihood of misclassification.

Risk

eaee

high risk

Potential

880868

low potential high potential low risk

In the field of power grid maintenance, ensuring the reliability towards automation, using advanced image analysis techniques

and safety of infrastructure is essential. However, the manual
inspection of drone or helicopter videos to detect anomalies
poses significant challenges at TenneT in terms of resource
intensity and cost. Moreover, the lack of robust training data
further complicates efforts to implement reliable automated
maintenance support. The current situation requires action
to simplify maintenance processes, decrease dependence on

manual labor, and reduce associated costs. The solution moves

to improve the efficiency and effectiveness of maintenance
operations.

Key requirements for the solution include the ability to estimate
uncertainty, detect faults accurately, and provide an interpreta-
ble data analysis to the maintenance experts.
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To address these requirements comprehensively, the following training images of characteristics that have not been observed

solution is proposed, shown in Figure 12. The initial phase en- before. Furthermore, additional training data will be generated
compasses the acquisition of high-quality training data through  through GANSs or diffusion models to augment the dataset
recordings obtained via drones or helicopters. Additionally, and improve model performance. An automated classification
altering the images and generating additional training footage  pipeline will then screen newly recorded footage and preselect
can enhance classification performance and facilitate more images with high classification uncertainty, signaling the need
accurate anomaly detection. Besides more traditional GAN for expert intervention.

architectures, diffusion models can be applied to generate

Expected value . . . . D

Cost savings and improved infrastructure reliability.

Maturity . . . D D

On the one hand, well-established model architectures such as CNN and
Transformers, but on the other hand, rather new concepts such as
diffusion models.

Effort 888

Data collection, algorithm development, model training, and integrating the
solution into existing maintenance workflows.
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Availability of resources . . . O D

Access to necessary resources, skilled personnel, computing infrastructure;
higher up-front investment and time to deployment.

Data availability

The availability of high-quality training data is critical for developing accurate and . . . D D
reliable models for automated maintenance support. Hosting the data and trained

model instances on trusted infrastructure ensures data control.

Compliance . . D D D

Recorded video footage and data processing must comply with data privacy
regulations.
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Conclusion & Recommendations for Action

The proposed use cases in this study, ranging from Public
Affairs & Communication Support to explaining the energy
system, discuss the potential impact of generative artificial
intelligence (GenAl), in more complex facets of TenneT’s ope-
rations. They underscore the importance of a knowledgeable

and engaged workforce in realizing the full potential of GenAl.
Based on the presented concrete GenAl use cases for TenneT
the general recommendation can be summarized as shown in
Figure 13. With a temporal resolution, the process begins by
enabling employees and progresses towards complex use-case
development.

Employee Enablement

Hands-On Experience

Feedback and
Adaptation

Complex Use-Case
Development

Figure 13: TenneT GenAl paradigms - Cultivating GenAl proficiency by establishing four GenAl paradigms

1. Employee Enablement: Implementing educational pro-
grams and practical workshops to build GenAl literacy
across the workforce, ensuring employees can effectively
utilize Large Language Models (LLMs) and foundation
models to enhance productivity.

2. Hands-On Experience: Launching a series of ,Fireflies’-
small-scale, low-effort projects that serve as quick wins
to demonstrate the value of GenAl. This approach
encourages employees to apply their new learnings in
manageable, real-world tasks, fostering confidence and
building momentum towards more significant ,Light-
house’ projects. This methodical progression ensures
a gradual but tangible enhancement in handling the
technology’s practical applications.

3. Feedback and Adaptation: Establishing feedback
mechanisms for employees to share insights on GenAl
use, which can be leveraged to refine and customize
applications to meet TenneT's operational needs better.

4. Complex Use Case Development: Encouraging emp-
loyees to participate in the development and advance-
ment of GenAl applications, enabling TenneT to tackle
complex challenges with innovative solutions.
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In the fast evolving landscape of GenAl, employee enablement
at TenneT plays a central role. The immediate adoption of
GenAl for low-hanging fruits in everyday tasks hinges on the
extensive potential of foundation models and, more specifical-
ly, LLMs. By equipping employees with a fundamental unders-
tanding and hands-on experience with these technologies,
TenneT can capture immediate operational efficiencies and set
a foundation for addressing more intricate use cases.

Empowering TenneT's workforce with basic GenAl knowledge
is not just about improving operational capabilities; it's also
about fostering a culture of acceptance and innovation. A
workforce adept in GenAl can leverage the technology’s ex-
pansive capabilities, from enhancing routine tasks to contri-
buting to more elaborate solutions. Furthermore, employee
fluency in GenAl will lead to more nuanced feedback, which
is essential for the tailored adaptation of these technologies
within TenneT’s unique operational context.

In addition to establishing ideal conditions, it is vital to have a
suitable roadmap for introducing GenAl technology in a way
that enables TenneT to learn and evolve with it. It is advisable to
gradually increase the complexity of the realized application and
approach the core tasks of TenneT as a grid operator in a stepwi-
se manner. The developed use cases can be used to realize this.
Therefore, we suggest the following roadmap, shown in Figure:



Use-Case Complexity

PUC Support

Interactive
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Knowledge

Energy
System
Professor

Grid
Maintenance
Agent

Figure 14: Roadmap for Implementing Generative Al Use-Cases

1. General Level: Incremental Complexity and

Risk Management

The first step is to introduce GenAl through simple appli-
cations that have clear benefits and low risk which applies
to everyone, independent of businesses. This gradual
approach allows for a controlled environment where the
technology’s impact can be assessed and managed.

Use case: PUC Support

The use case involves utilizing tutorials, prompt Wiki,
and a front-end with templates and best practices to
streamline content generation. The implementation is
straightforward and can quickly benefit the PUC team
with minimal risk of errors, as the results are chosen and
utilized by PUC experts.

. Corporate Level: Workforce Benefits and
Compliance
The next step is to integrate GenAl within corporate
structures at scale to streamline processes for large
groups of employees. The focus is on identifying use ca-
ses that offer immediate benefits to the workforce while
ensuring compliance with regulatory standards.

Use case: Interactive Corporate Knowledge Base

The use case employs a data management system for
corporate, project, and personal knowledge, as well as
a chat system for conversing about the knowledge. The
availability of corporate knowledge is greatly improved,
and compliance is easily managed, making a significant
impact on the workforce.

Generative Artificial Intelligence in the Energy Sector

General Level

Start with simple applications
Enhance complexity and risk incrementally

Corporate Level
Prioritize use cases with quick workforce benefits
and positive impact. Begin with compliant use cases,
then scale.

Task Specialisation

Energy System Level
Address expert shortages
Ease familiarisation with new tasks and
Simplify industry complexity.

GenAl for Enhanced Grid

Support Infrastructure Maintenance, =
Aid Planning Tasks Operatlons
Strengthen Grid Operation

3. Energy System Level: Addressing Expert Shortages
At this stage, industry-specific tasks should be addressed
by leveraging GenAl, for example, to mitigate expert
shortages, help employees become familiar with new
tasks in the changing energy system, and simplify the
industry’s inherent complexity.

Use case: Energy System Professor

The use case employs GenAl to clarify the impact of the
energy transition for users of the energy system and the
general public. It simplifies the complexity of the energy
system for its users.

4. Grid Operation Level: Enhanced Grid Operations
Finally, as GenAl matures and gains the trust of the
organization, it will be integrated into more critical
operations. These operations should be prioritized based
on their criticality, starting with infrastructure mainte-
nance, followed by grid planning and grid operation
strengthening.

Use case: Grid Maintenance Agent

GenAl is used to generate training data for assisted
inspections of power grid infrastructure via drone or he-
licopter videos. It efficiently supports experts in detecting
anomalies during maintenance of the grid infrastructure.

Through this progressive roadmap, TenneT can effectively
integrate GenAl into its operations. The integration will start
with simple, low-risk tasks and progress to more complex and
impactful applications. This approach ensures a smoother
transition and maximizes the technology’s potential.
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