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Big Data: A Panacea to the Health Care System’s Challenges?
Valmir Hajdari

In the last two decades, “Big Data,” the analytics of enormous amounts of data files,
has had an exponentially growing impact on the economy. Software solutions are
being heavily researched, although so far, both technological and scientific ad-
vances are not developed enough to create programs able to accommodate the nec-
essary sample size and thus, truly reliable information. There are countless possible
applications for “Big Data” analyses, especially in industries that heavily rely on
statistical data sets, such as the health care sector. Due to the current lack of software
solutions capable of coping with the large data sets, today’s analysis and usage of
“Big Data” is limited. Nonetheless, today’s software is still able to sort through
unstructured patient data much faster than any manual process could. The results of
first programs in the US have shown great potential in solving problems in health
care. These improved financial savings, as well as being able to take preventive
measures concerning certain diseases, through to the data analysis of a whole soci-
ety, and even saving lives by accelerating diagnostic procedures. Although there are
certain concerns about privacy and security, this paper shows that in the future “Big
Data” analysis will tackle numerous heath care related problems and increase the
efficiency and efficacy of public health.
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1 Big Data: Could the Use of Big Data help to solve problems of the Health
care?

The first use of the term “Big Data” is documented in a 1997 paper by NASA scientists.
They described an issue which concerned the problem of the visualization of large data
sets (Cox, 1997, p. 235). “Big data” as it is understood today, is defined as large elec-
tronic records which are so large and complex that they are almost impossible to analyze
with conventional software programs (Kayyali, 2014, p. 2). A report from 2012, which
was presented to the US Congress, defines “Big Data” as: "large quantities of high-
speed, complex, and variable data that require advanced techniques and technologies to
facilitate the capture, storage, distribution, management and analysis of data" (IHTT,
2014). The data management tools developed so far are inadequately suited for manag-
ing these records (Frost & Sullivan, 2015). “Big Data” is not only unique because of the
volume, but also because of its variety and velocity (Frost & Sullivan, 2015).

Looking at health care, we can see that the health care system historically has collected
and stored a very large amount of data (Kayyali, 2014, p. 5). The numerous records and
measurements of patient and hospital information can be defined as “Big Data”. It in-
cludes data such as medical imaging, clinical decisions, doctor's letters, laboratory tests,
prescription and insurance data, as well as other patient records. However, some patient-
specific pieces of information, such as social media contributions on social networks,
can also be part of Big Data (Bian et al., 2012, p. 26). A study published by McKinsey
sees health care as one of the five sectors with the greatest potential for “Big Data”
applications (Kayyali, 2014, p. 2). Compared to the past when the data was mostly avail-
able in printed form, the trend nowadays is heading further towards the digitization of
these existing data sets. Numerous healthcare challenges (demographic changes, co-
morbidities, etc.) and the rising cost of healthcare have led many researchers to believe
the vast amount of data is the solution to many problems in health care. “Big Data” can
be used to support clinical decision making, disease monitoring of a patient, or to im-
prove public health (Fernandes et al., 2012, pp. 38-42).

Previously published reports show the potential uses of health data. According to one
report, in 2011 alone, a quantity of 150 exabytes of health-related data were stored in
the US. Due to the advancing digitalization and technological approaches, the amount
of data is expected to rise to yottabytes and far beyond this in the foreseeable future
(IHTT, 2014). For the healthcare industry, the very large amount of data provides nu-
merous opportunities to improve the status quo of health care. An algorithm that would
be able to understand all this data and connect them in the right order could potentially
lead to lower costs in health care, and therefore improve public health. The use of “Big
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Data” in health care thus holds many significant advantages available (Ikanov, 2014, p.
4-7).

This essay will examine if the use of “Big Data” could help to solve problems of the
health care system. It provides an overview of data analysis in the health care sector. It
is shown what benefits of Big Data could have for the health care. Afterwards, the char-
acteristic properties of “Big Data” are described in more detail, followed by an architec-
tural framework of big data analytics for healthcare and some examples of “Big Data”
in current use.

2 Big Data analytics in Healthcare

Data analysis refers to the examination of data sets which is intended to draw a conclu-
sion from the displayed data (Ikanov, 2014, pp. 4-7). Data analytics is used in all busi-
ness areas. For example, it may be used to help determine the favorite car color of the
population for the respective year, or how the new electronic product launch was
adopted on the market. In costly emergency care, data analysis can help select the most
efficient treatment and preserve resources. Additionally, data analysis can also provide
improvements in preventive care, including predictions of population-related diseases
and preparations for preventive treatment (Ohlhorst, 2012). “Big Data” can also be used
to provide prognoses for specific epidemiological developments or ensure that special-
ists are already preparing for a case of flu before the outbreak of a flu epidemic. Medical
research, especially, can benefit greatly from “Big Data”. The ability to collect all data
from a particular case and then filter it according to specific results helps to draw the
right medical conclusions about a disease (Deross et al., 2011, pp. 52-67).

Due to the new possibilities such as the Big Data, medical research and the rising cost
pressure in medical treatment, the health care sector has had to redefine the reimburse-
ment models. The trend of reimbursement models has gone from the fee-for-service
variant to diagnosis-related case groups with flat-rate reimbursement rates. In addition,
models such as the “pay-for-performance” are gaining more and more interest from the
cost carriers. The “pay for performance” model is primarily about achieving a certain
treatment outcome and, in the best case, surpassing this result (Burghard, 2014). The
better the treatment outcome at the end of a medical intervention, the higher the service
provider is compensated for his or her services. However, the additional financial profit
should not be the only reason for the implementation of “Big Data.” Improvement of
treatment quality as well as treatment result are reason enough for the implementation
of “Big data” analyses. (Lavelle, 2011, pp. 23-25).
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3 The characteristics of Big Data — Volume, Variety, Velocity

“Big Data” is defined by three main features: volume, velocity, variety. Over time,
health-related data is still being created and collected continuously, with a vast amount
of data coming together. Although this technical progress has some negative effects, the
positive developments and improvements far outweigh the costs. Advances in data man-
agement, especially in the context of the visual mix and cloud computing, allow for more
effective data collection, storage and evaluation (Feldman et al., 2011). The health-re-
lated data can now be accumulated in real-time and at a very high rate. This ever-in-
creasing data represent new challenges. With the increased volume and the change in
the variety of old, accumulated and new data, new algorithms for retrieving, analyzing
and comparing the data are necessary in order to arrive at a result-oriented treatment
decision.

Previously, the majority of health data was statistically comparable files in paper form,
such as radiographs and medical reports. Nowadays, a large part of the health data con-
sists of real-time data from patients, which could be analyzed in real-time (Feldman et
al., 2011). For example, a particular algorithm could use the data of the operating room
monitor in real time to suggest a specific treatment recommendation or a particular med-
ication. The analysis of real-time data may in some cases make the difference between
life and death (Ikanov, 2014, pp. 4-7). An example of this could be automatic defibril-
lators which read the analyses the patient’s heart rhythm and suggest treatment.

Through the future use of programs that analyze health data in real time, service provid-
ers would be able to reduce mortality and morbidity of the patients with proper and
quickly-implemented treatments, and possibly even prevent whole disease outbreaks.
An example of this real time data analysis in healthcare in current use is the monitoring
of newborns via real time streaming in some Intensive Care Units (ICU), allowing the
interception of life threatening infections (IHTT, 2014). The possibility to analyze and
evaluate all the collected data of an individual patient would greatly improve the health
of the individual but also of the society (Feldman et al., 2011).

3.1 Structured, Unstructured and semi-structured Data

Not only the amount, but also the nature of health data has changed over time. Therefore,
future algorithms and analysis methods will have to adapt to new job and economic
environmental conditions in order to counteract the speed, the volume and the diversity
of the data being collected. In fact, the health data are more of a multimedia format and
are often unstructured. The high number of structured, unstructured and semi-structured
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data provides the health sector with interesting challenges that must be solved in order
to ensure a functioning analysis of health data (Feldman et al., 2011).

Structured data is used to describe data that is easy to query, store, retrieve or even ana-
lyze. In addition, structured as well as semi-structured data contain electronic recordings
of the instruments and other digital examination data. Further, all the data converted
from paper form into electronic data are also added to this group of data. Unstructured
data is the common form of data that arise during the care of the patient. These include
hand-written notes of care, prescriptions, examination images (MRI, CT), etc. Nowa-
days, there are also many ways to gather data about one’s own health (Manyika et al.,
2011). There are smart watches and fitness machines which, if desired, that are capable
of recording vital functions and many other health data. Also, on social media platforms,
many tools are offered to check out one’s own constitution, such as track measuring
devices. However, the evaluation of this data is far from being as efficient as desired.
An actual synthesis of all data to ensure an evidence-based result is not currently possi-
ble. Therefore, to make an interpretable result from this data, it requires more efficient
programming capable of evaluation of all collected data, as well as the ability to perform
an automatic conversion of unstructured as well as structured data (Kesh et al,. 2007,
pp. 39-57).

Consequently, it is stated that the positive potential of “Big Data” lies in the merging of
all possible data types. The synthesis of data can help individual patients, as well as an
entire population. Today, the large amounts of data support scientific research and de-
velopment of new processes or pharmaceuticals (Manyika et al., 2011). Enhanced data
synthesis could assist the development and approval of improved medicines at cheaper
prices and in a faster time period. Also, the prescription of the best possible therapeutic
option could be made easier and more effective by the use of “Big Data” (Feldman et
al., 2011). “Big Data's” potential to improve efficacy and decease cost is very high
throughout healthcare and can lead to the resolution of many current challenges. The
scarcity of resources and the consequences of the demographic changes could be miti-
gated by “Big Data”.

3.2 The fourth characteristic of Big Data — Veracity

Beside the three stated characteristics of “Big Data,” volume, variety and velocity,
scholars have introduced a fourth characteristic feature called veracity. It describes the
flawlessness and credibility of “Big Data” sets, as well as their analysis and results.
Genuine matching data, especially in health care, is of immense importance (Fernandes
et al., 2012, pp. 38-42). Genuine means that the data must be correct and true, and that
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the records must be complete. Any decision based on false evidence, in the worst case
can decide between life and death. In particular, the unstructured data, which usually
arise during the care of the patient, must be checked for their veracity, as this data and
its analysis is often very difficult and can produce incorrect results. An example of un-
structured data causing poor veracity is the handwriting of a doctor, which can be diffi-
cult to read and difficult to interpret, resulting in an end point error. This can lead to a
false prescription of medicine or worse, even death. (Feldman et al., 2011).

Veracity is a characteristic which not only is required in health care, but also covers all
economic sectors, especially on the payers' side. In many treatment cases the reimburse-
ment of a large amount of money is necessary and therefore the correctness of all data
is a prerequisite (including the correct patient, hospital, DRG code, money amount, treat-
ments, and prescriptions) (Fernandes et al., 2012, pp. 38-42). In order to achieve accu-
rate yearly results, it is extremely important that all relevant data correspond correctly
to the event.

4 Architectural Framework for Big Data analytics

The conceptual framework for a “Big Data’ analysis project is very similar to the widely
available health information systems or other analysis programs (Fernandes et al., 2012,
pp. 38-42). The basic difference lies in the processing execution. Because analysis of
“Big Data” is to be done with very large data sets, the processing of this data is divided
into several sections. This method is not simple due to the high volume of data. In addi-
tion to the large size, the variety of data is also a reason to divide the data (Deross et al.,
2011, pp. 52-67). The processing of such large data sets is a recent development. With
the processing of “Big Data,” various service providers hope to be able to make better
informed health-related decisions, and thereby save resources. The algorithms and mod-
els for processing “Big Data” are very similar to the existing analysis tools. The user
interfaces used to edit “Big Data”, on the other hand, differ completely from the tradi-
tional data analysis programs. This is, on one hand, due to the volume and the variety of
the data, and on the other hand to the diversity of results displayed. The conventional
data analysis tools are generally very user-friendly and transparent. Data analysis tools
for “Big Data”, conversely, are very complex, require a great deal of skill in the evalu-
ation and visualization of the results, and they are also highly program-intensive. The
complexity of the programs results from the high complexity of the data sets (Capgem-
ini, 2013, p. 4). The content of “Big Data” in healthcare can come from internal or ex-
ternal sources. The internal sources are the electronic patient records, clinical reports on
treatment and diagnosis, and computerized physician order entry, etc. Data from exter-
nal sources can come from pharmacies, insurances, labs, etc., and are available in dif-
ferent formats from different locations (Lavelle, 2011, pp. 20-32).
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In the first step, the data must be pooled before processing. The data is still raw at this
time and must be processed or transformed into system-compatible formats in the next
step (Kesh et al., 2007, pp. 39-57). The data can also remain in the raw form and can be
processed by commands. Another possibility to edit “Big Data” is the so called “data
warehouse.” With a data warehouse, data from different sources are aggregated and
adapted for processing. After extracting, transforming and uploading the data, these are
cleaned up and prepared for analysis. Depending on whether the data is structured or
unstructured, several data records can also be entered into the data analysis programs
for processing (lkanov, 2014, p. 5).

In the next step, when creating a conceptual framework, further decisions must be made
regarding individually relevant functions. It is, for example, necessary to decide which
possibilities for editing or inputting information must be available. It must also be de-
cided on possible transmission functions to other carriers or devices. Of course, deci-
sions on the tool selection for processing the data records are still required.

An existing platform for data processing of “Big Data” is offered by the freely accessible
Hadoop program. This platform has the possibility to edit very large records by distrib-
uting the records to different servers which work parallel to the solution of the problem.
Finally, the results of all servers are integrated into one (Deross et al., 2011, pp. 52-67).
Hadoop has great potential for the processing of large data sets and thus allows compa-
nies more alternatives. However, the operation of Hadoop can be very difficult as there
are limited professional staff who are able to use this program. Furthermore, the software
is difficult to install, maintain, and configure and qualified employees are rare and very
costly. Nonetheless, the program is a first step in the right direction to solving future
challenges in health care via “Big Data” analysis.

5 Applications of Big Data in health care

Several “Big Data” applications are already in use today. These programs have mainly
been implemented to either achieve advanced cost efficiency or to streamline medical
processes and treatments. In one example, IBM reported the usage of a software tool by
an unnamed, large healthcare provider that collects and analyses unstructured data sets
such as physicians notes and reports. Through this process, the data is available quicker
which reduces the time sorting through documents and thus saving cost (IBM, 2014).

A different approach is being taken by the Columbia University Medical Center. Their
“Big Data” program aims to analyze data files of patients with brain injuries. Correla-
tions that signify serious complications can be diagnosed up to 48 hours faster than by
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a manual sorting processes (IBM, 2014). Furthermore “Big Data” programs can have
unforeseen positive effects as well. While creating a “Big Data” set, the US insurance
company, Kaiser Permanente, found adverse effects concerning a drug used to treat
rheumatic pain which has since been withdrawn from the market. A similar process was
used to classify groups of persons with increased risks of developing diabetes. “Big
Data” software can therefore not only be used to tackle economic issues, but also to
further scientific medical discoveries as well (IHTT, 2014).

5.1 The Data Revolution

Nowadays, a large data revolution is in progress, especially in the health care sector.
There are many different reasons for this, but above all, this is happening due to the
strong increase in the availability of information. Over the past decades, many pharma-
ceutical companies have gathered years of research and development data into medical
databases. Suppliers and payers have also participated in the digitalization process by
introducing an electronic patient records, among other things. Gradually, the US federal
government and other public interest representatives have opened their medical infor-
mation in the form of data for research purposes. This includes data from clinical trials
or patient-related information.

In the case of “Big Data,” cost-policy considerations are also the most powerful drivers
in the demand for big data solutions. After a steady increase over the past 20 years, US
health spending has risen to 16.4 percent of GDP (OECD, 2014, p. 219). This value
corresponds to nearly $600 billion more than the benchmark for a country of the size
and wealth of the USA. In order to counter the resource shortage, many payers like
Medicare and Medicaid have changed their remuneration system from fee-for- service
model, which rewards the service provider, to high-volume risk sharing agreements that
prioritize results. The changes in remuneration have had an impact on pharmaceutical
companies, as their medication needs to demonstrate evidence-based benefits. With this
new competitive environment, health care professionals have a strong interest in reduc-
ing the cost of health care spending through “Big Data” applications (Kayyali, 2014, p.
3).

5.2 Data protection

The use of Big Data in health care requires special data protection guidelines and laws
due to the very sensitive information contained in health care data. The current coalition
agreement of the Federal Government in Germany already contains keywords such as
"opportunities for digitization,” "telemedicine,” "data protection,” "e-care" and "elec-
tronic health card." The introduction of the e-health law by the Ministry of Health has
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integrated a roadmap for the introduction of a digital infrastructure with very high secu-
rity standards (Koalitionsvertrag, 2014, pp. 137-144). Furthermore, for the evaluation
of health data, a high level of data protection is required in order to obtain public ac-
ceptance for the use of Big Data. For example, the start of the big-data project "care
data" of the Health and Social Care Information Center (HSCIC) in Great Britain had to
be postponed because the confidentiality of the health data to be evaluated, the cancel-
lation in the event of a contradiction from a patient, and the limitation of the data eval-
uation could not be guaranteed. In addition, the data could also have been used and
abused for police and commercial purposes (Striegler, 2014).

Without a public conversation about Big Data and technical and legal solutions regard-
ing data protection, etc., there will be no acceptance for Big Data in society overall or
in health care, specifically. Ensuring a high level of acceptance and ensuring a high level
of security when using Big Data are two tasks to fulfill.

5.3 Advantages of Big Data for health care

Due to the digitization and the effective use of large data, health care organizations have
been able to gain significant advantages (Burghard, 2014). Among other things, diseases
can be recognized and treated in earlier stages than before. In addition, numerous ques-
tions which have not been answered so far can be solved by the use of “Big Data.”
Certain developments or results may be predicted and estimated by the analysis of col-
lected data (e.g., Length of stay) and therefore, be better controlled. Potentially medi-
cally-unsuitable interventions also can be canceled in advance due to extended data anal-
ysis which can provide information about possible complications (including bleeding,
clotting, rejection) or the possible risk of infection of a patient (Burghard, 2014). Ac-
cording to McKinsey's business consultancy, “Big Data” and the use of data analysis
could save up to $300 billion a year in US health care. Two-thirds of $300 billion would
be generated by an eight percent decrease in the current health issues because of a re-
duction in health expenditures. In addition, according to McKinsey, $165 billion could
be saved in the field of clinical operations, and $108 billion could be saved in in the field
of research and development (Manyika et al., 2011). In principle, McKinsey states that
the use of “Big Data” can reduce the waste in healthcare and, in addition, it can improve
efficient treatment of patients. For example, “Big Data” makes it possible to perform a
precise comparison between different treatment methods at a clinical operations level,
thus providing a response to more cost-effective treatment methods. Additionally, more
effective treatment methods can be converted into treatment guidelines with a better
result in the treatment of the patient. The use of “Big Data” has a positive impact on the
patient and the care provider.
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“Big Data” could also be used in research & development. By using different algorithms
and statistical methods, the different clinical studies can be carried out more precisely
and more effectively. For example, the choice of the trial design or the determination of
the participants in a study opens possibilities for more suitable practice through data
analysis, since all relevant details are included. Furthermore, the subsequent analysis of
the clinical trial is detailed by an algorithm and thus ensures the unwanted effects of an
intervention can be quickly recognized (Manyika et al., 2011).

Important long-term changes can be also generated in public health. Through the use of
an algorithm, real-time data can perform the monitoring of certain diseases, thereby al-
lowing for a better understanding of the causes and spread of these diseases. In addition,
the results obtained can be used to improve public health. Intervention of a possible
influenza wave or epidemic may also be made quicker by the analysis of health data and
thus protects larger population groups (Manyika et al., 2011). The use of all accessible
data also makes the development of interventions or required vaccines faster. The large
amounts of data can also be used to determine the needs of patients. This can be used to
ensure that the services offered to the patient are increased in a more efficacious manner.
A highly developed public health sector can ultimately lead to improved evidence-based
medicine (IBM, 2014). By combining data from different areas (clinical data, opera-
tional data and financial data), the most efficient treatment and better care can be imple-
mented. The use of “Big Data” and the corresponding data analysis, therefore, has fi-
nancial and qualitative improvements in health care for the stakeholders as well as the
patients.

6 Conclusion

A usable and effective data processing platform that makes it possible to use “Big Data”
must include the necessary tools for data analysis if it is to improve both efficiency and
clinical outcomes of the health care system. Important factors in such a platform include
the user-friendliness of the program, the ability to manipulate the data, the security of
the private data, as well as the scalability of the system (Bollier, 2010). In addition, real-
time data analysis allows for a quick reaction and important intervention, which is a
critical prerequisite for healthcare-associated analysis programs. Similarly, the gap be-
tween data collection and data processing should be closed. In addition, special man-
agement questions about ownership and governance of and rules surrounding data must
also be taken into account. The fact that health data is often not standardized should also
be addressed when creating a big data analysis program (IHTT, 2014).
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The analysis of large data records, called “Big Data,” has the ability to improve the
health economy. “The use of Big Data” has the propensity to change the ways of think-
ing in the health care system by using new technologies and taking into account large
data sets. On the one hand, the new findings may reveal new treatment alternatives, and
on the other hand, “Big Data” can reduce the consumption of resources and improve the
financial efficiency in health care. Therefore, it is only a question of time as to when
“Big Data” will used, via appropriate programs, for the benefit of the health care sector.
Furthermore, of course, all the issues mentioned above must be addressed. Privacy, in
particular, should be taken into account. The violation of privacy would mean a serious
loss of public trust in “Big Data” and therefore in healthcare. This could delay the entire
implementation of data processing with “Big Data” or prevent it completely.

In general, the use of “Big Data” can help solve numerous health-related problems.
Advantages of such applications range from furthering cost savings, or being able to
take population based preventive measures, to even saving lives by accelerating diag-
nostic procedures. Furthermore, precisely planned treatments can be used to avoid wast-
ing resources and double testing. Predictions of different scenarios, such as influenza
epidemics, are also made more possible by analysis of “Big Data.” For “Big Data” anal-
ysis to be advantageous and not misleading, the data sets must be large and extensive
enough. This leads to concerns about both privacy and security.

Nonetheless, a widespread availability of “Big Data” software solutions could tackle
these issues while solving problems in all areas of the health care system.
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