Mastering the Survival of the Fittest: How Digital
Technologies Can Help Organizations to Succeed

throughout the Evolution of Cybersecurity

Dissertation

zur Erlangung des Grades eines Doktors der Wirtschaftswissenschaft
der Rechts- und Wirtschaftswissenschaftlichen Fakultat

der Universitat Bayreuth

Vorgelegt
von
Florian Lennart Weif
aus

Hamburg



II

Dekan:
Erstberichterstatter:
Zweitberichterstatter:

Tag der miindlichen Priifung:

Prof. Dr. Claas Christian Germelmann
Prof. Dr. Nils Urbach
Prof. Dr. Maximilian Roglinger

23.06.2026



III

You don’t get results by focusing on results. You get results by focusing on the habits
and behaviors that produce results.
Mike Hawkins



v

Abstract

In the course of digitalization and digital transformation, organizations have funda-
mentally changed in terms of their business models, organizational structures, pro-
cesses, and the technologies employed. This has significant implications for their cy-
bersecurity, which must evolve from primarily focusing on maximum security to de-
veloping proactive and resilient solutions. To explore how digital technologies can help
organizations navigate this fundamental development in cybersecurity, this disserta-
tion utilizes evolution theory as a theoretical lens. Specifically, three research goals
(RGs) are defined and aim to investigate, firstly, which particular developments impact
organizations' cybersecurity, secondly, what new requirements arise as a consequence,
and thirdly, how digital solutions must be designed to meet these new requirements.
In order to achieve these research goals, this dissertation is structured cumulatively,
comprising six essays, with two essays dedicated to each RG. To achieve RG1, Essay 1
offers insights into architectural IT changes using modern bond markets as a case
study, while Essay 2 details how virtual 3D environments could lead to best possible
athlete performances in digital sports. To fulfill RG2, Essay 3 examines the new organ-
izational requirements emerging from increased utilization of cloud technologies from
an organizational theory perspective. This is complemented by Essay 4, which explores
the energy market, illustrating how cybersecurity solutions have transformed from
highly centralized to increasingly decentralized structures along the entire value chain.
To complete RG3, Essay 5 builds upon the insights of the previous RGs, introducing an
artifact for conducting automated cloud security audits. The dissertation concludes
with Essay 6, which presents another technical artifact for prioritizing cybersecurity

controls, aimed at organizations with limited cybersecurity resources.

Keywords: Cybersecurity, Evolution theory, Information systems, Design Science,

Empirical research.
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Introduction to
Mastering the Survival of the Fittest: How Digital Technologies
Can Help Organizations to Succeed Throughout the Evolution
of Cybersecurity

Abstract

The overarching goal of this dissertation is to support organizations in mastering the
“survival of the fittest” throughout the evolution of cybersecurity. By employing evolu-
tion theory as a theoretical lens, three research goals were defined, which are addressed
in two essays each. This introduction is structured as follows: After this dissertation’s
goals and relevance are motivated in Section 1, a review of the technical and conceptual
foundations of cybersecurity follows in Section 2. Afterwards, Section 3 presents the
three research goals defined that constitute the fundamental framework for the six es-
says included in this dissertation. Subsequently, Section 4 details the research meth-
odologies used to explore the research questions, before Section 5 summarizes the
findings of each essay. The introduction ends with a discussion of the overarching in-
sights, an acknowledgment of the study’s limitations, and potential directions for fu-

ture research in Section 6.

Keywords: Cybersecurity, Evolution theory, Information systems, Design Science,

Empirical research.
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4 Motivation

1 Motivation

The world has undergone significant change over the past decades. Until today and
over the course of several industrial revolutions, many industries and the organizations
operating within them have evolved from traditional businesses to digitally trans-
formed entities (Berawi et al., 2020; Sermpezis et al., 2024). By employing a variety of
digital technologies, resulting in highly interconnected systems and actors, the tech-
nology landscape has become significantly more dynamic and complex (Schneier &

Vance, 2025).

In the wake of digital transformation, companies today find themselves in a fundamen-
tally changed business environment, which also poses new demands on companies to
ensure their long-term success. In biological evolution theory, this concept is referred
to as “survival of the fittest,” which implies that organisms must adapt to their respec-
tive external environments by changing their characteristics and consolidating them
genetically (e.g., through plastic mutations) (Darwin, 1859). Notably, such changes can
originate from the organisms themselves and prevail, or a change in the environment

can induce it (Laland et al., 2014).

Just as biological organisms must evolve in order to survive in the long term, industries
and organizations must evolve in order to remain successful beyond industrial revolu-
tions, too (Ruse, 1975). This also applies to the evolution of cybersecurity in modern
organizations throughout digital transformation. In the past, digital networks were
physically separated, the technologies used were straightforward, and development cy-
cles were longer (Buck et al., 2021). Under these circumstances, the goal was always to
achieve maximum security, proactively avoiding risks and responding appropriately to
unforeseen events (Bitzer et al., 2023; Knudtson, 2021). Examples of this include the
“castle and moat model,” in which networks are protected against external threats with
firewalls and it is assumed that only trustworthy actors and systems reside inside the
network (Rose et al., 2020). In an environment where complexities were manageable

and security perimeters were clearly separated, these approaches worked well.

However, these conditions no longer apply to modern digital technology landscapes,
whereas especially three trends are particularly influencing the evolution of cybersecu-
rity leading to new requirements organizations have to fulfill (Tzavara & Vassiliadis,

2024).
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The first important trend to highlight is decentralization. With the advent of the inter-
net, technologies such as cloud and edge computing have become well established,
meaning that assets that were once physically separated from the rest of the world are
now distributed beyond network boundaries (Buck et al., 2021; Cuervo-Cazurra et al.,
2020; Nurse et al., 2021). This applies not only to information technologies (IT) such
as data storage and processing, but also to operational technologies (OT) such as in-
dustrial plant control systems (Buck et al., 2023). The protection of assets can therefore
no longer be achieved, along clearly defined network perimeters only (He et al., 2022;

Rose et al., 2020).

Furthermore, as a result of technological advances, new digital technologies are being
introduced every day, significantly increasing the diversity of the technology landscape
as a second essential trend to note (Bennett & Robertson, 2019; Schneier & Vance,
2025). Generally, all digital technologies employed have specific characteristics in
terms of their technical implementation, operational properties, and, as a result, risk
profiles (Hasan et al., 2023; Rekeraho et al., 2024). As the diversity of digital technol-
ogies used increases, so does the number of opportunities for unintended behavior and
sources of error, as well as potential targets for attack (Lewis & Wang, 2019; Torkura
et al., 2019). As a consequence, organizations have to implement several types of
measures to assess and actively manage their newly introduced risks, to avoid, e.g., loss

of confidential data or downtimes (Buck et al., 2023).

A third substantial trend affecting cybersecurity is the shift towards fast-paced envi-
ronments. In this regard, another result of (technological) progress is the sharp in-
crease and continuous rise in the frequency of development and release cycles (Y.
Zhang et al., 2021). Consequently, manual checks cannot keep pace with either the
speed or the volume of assets that need to be protected (Salnitri et al., 2014). Digital
technologies are therefore needed to provide support through automation and priori-
tization, reducing the workload of those in charge and ensuring that they can concen-

trate on the most important tasks (Bécue et al., 2021).

Consequently, the overarching goals of cybersecurity have changed fundamentally
(Rinehart & Shortridge, 2020; Taha, 2023). It is now widely agreed that “there is no
such thing as 100% cybersecurity” (Weppler, 2017, p. 118). Because both unintentional
errors (e.g., due to incorrect user behavior) and intentional damage (e.g., due to insider

or external attacks) can no longer be prevented entirely, other objectives, such as
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resilience, have gained in importance and have become central components of regula-
tory requirements (Bitzer et al., 2023; Directive (EU) 2022/2555, 2022; Executive Of-

fice of the President, 2024).

To master these evolutionary challenges, digital technologies can support organiza-
tions in numerous ways and therefore play an essential role in ensuring resilience and
cybersecurity, thus enabling them to survive within the new business environment
(Strobel et al., 2023). For example, digital technologies make important contributions
to enhancing the effectiveness and efficiency of vulnerability prevention, information
system monitoring, and the detection of and response to cybersecurity incidents (Bé-
cue et al., 2021; Kopanaki, 2022). However, it is not only the correct choice of technol-
ogy that is crucial for success, but also the organizational structure and the adoption of
and anchoring within respective processes (Annarelli et al., 2020; Soomro et al., 2016).
Research must therefore not only focus on the potential of digital technologies in en-
suring future-proof cybersecurity, but also examine how they can be optimally imple-

mented and used (Abdullayeva, 2023).

In the literature, strategies and measures in this context are primarily discussed in a
fragmented manner (i.e., often industry- or application-specific and either operational
or strategic) (Wenye Wang & Lu, 2013). In addition, important developments are often
discussed simultaneously, e.g., being summarized under the term “complexity,” with-
out sufficiently shedding light on the individual causes or individual factors that lead
to an overall increase in complexity (Schneier & Vance, 2025). Although the body of
knowledge available today already includes various approaches to solving numerous
challenges incurred by the continuously evolving field of cybersecurity, there is often a
lack of overarching structuring of strategic and operational developments to effectively
address the new requirements resulting from digital transformation. Evolution theory,
as well as its various applications, especially in the economic sciences, provides a useful
theoretical lens for the integrated analysis of both evolution-driving factors and the

solutions developed to resolve them.

With this dissertation, I aim to contribute to this discourse by taking a holistic yet dif-
ferentiated approach. Hence, I start by exploring which factors precisely influence the
evolution of cybersecurity and in which ways. Additionally, I am building upon this to
determine which new requirements arise for organizations to survive under these

changed conditions. Finally, I develop specific solutions addressing these identified
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new requirements for particularly representative use cases and contribute to the avail-
able knowledge through the experiences and insights gained from designing to (prac-
tically) testing them. To achieve these ambitions, I define the following overarching

research goal:

Supporting organizations to master the survival of the fittest throughout the evolu-

tion of cybersecurity

In this context, this dissertation aims to advance the discourse in Information Systems
(IS) research on the evolution of cybersecurity. By addressing a range of both specific
and multifaceted research questions across six essays, I examine the three dimensions
of evolution. Thus, this dissertation contributes a distinguished and end-to-end analy-
sis of, first, the evolution's origins, second, their implications, including necessary
changes for organizations, and third, possible IS artifacts enabling the fulfillment of

these new requirements.

The remainder of this introduction is organized as follows: It begins with an overview
of the technical and conceptual foundations of cybersecurity. This is followed by the
presentation of three Research Goals (RGs), which serve as a unifying framework for
the six essays comprising this dissertation. Subsequently, the research methods em-
ployed to investigate the corresponding research questions are outlined, and a sum-
mary of the key findings from each essay is provided. The introduction concludes with
a discussion of the overarching insights, a consideration of the study’s limitations, and
an outline of avenues for future research. The six essays are presented in the chapters

that follow this introduction.

The findings presented in the essays are the outcome of collaborative research con-
ducted with co-authors. Consequently, the plural pronoun “we” is used when referring
to the content of these essays in the following sections. For the sake of improved read-
ability, I have deliberately omitted the standard citation labels typically used to indi-

cate co-authorship.
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2 Theoretical Background

2.1 Introduction to Cybersecurity

In IS literature, various terms, approaches, and instruments exist to protect (digital)
assets against vulnerabilities and their intentional or unintentional exploitation. In this
regard, the term “asset” refers to any kind of resource worth protecting, whether they
are entirely digital (such as information in databases or text documents) or have inter-
faces with physical systems (i.e., cyber-physical systems like control units for filtration
systems or voltage regulators). “Vulnerabilities” describe the potential threats to these
assets (e.g., publicly accessible confidential information online or over the internet, ac-
cessible control units of wind turbines). In general, organizations only suffer from
damage through the actual “exploitation” of a vulnerability, e.g., by an external attacker
(Bayuk, 2013). Furthermore, the literature differentiates between intentional and un-
intentional exploitation of vulnerabilities, as each may require different mitigation
strategies (Diesch et al., 2020). Instruments and measures employed to reduce risks
by mitigating vulnerabilities are called “controls”. Today, risk assessments and evalu-
ations are regularly conducted to decide which controls should be implemented to ei-
ther prevent the exploitation of identified vulnerabilities or to eliminate vulnerabilities
completely. IS scholars have agreed that completely eliminating any potential vulner-
ability is not optimal for companies if the expected damage does not exceed the costs
for vulnerability elimination. At the operational level, potential damage scenarios are
multiplied by their probabilities of occurrence to determine risk values, which are then
used to make decisions about whether to avoid or accept these risks (Bayuk, 2013).
Thus, such approaches are often referred to as risk-based, as the purpose of cyberse-
curity functions usually aims at minimizing losses rather than generating additional

income (Diesch et al., 2020).

Until today, decision-makers and cybersecurity professionals have historically strug-
gled to secure sufficient budgets, personnel, and equipment for ensuring sufficient cy-
bersecurity as a consequence of their risk-minimizing rather than income-generating
nature (Soomro et al., 2016). In daily routines, some organizations have even devel-
oped negative perceptions of cybersecurity functions, viewing them as opponents ra-
ther than supporters who are rather consuming than increasing company resources. In

recent decades, this perception has significantly changed in many organizations due to
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the dramatic increase in successful cyberattacks on businesses. With production lines
being forced to stop, sustained reputational damage experienced, and even several
bankruptcies observed, the role of cybersecurity in companies has grown significantly
in importance (Boakye et al., 2024). Today, especially in highly digitalized or digitally
transformed organizations, cybersecurity has become a crucial prerequisite for future
viability and success. In the subsequent subsection, these developments will be further

explored.

However, before being able to analyze the evolution of cybersecurity, it is vital to define
the term cybersecurity and understand that there are multiple dimensions, perspec-
tives, and underlying philosophies that must be distinguished both generally and spe-
cifically. The most prevalent overarching terms in the literature aiming towards the
protection of (digital) assets are “information security”, “information and communica-
tion technology security”, and “cybersecurity” (R. von Solms & van Niekerk, 2013). To
illustrate the differences between these terms, it is important to differentiate which
dimensions and factors are respectively considered to protect which kinds of assets. On
one hand, there is the digital dimension, which includes, e.g., digital networks, storage
units, actors (both human and machine-based), and the physical dimension, which in-
volves, e.g., hardware, analog data carriers (like printed documents), people, and rele-
vant environmental factors (like temperature, humidity, or vibrations). While infor-
mation security focuses on (both digital and analog) information as well as the digital
technologies employed, information and communication technology security exclu-
sively targets the security of technical components. In contrast, cybersecurity aims to
protect not only technical components and information but also any tangible assets
(e.g., functioning critical infrastructures) and intangible assets (e.g., not being discrim-
inated or exploited on the internet) belonging to people and societies (R. von Solms &
van Niekerk, 2013). Due to this broader perspective in cybersecurity, including both
people and digital technologies, i.e., the core subjects of IS research, I chose cyberse-
curity as the subject for investigation in my dissertation. Figure 1 illustrates the simi-

larities and differences between the three terms.



10 Theoretical Background

Information-based assets
not using information and
communication technologies

(e.g., leaving printed confidental
documents on unsupervised desks)

Information
security

Information-based assets using
information and communication
technologies
(e.g., power generation schedules that
are editable via unproteced interfaces)

Information and
communication
technology security

Non-information-based assets
that are vulnerable via information
and communication technologies
(e.g., disruption of power supply as a
consequence of manipulated power
generation schedules)

Cybersecurity

Figure 1: Differentiation of information and communication technology security, information security,

and cybersecurity based on R. von Solms and van Niekerk (2013)

2.2 Evolution of Cybersecurity

Until today, digital technologies have led to various improvements by transforming the
everyday operations of organizations. Companies are increasingly digitalizing their
processes to increase efficiency, enhance customer experiences, and secure competi-
tive advantages (Berawi et al., 2020; Bresciani et al., 2021; Meier, 2017). This digitiza-
tion involves adopting a range of technologies, such as Al IoT, and big data analytics
(Bresciani et al., 2021; Feroz et al., 2021). However, these technological advancements
and shifts in business practices have also led to evolving security threats (Mishra &

Gochhait, 2023; Weiyu Wang & Siau, 2019).

In this context, several key developments are emerging. One significant shift affecting
security is the increasing decentralization and diversity of digital technologies (Bacis
et al., 2020; Nguyen Duc & Chirumamilla, 2019). Remote work, whose adoption was
significantly accelerated throughout the COVID-19 pandemic, has spread workforces
across different locations, with employees now accessing corporate networks from var-
ious environments using multiple devices and technologies (Nurse et al., 2021). Also,
businesses are operating on a global scale, with complex supply chains and interna-
tional collaborations that require technical interfaces (Cuervo-Cazurra et al., 2020).

Furthermore, the convergence of physical and digital components has considerably
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expanded the attack surface of IS, making them vulnerable to both physical and digital
remote attacks (Rekeraho et al., 2024). The increasing number and diversity of digital
technologies, along with the multiple actors involved in deploying them, introduce ad-

ditional risks, thereby heightening the vulnerability even more (Hasan et al., 2023).

Another trend is the continuous development and enhancement of digital solutions to
maintain and elevate their value (Beach et al., 2019; Nagel et al., 2012; Welsh &
Benkhelifa, 2020), leading to rapid changes in code, sometimes happening within
minutes (Y. Zhang et al., 2021). Especially widely adopted cloud architectures involve
numerous components, interaction patterns, and services, often exceeding human
comprehension of the system and its behavior (Mouratidis et al., 2020; L. Tang et al.,

2023).

This overall substantially increasing complexity redefines the security landscape, cre-
ating new demands (Schneier & Vance, 2025). As a consequence, traditional controls
have been found to be inadequate to ensure sufficient protection levels within these
decentral, diverse, and fast-paced environments (Rinehart & Shortridge, 2020). Sim-
ultaneously, cyber-attacks have become more sophisticated and frequent, requiring
even more robust measures (Abrahams et al., 2024). Advancements in Al, for instance,
facilitate high-level, automated attacks (Bécue et al., 2021). Consequently, cybersecu-
rity has emerged as a critical concern requiring active attention and innovative ap-

proaches (Furrer, 2022).

In this context, understanding why traditional measures fall short is crucial. Histori-
cally, security approaches prioritized creating maximally secure systems (Knudtson,
2021; Rinehart & Shortridge, 2020), employing preventive and reactive measures to
protect an organization’s assets. While preventive measures focus on identifying and
mitigating potential threats before they materialize (Baskerville et al., 2014), such as
through regular threat analyses and ethical hacking (Bishop, 2007), reactive measures,
like incident response management, tackle security breaches after they occur, mini-

mizing damage and facilitating recovery (Bitzer et al., 2023).

Despite playing a critical role in cybersecurity, traditional measures are insufficient
against the rising number and diversity of cyber threats (Shinde & Ansurkar, 2023). As
system complexities grow, failures become inevitable (Bitzer et al., 2023). In this re-
gard, literature acknowledges that “there is no such thing as 100 percent security”

(Weppler, 2017, p.118), and cybersecurity must also ensure resilience, enabling
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systems to handle faults and incidents that are assumed inevitable in modern systems

(Ross et al., 2021; Safitra et al., 2023).

Another major issue of traditional controls is their inadequate integration into organ-
izational processes. Conducted late in development, these measures at least complicate
vulnerability resolution, as fundamental flaws are hard to resolve shortly before
planned release (Munoz et al., 2018). Basically, the widely adopted techno-centric ap-
proach fails to address cybersecurity's socio-technical nature, neglecting organiza-
tional factors such as processes and structures (Christine & Thinyane, 2022). Thus,
cybersecurity controls must be employed in early development stages, too, to identify

and address vulnerabilities proactively as soon as possible (Abdullayeva, 2023).

Consequently, organizations must adapt their cybersecurity strategies. It has been
found that those embracing resilience and proactive approaches are more likely to sus-
tain operations and recover from cyber incidents (Tzavara & Vassiliadis, 2024). As the
shift towards resilience and proactive cybersecurity caught the attention of both poli-
tics and industry (e.g., Directive (EU) 2022/2555, 2022 (2022), NIST (2024)), also ac-
ademic literature has addressed various evolutionary aspects, from meta-studies to
distinct strategic measures and considerations (Saeed et al., 2023; Schneier & Vance,
2025). In this regard, a strategic vision illustrating the necessary structural and proce-
dural adaptations organizations need, harmonizing efforts to ensure sufficient cyber-
security in the long term, was found to be fundamental. As a prerequisite, organizations
need a comprehensive overview to develop future-proof cybersecurity strategies, ad-

dressing both technical and organizational factors (Whitten & Kayworth, 2010).

Finally, developing solutions for identified problems and methods for evaluating and
selecting various approaches is vital. However, multiple solutions may be applicable to
achieve similar targets but vary in protection goal prioritization, costs incurred, or risk
mitigation effectiveness. Organizations must, thus, trade off these solutions to its risk

profile, desired security level, and (economic) constraints (Diesch et al., 2020).

2.3 Evolution Theory

In his work, Charles Darwin focused on the evolution of biological organisms. He con-
cluded that every species faces "struggles," as otherwise they would reproduce end-

lessly and overtake other life forms (Darwin, 1859). In contrast, these struggles might
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cause certain life forms to stop reproducing and eventually become extinct if these
struggles are not sufficiently addressed. From this, Darwin (1859) inferred that there
must be specific characteristics enabling organisms to overcome their struggles. As
these characteristics evolve over generations, potentially enhancing or diminishing
survival chances, he described retaining beneficial characteristics and discarding dis-
advantageous ones as “natural selection” resulting from the “survival of the fittest”.
Generally, this process can stem from multiple origins. Firstly, a particularly advanta-
geous variation of an organism might emerge throughout the development of genera-
tions and eventually dominate in a given environment. Secondly, a change in the envi-
ronment might lead to a variation in behaviors that solidify genetically, or a previously
less advantageous variation of characteristics might become beneficial under new con-

ditions and thus succeed (Laland et al., 2014).

Until today, Darwin's work is considered one of the most significant scientific contri-
butions and has influenced fields beyond biology. For instance, his work has been
adopted by economics, where consensus emerged regarding marginal efficiency in-
creases being the driver for economic change, and economic progress being equivalent
to evolution (van den Bergh & Gowdy, 2000). Additionally, neo-classical economists
like Schumpeter (1949) further developed Darwin’s survival of the fittest into the well-
known principle of “creative destruction”. Overall, evolutionary thought holds as much
significance in economics as it does in biology, for multiple reasons. Firstly, since the
eighteenth century, economic systems have undergone rapid transformation, exhibit-
ing patterns of qualitative, structural, and irreversible changes, challenging the concept
of stable growth paths suggested by multiple theories. Secondly, economic systems
possess an extensive capacity for sustained learning and adaptation across various lev-
els, from individuals and households to organizations, sectors, and even globally.
Thirdly, evolution is reflected in the economy's horizontal structure, encompassing sci-

ence, technology, markets, and culture (Nelson, 1995; van den Bergh & Gowdy, 2000).

While concepts like coevolution (Johnson et al., 2016), evolutionary game theory (Ba
et al., 2000), and evolutionary psychology (Kock, 2009) have emerged in IS literature,
IS scholars have, to the best of my knowledge, only indirectly adopted Darwin’s evolu-
tion theory concepts regarding the survival of the fittest to IS research. Yet, it seems

plausible that economic principles influenced by evolution theory would apply to IS,
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analogously, as the goals of growth and long-term success effectively drive the devel-

opment, choice, and use of digital technologies in organizations, too (Bacon, 1992).

As highlighted earlier, the technology landscape, organizational vulnerabilities, and
threat environments have radically changed. Consequently, some general approaches,
e.g., business-based language between budget managers and security professionals
(Tran & Jgsang, 2023), and specific controls, e.g., penetration testing, have proven ef-
fective, while others are either replaced or present new challenges (e.g., cloud security
auditing). In Darwin’s terms, companies face existential struggles, necessitating adap-
tation for survival. Since cybersecurity incidents can quickly become existential
threats, particularly if a manufacturing company’s production is halted or critical in-
frastructures, like health services or energy and food supply, are disrupted (Boakye et
al., 2024). In my dissertation, I utilize evolution theory as a framework to analyze, first,
which changes lead to such existential struggles, and second, what the implications for
organizational cybersecurity are. Third, I present solutions to support organizations to

master the survival of the fittest throughout the evolution of cybersecurity.
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3 Derivation of Research Gaps and Research Goals

To achieve my overarching RG, I have defined the following three research goals based

on Darwin's evolution theory:

(RG1) Identify the environmental changes that necessitate an adaptation of cyber-
security for modern organizations

(RG2) Determine the requirements that arise from these changes to effectively and
efficiently adapt cybersecurity in modern organizations

(RG3) Develop digital solutions that support the adaptation of cybersecurity in

modern organizations to meet the identified requirements

To achieve the research goals, each of them was addressed within two essays. To fulfill
RG1, it was necessary to develop a deep understanding of the key developments at var-
ious levels concerning the digitalization and digital transformation of organizations.
For this purpose, I conducted comprehensive investigations into the respective issues
and potential analyses for possible solutions, as well as developed corresponding pro-
totypes. For achieving RG2, I conducted several studies to analyze the socio-technical
implications of these changes, highlighting both the current state of implementation
and areas that still leave room for improvement. Building on these insights, I developed
specific solutions for both operational and strategic challenges as part of fulfilling RG3.
It can be summarized that the individual RGs build upon each other, thus facilitating
a holistic understanding of the evolution of cybersecurity. However, achieving each RG
rigorously also required a nuanced and in-depth exploration of the respective
knowledge and the development of innovative solutions that incorporate both socio-

technical and economic perspectives.

3.1 RGu: Identify the Environmental Changes that Necessitate an Adap-
tation of Cybersecurity for Modern Organizations

To achieve RG1, I focused on the central developments related to digital transformation
in Essay 1 and Essay 2. To correctly identify the relevant new requirements for cyber-
security in RG2, we first examined in RG1 exemplary structural changes at the over-
arching market architecture level (Essay 1) as well as those resulting from the transfor-

mation of work towards immersive virtual working spaces (Essay 2).

For the investigation of fundamental changes in market structures, we concentrated



16 Derivation of Research Gaps and Research Questions

on the transformation of today's corporate bond markets. This case is particularly suit-
able because the corporate bond market in the United States alone accounted for USD
10 trillion in 2020 (International Capital Market Association, 2020), playing a crucial
role in both funding companies and offering diverse investment prospects for inves-
tors. Moreover, the growing significance of this market has led to the establishment of
numerous players and processes within the corporate bond market, demanding
smooth interactions, significant coordination efforts, and information maintenance.
These intricate structures involve various institutional intermediaries, such as clearing
and settlement houses, which provide trusted services to market participants (Allen &
Santomero, 2001). These intermediaries are involved in interconnected processes such
as bond issuance, promissory bill trading, and ensuring secure settlements, leading to
notable delays in settlement times and added costs (Kleinbauer & Stone, 2021). Engag-
ing with the bond market involves transaction costs (TAC), which become evident with
increasing complexity. This complexity results in inefficiencies such as additional ex-
penses for coordinating stakeholders and addressing incompatibilities. These ineffi-
ciencies can lead to higher bid-ask spreads, increased market impact costs, and chal-
lenges in conducting large trades effectively (Edwards et al., 2007; Williamson, 1981).
Furthermore, high TAC can result in significant drawbacks, such as discouraging mar-
ket participation, reducing liquidity, and potentially distorting price discovery pro-
cesses, resulting in less efficient markets (Benston & Smith, 1976). High TAC may also
dissuade smaller investors or firms from participating in the market, particularly due
to the disproportionate impact of these costs on smaller transactions (Williamson,
1981). Consequently, such an environment may heighten systemic risks, as hidden
costs and inefficiencies contribute to market vulnerabilities (Coase, 1937). To cope with
this challenge, there are multiple methods to minimize TAC. One of the most estab-
lished ones is to reduce the number of required transactions, or transfers across differ-
ent entities, through vertical integration, whereby activities that were previously exter-
nal, like credit rating activities, are now integrated within the company (Ciborra, 1983;
Feulner et al., 2022; Williamson, 1981). Research on achieving transaction efficiency
has increasingly highlighted using digital technologies (Ciborra, 1983; Gurbaxani &
Whang, 1991; Williamson, 1981). Until now, scholars have demonstrated how digital
technologies can help to reduce TAC across various contexts and use cases beyond
bond markets (Aubert et al., 1996; Grover et al., 1996; Gurbaxani & Whang, 1991; Lac-
ity & Willcocks, 1995; C.-Y. Li & Fang, 2022). Among the foremost digital technologies
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discussed for reducing TAC is blockchain technology. Blockchain solutions are well-
regarded for enabling trustless transactions (Beck et al., 2016; Feulner et al., 2022),
thereby promising to replace trusted intermediaries. The distinctive features of block-
chains offer up-to-date, tamper-resistant ledgers, which boost trust among market par-
ticipants, a crucial factor in the financial sector, and reduce opportunities for oppor-
tunism, hence lowering TAC (Rossi et al., 2019). Additionally, blockchain can improve
transaction efficiency compared to current methods, where all actors must maintain
their data and update each other via additional channels (Andersen & Bogusz, 2019).
Consequently, multinational financial institutions have initiated projects exploring the
potential of blockchain-based bonds (HSBC, 2024). Recent regulatory changes in Ger-
many have facilitated the regulatory-compliant issuance, management, and trading of
bearer bonds using blockchain technology (Federal Financial Supervisory Authority,
2021), prompting several companies to launch token-based bond issuance solutions
(Siemens AG, 2023). Thus, blockchains offer viable and feasible solutions for reducing
TAC in financial markets (Axelsen et al., 2023; Guggenberger et al., 2023), contrib-
uting to a body of literature on designing efficient financial markets using blockchain
technology (Grossmann, 2024; Guggenberger et al., 2023; Kranz et al., 2019). Notably,
while there is substantial literature in this field, there remains a lack of targeted re-
search on bond markets, despite their significant use in financial practice today. Exist-
ing literature on bond markets often either presents broad theoretical perspectives
(Chen, W., and Wang, Q., 2020; Grossmann, 2024; Kleinbauer & Stone, 2021) or fo-
cuses on niche applications, such as carbon emission markets (Axelsen et al., 2023),
leaving a gap in research on designing TAC-efficient corporate bond markets (Guggen-
berger et al., 2023; Kolbel et al., 2022). This is concerning since TAC theory offers a
well-established understanding of market mechanisms, providing theoretical guidance
for designing efficient blockchain-based markets. In sum, because (1) TAC are signifi-
cant in bond markets, (2) blockchain solutions can mitigate these costs, and (3) the
existing literature lacks guidance on designing such solutions, this study aims to ad-

dress this gap by posing and answering the following research question:

How can a blockchain-based bond system be designed to reduce transaction costs in

bond markets? (Essay 1)

Complementary to this examination of structural changes on the market architectural

level, e.g., through the introduction of a blockchain-token-based solution, the world of
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(digital) sports is constantly evolving, too. As the use of new technologies in sports,
especially virtual reality (VR), gains momentum, two main formats have emerged: The
1) format involves hybrid-sports, which merge real world physical activity, commonly
associated with traditional sports, with digital elements like VR. For example, compet-
itive cycling using stationary cycling equipped with a head-mounted display (HMD) or
VR supports athlete skill assessment and scenario-based training through (Romeas et
al., 2022). Or 2) fully 3D virtual environments for digital sports (instead of existing 2D
screen-based environments) (Chen et al., 2024). In summary VR is a particularly rele-
vant technology for hybrid and digital sports, enabling a strong sense of presence and

immersion for multiple purposes (Haffner et al., 2025).

Prior research on VR has predominantly examined user, customer, and employee be-
havior in contexts such as shopping, retail, and training. These studies have compared
3D virtual environments to 2D screen-based settings to assess how participants per-
ceive and accomplish performance advantages across different settings (Huygelier et
al., 2019; Kim & Ko, 2019; MeiBner et al., 2020; Menck et al., 2023; Rowen et al., 2019).
Within the hybrid-sports domain, VR has been widely explored for its potential to en-
hance training and performance. Reviews and empirical evidence indicate that immer-
sive technologies such as VR can improve perceptual-cognitive skills and training pre-
cision (Cariati et al., 2025; Kittel et al., 2024; Y. Li et al., 2025; Neumann et al., 2018),
suggesting that VR provides substantial benefits for hybrid-sports. However, it re-
mains unclear whether these benefits of the use of VR also extend to digital sports.
Emerging studies suggest that VR experiences can enhance motivation and engage-
ment in digital sports (Chengjie Zhang & Yu, 2024), yet systematic comparisons be-
tween 3D virtual environments and 2D screen-based settings are still limited. Previous
research has investigated variables such as well-being, attitudes toward the sport task,
involvement, acceptability, flow experience, and physiological responses (Banerski et
al., 2025; Barbour et al., 2024; Kim & Ko, 2019). But yet it misses to explain how VR,
as an immersive technology, increases visualization from 2D to 3D, influences athletes’

subjective and objective performance in digital sports.

To address this gap, the present study provides a comprehensive assessment of perfor-
mance by comparing 2D screen-based settings, the conventional mode of experiencing
digital sports, with 3D virtual environments with the use of a HMD, capturing both

athletes’ subjective perceptions and objective performance measures. Additionally, we
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examine whether athletes’ perceived performance aligns with their objectively meas-
ured performance in digital sports, as this can reveal how interactions within 3D virtual
environments affect athletes’ perception and actual performance. Accordingly, this re-

search addresses two primary questions:

Does the use of VR for athletes, shifting from 2D to 3D, have a positive effect on digi-
tal sport performance, in terms of both subjective perceptions and objective perfor-
mance? Do athletes’ subjective perceptions of digital sport performance correspond

to their objective performance? (Essay 2)

3.2 RG2: Determine the Requirements that Arise from these Changes to
Effectively and Efficiently Adapt Cybersecurity in Modern Organiza-
tions

After RG1 explored the changes with potential impacts on cybersecurity as a result of

digitalization and digital transformation, RG2 examines the implications by deriving

the corresponding requirements.

As introduced in the previous sections, the ongoing development and application of
digital technologies have significantly transformed the business environment, result-
ing in notable technological advancements and evolving business practices. However,
this has also led to an increase in sophisticated security threats (Mishra & Gochhait,
2023). As organizations pursue the digitalization of their operations to improve areas
such as efficiency and customer service, they encounter the dual challenge of utilizing
new technologies while protecting themselves against emerging cyber risks (Berawi et
al., 2020; Bresciani et al., 2021). In this regard, cloud computing has become a pivotal
element of digitalization, offering scalable and cost-effective IT solutions that enable
businesses to outsource infrastructure management (Mell & Grance, 2011; Parast et al.,
2022). Its rapid adoption allows companies to benefit from decentralization, fostering
remote work and global collaboration (Alashhab et al., 2021; Parast et al., 2022). Now-
adays, most organizations utilizes some form of cloud computing (Sadavarte et al.,
2022). However, the complexity of modern cloud architectures presents new security
challenges, as these systems often consist of multiple microservices and complex inter-
actions, which can result in unpredictable outcomes (Aradjo De Oliveira, 2017;
Soylemez et al., 2022). As reliance on cloud solutions increases, addressing cybersecu-

rity has become even more critical, requiring approaches tailored to the specific
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vulnerabilities present in these environments (Albanese et al., 2014; Furrer, 2022).
Traditional cybersecurity measures, employed by cloud users, are becoming less effec-
tive in the face of rapidly evolving and increasingly intricate cloud architectures
(Shinde & Ansurkar, 2023; Taha, 2023). Historically, these measures have concen-
trated on achieving maximum cybersecurity through a combination of preventive and
reactive strategies (Knudtson, 2021). In light of the limitations of traditional methods,
recent research is investigating more proactive and integrated security strategies, with
a particular focus on resilience as a key aspect of cybersecurity. The existing literature
covers various dimensions of this evolution, including meta-studies on organizational
and environmental issues (e.g., Saeed et al. (2023) and B. von Solms (2000, 2006)),
specific strategies and concepts (e.g., Annarelli et al. (2020), Soomro et al. (2016), and
Werlinger et al. (2009)), and specific aspects within this context (e.g., M. Tang et al.
(2016), Terpstra et al. (2017), and Ramluckan and van Niekerk (2020)). While these
studies provide valuable insights and contribute to field advancement, they do not offer
a comprehensive perspective that integrates the socio-technical and overall organizati-
onal considerations effectively. To the best of our knowledge, there is no existing
framework that strategically combines and structures these central developments
while providing recommendations to assist companies in achieving sustainable levels
of cloud security. Thus, we propose the following research question in the context of

our study:

Which socio-technical changes must digitalized organizations address at a strategic

level to ensure sustainable cloud security? (Essay 3)

In addition to challenges that must be addressed at a strategic level, there are also many
important changes on the more practical and operational level that need to be tackled.
To investigate this issue, we examined the disruptive developments and fundamental
changes in the energy sector as the focus of another study. This choice of industry for
our research is particularly relevant as, in recent decades, critical energy infrastruc-
tures have evolved from primarily centralized and predictable setups with stable en-
ergy sources to more decentralized and dynamic configurations (Bedi et al., 2018). This
shift has been largely driven by the sustainability transformation, shifting from high-
emission fossil fuels to low-emission renewable energy sources (Rekeraho et al., 2024).
This transformation is not only influencing the demand for and the utilization of digital

technologies within the energy sector but also impacts cybersecurity concerns
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regarding these infrastructures (Bedi et al., 2018). For instance, the merging of physi-
cal and digital components has expanded the attack surface of critical energy infra-
structures, enabling attacks that can be executed remotely through digital means ra-
ther than solely physical attacks (Rekeraho et al., 2024). The proliferation and diversi-
fication of digital technologies, along with the various actors involved in their deploy-
ment, introduce additional vulnerabilities, further elevating risks to modern critical
energy infrastructures (Hasan et al., 2023). As a crucial infrastructure, maintaining the
functionality of critical energy infrastructures is essential for the proper functioning of
modern societies, as they support other vital infrastructures like healthcare, food sup-
ply, and transportation, also (Blokus-Roszkowska & Dziula, 2016; Georgiadou et al.,
2023). Both academia and practitioners proposed and tested various solutions to ad-
dress the numerous and diverse challenges arising from the growing use of digital tech-
nologies in the critical energy infrastructure sector, such as zero-trust architectures
(ZTA) and cyber-physical security measures for smart grids (Buck et al., 2023; Hasan
et al., 2023). Although researchers have thoroughly documented the technological and
organizational evolution of critical energy infrastructures, their practical cybersecurity
implications have rarely been explored from a comprehensive, system-wide perspec-
tive, that accounts for the differences between small and medium-sized enterprises
(SMEs) and larger corporations. This gap is significant since cybersecurity (including
regulatory) requirements for the sector are intensifying, yet implementation progress
remains heterogenous, primarily because SMEs usually do not possess the same kinds
of resources to ensure adequate cybersecurity as larger companies (Georgiadou et al.,
2023). In highly interconnected and dynamic environments, a vulnerability of any sin-
gle actor can compromise the functioning of the entire network. Consequently, re-
search should move beyond isolated case studies that do not address the specific char-
acteristics and requirements of the respective actors to identify patterns across differ-
ent actors that can guide improvements, encourage mutual assistance, and scale effec-
tive measures (Zhao et al., 2024). Scholars in the information systems field are increas-
ingly applying complex adaptive systems (CAS) theory, viewing energy infrastructures
as a complex system of interacting agents exhibiting emerging patterns (Nan, 2011).
While several studies have already classified the sector as a CAS (Bale et al., 2015;
Korhonen & Snakin, 2015; Pearson & Bardsley, 2022; Wildberger, 1997), the cyberse-
curity implications of this perspective remain largely unexplored. Building on this con-

sensus, we pose the question:
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Which patterns related to cybersecurity have emerged through the evolution of crit-
ical energy infrastructures as complex adaptive systems for small and medium

sized enterprises? (Essay 4)

3.3 RG3: Develop Digital Solutions that Support the Adaptation of Cy-
bersecurity in Modern Organizations to Meet the Identified Require-
ments

RGs3, the final of the three RGs, addresses specific solutions based on digital technolo-

gies to meet the requirements identified in RG2, which arise from the digitalization

and digital transformation of organizations examined throughout RG1.

In this context, we first focus on the challenges highlighted in Essay 3, which result
from the new requirements as a consequence of widespread cloud computing technol-
ogy adoption. This is a particularly relevant field of research, since cloud computing
has revolutionized IT environments, shifting them from static, centralized to highly
dynamic and distributed architectures characterized by rapid development and de-
ployment cycles (Bolannavar, 2020; Sermpezis et al., 2024). This paradigm shift ne-
cessitates that cybersecurity, which was traditionally an “afterthought” implemented
sporadically, evolves into a continuous and integrated process. This shift ensures that
vulnerabilities are identified as soon as possible and that cybersecurity measures are
seamlessly incorporated into the workflows of developers and operators (Parast et al.,
2022; Rinehart & Shortridge, 2020; Sermpezis et al., 2024). The traditional approach
to cloud security audits, which are usually mostly manual and infrequently performed
prior to major releases or certifications, proved to be costly and insufficient to keep up
with the fast-paced modern environment (Lins et al., 2018; Majumdar et al., 2019).
Therefore, organizations have to change to performing frequent and comprehensive
audits, ideally with automated checks at least whenever significant changes are ex-
pected, to maintain compliance and to mitigate risks effectively (Lins et al., 2018; Rine-
hart & Shortridge, 2020). This need is particularly pressing in Infrastructure as a Ser-
vice (IaaS) environments, where tenants bear responsibility for everything except the
underlying hardware, necessitating the securing of every operating system (OS) con-
figuration, patch, and service (Bennett & Robertson, 2019; Lane et al., 2017). Moreo-
ver, the OS layer presents a critical attack surface, where vulnerabilities could lead to
complete virtual machine (VM) compromises or data breaches (Jasti et al., 2010; S.

Zhang et al., 2014). Thus, effectively securing and auditing this layer requires deep
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technical expertise and significant organizational effort (Bolannavar, 2020; Parast et
al., 2022). While commercial tools can automate most of this work, their cost and need
for customization are prohibitive for many smaller firms, despite these firms facing the
same security responsibilities as larger entities under the shared responsibility model
(Kandpal et al., 2023; Roy & Patil, 2023; Tenable, 2025). Given that nearly 80% of
small and medium-sized enterprises (SMEs) using cloud services depend on IaaS (Eu-
rostat, 2023), this poses a significant issue. Therefore, affordable, automated tools that
can deliver accurate, on-demand OS-level assessments are crucial for securing and
scaling modern cloud infrastructures, especially for companies unable to afford costly
commercial solutions (Roy & Patil, 2023). Besides commercial solutions, associated
open-source tools often fall short of supporting comprehensive cloud-native audits.
They typically focus on a single OS (e.g., Linux or Windows) and do not incorporate
automated compliance checks (like “CIS Benchmarks” or “NIST STIGs”) across diverse
OS environments. Until today, academic research has yielded valuable design
knowledge in related areas, such as cloud vulnerability prioritization (Ullman et al.,
2024), privacy-preserving IoT architectures (Chanson et al., 2019), optimization of
identity and access management (Baumer et al., 2023; Yang et al., 2024), and secure
information systems methodologies (Heikka et al., 2006), but lacks tangible audit tools
or adaptations necessary for the dynamic, distributed nature of modern IaaS. Addi-
tionally, information systems research on auditing is limited in accounting contexts
(Chanyuan Zhang et al., 2022), which differ fundamentally in data sources, workflows,
and success metrics from those related to cloud security audits. This gap implies that
especially SMEs lack cost-effective, reusable solutions to continually ensure OS-level
security compliance, leading to periods of unmonitored vulnerability. To address this,
we aim to develop and assess a cloud-native, multi-OS cloud security auditing artifact
that integrates continuous compliance checks into development and operation pro-
cesses to enhance the frequency, scope, and cost-efficiency of audits and derive gener-
alizable design principles for OS-level security tools. Therefore, we raise the following

research question:

How should an artifact for automated cloud security audits on the OS-level be de-

signed to allow for more frequent, complete, and cost-effective audits? (Essay 5)

In addition to enabling organizations with limited cybersecurity budgets to conduct

cloud security audits, our research identified another significant challenge in ensuring
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cybersecurity. Specifically, this involves the selection of information security measures
(ISM), particularly for organizations with limited cybersecurity budgets, which must
carefully trade off how to allocate their resources best. For this investigation, we chose
the finance industry as a research environment due to the critical importance of infor-
mation security as well as the industry's dynamic nature, characterized by new busi-
ness models and emerging companies (Goldstein et al., 2019). In particular, we decided
to focus on FinTechs, i.e., organizations that use digital technologies to innovate and
improve financial services, offering efficient, accessible, and often more user-friendly
alternatives to traditional financial institutions (Alt et al., 2018; Dorfleitner et al., 2017;
Gimpel et al., 2018; Goldstein et al., 2019). However, the competitive nature of the
business landscape (Chuen & Teo, 2015; Gimpel et al., 2018; Werth et al., 2023) neces-
sitates that FinTechs rapidly develop their offerings (Murinde et al., 2022). As a result,
the efficient use of technologies like cloud computing emerged as a critical technology
for delivering FinTech services (Ali et al., 2020; Fong et al., 2021; Werth et al., 2023).
The cloud's capabilities, particularly the provision of flexible on-demand IT resources
that mainly involve utility-based operational expenditures rather than capital expend-
itures, have made it integral to the FinTech industry and central to its disruptive impact
(Mell & Grance, 2011; Schneider & Sunyaev, 2015; Tchernykh et al., 2019). Because of
limited resources and an opportunistic development approach, FinTechs are, unfortu-
nately, prone to information security breaches and regulatory violations (Gai et al.,
2017; Goldstein et al., 2019). Consequently, their strategy in utilizing cloud computing
poses a significant risk to becoming reliable, trustworthy, and profitable (Mahalle et
al., 2018). Building customer trust by ensuring information security are vital for the
success of FinTechs, too (Mehrban et al., 2020). According to Werth et al. (2023), in-
formation security is one of the most critical concerns regarding cloud computing
within FinTechs, impacting their overall success. Although computing resources are
outsourced to the cloud, security responsibilities are not fully transferred but rather
shared between providers and users (Armbrust et al., 2010; Mahalle et al., 2018). These
concerns, along with the division of responsibility, make information security manage-
ment even more crucial for FinTechs. However, to date, FinTechs often tend to depri-
oritize information security and adherence to certain regulations, or their prioritization
methods lack sophistication (Gai et al., 2017; Haupert et al., 2017). The associated risks
can lead to regulatory difficulties, like financial penalties, or significantly impact reve-

nue due to eroding customer trust (Mahalle et al., 2018). Therefore, existing literature
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suggests various clusters of ISM for FinTechs, focusing on data protection, regulatory
compliance, cryptography, responsibility-based access control, and secure application
logic (Gai et al., 2017; Kaur et al., 2021; Singh et al., 2021). Moreover, it underscores
the impact of the cloud service model on information security (Mahalle et al., 2018).
However, as previous research concentrated on establishing suitable ISM for FinTechs,
studies on their prioritization are limited. Thus, FinTechs lack a comprehensive strat-
egy to determine which ISM to implement first to ensure adequate information secu-
rity and regulatory compliance levels in the face of limited resources. Therefore, we

pose the following research question:

How should FinTechs prioritize information security measures for cloud services?
(Essay 6)

Overall, this dissertation comprises six essays addressing the specific RGs outlined in
Section 3. While Essays 1 and 2 address RG1, Essays 3 and 4 address RG2, and Essays
5 and 6 RG3. Table 1 summarizes the essays, including their respective publication
outlets, according to the VHB publication media ranking (VHB PMR), and current
publication status. Additional publications not included in this dissertation are listed

in Appendix B.

Table 1: Essays on the Three Research Goals of this Dissertation

VHB PMR | Publication

Title Publication outlet ranking Taie

RG1: Identify the environmental changes that necessitate an adaptation of cybersecurity for modern
organizations

Essay 1: .
Designing the Future of Bond Markets: Re- Published as

ducing Transaction Costs Through Tokeniza- Electronic Markets B Cisar et al.

. (2025)
tion
Essay 2: Proceedings of the 34th Published as

From Flat Screens to Immersive Virtual Real-
ity: How Virtual Reality Influences Subjective
and Objective Performance in Digital Sports

European Conference on A Lauer et al.
Information Systems (2026)

RG2: Determine the requirements that arise from these changes to effectively and efficiently adapt
cybersecurity in modern organizations

Essay 3: Ready for
Proactivity and Resilience: An Examination | Wirtschaftsinformatik Submission
of Strategic Foundations for Cloud Security | Proceedings as Strobel et
from an Organization Theory Perspective al. (2026)
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Title Publication outlet VHB PMR e
ranking status
Buildi on: i
uilding llp. n ‘ N Proceedl‘ngs of the 44th Published as
From Observing to Understanding: Empirical | International Con'fer— (A)! Strobel et al
Insights on the Organizational Foundations |ence on Information (2023) ’
of Security Chaos Engineering Systems
Essay 4:
The David-Goliath Gap throughout the Evo- |Proceedings of the 34th Published as
lution of Critical Energy Infrastructure Cy- | European Conference on A Weiss et al.
bersecurity: An Analysis from a Complex Information Systems (2026)

Adaptive Systems Theory Perspective

to meet the identified requirements

RGg3;: Develop digital solutions that support the adaptation of cybersecurity in modern organizations

mation Security Measures

mation Systems

Essay 5: Ready for
From Planned Security to Reality: Towards Submission
an Open-Source Artifact for Automated TEEE Access B as Port et al.
Cloud Security Auditing on the OS-Level (2025)
Essay 6: o Proce.e'dlngs of the 57th Published as
Towards Secure Cloud-Computing in Hawaii International B Leuthe et al
FinTechs — An Artefact for Prioritizing Infor- | Conference on Infor- (2024) )

1 published as “Short Paper”.
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4 Research Design

This section offers a summary of the research designs employed throughout the six
essays to achieve the respective research objectives. Subsequently, I outline the re-
search methodologies, data collection methods, and analysis techniques used to an-
swer the research questions. Table 2 provides a concise overview of the chosen research

designs.

Table 2: Research Designs of the Essays included in this Dissertation

Designing the Future of Bond
Markets: Reducing Transac-
tion Costs Through Tokeniza-
tion

Title Research design
RGa1: Identify the environmental changes that necessitate an adaptation of cybersecurity for modern
organizations
Essay 1: Design science research

Design of a blockchain token-based bond market instantiation
Examination and evaluation regarding its potential to reduce
transaction costs (Williamson, 1981) based on n=14 semi-struc-
tured expert interviews

Essay 2:

From Flat Screens to Immer-
sive Virtual Reality: How Vir-
tual Reality Influences Sub-
jective and Objective Perfor-
mance in Digital Sports

Experiment research

Experiment comparing 2D monitor-based and virtual 3D envi-
ronments with n=80 participants

Between subject-based approach in a laboratory environment
Data analysis based on Mann-Whitney-U-Test and Partial Least
Squares Structural Equation Modeling complemented with
Spearman correlation analysis

RG2: Determine the requirem
cybersecurity in modern organ

ents that arise from these changes to effectively and efficiently adapt
izations

Essay 3:

Proactivity and Resilience: An
Examination of Strategic
Foundations for Cloud Secu-
rity from an Organization
Theory Perspective

Building upon:

From Observing to Under-
standing: Empirical Insights
on the Organizational Foun-
dations of Security Chaos En-
gineering

Interview study

Empirical qualitative research by conducting an interview study
with n=18 interview partners

Open, axial, and selective coding following the approach by Gioia
et al. (2013)

Triangulation of findings with related literature and adoption of
an organizational theory framework for structuring results

Interview study

Inductive research study by conducting qualitative expert inter-
views with n=17 interviews

Derivation of first-order concepts, second-order themes, and ag-
gregate dimensions according to Gioia et al. (2013)

Essay 4:

The David-Goliath Gap
throughout the Evolution of
Critical Energy Infrastructure
Cybersecurity: An Analysis
from a Complex Adaptive
Systems Theory Perspective

Interview study

Inductive study based on n=19 qualitative semi-structured expert
interviews

Multi-phase data collection and analysis process according to Gi-
oia et al. (2013) throughout coding steps and workshops
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Title Research design
RGg;: Develop digital solutions that support the adaptation of cybersecurity in modern organizations
to meet the identified requirements
Essay 5: Design science research
From Planned Security to Re- |, Design of an instantiation for automated OS-level cloud security
ality: Towa'rds an Open- audits following the approach of Peffers et al. (2007) and evalua-
Source Artifact for Auto- tion based on n=14 semi-structured interviews
mated Cloud Security Audit- |.  Derjvation of design knowledge through generalizable design
ing on the OS-Level principles according to Gregor and Hevner (2013)
Essay 6: Design science research
Towards Secure Cloud-Com- |, pevelopment of an information security measure prioritization
puting in FinTechs — An Arte- prototype for FinTechs, based on the shared responsibility model
fact for PI‘lOI‘l'tIZlng Infor- by adopting the DSR paradigm (Hevner et al., 2004)
mation Security Measures » Evaluation based on Sonnenberg and vom Brocke (2012)

In Essay 1, we examined how a blockchain-based bond system can reduce transaction
costs in the bond market by following the design science research (DSR) paradigm.
Since transaction costs in traditional bond markets were found to be significant and
blockchain technologies could potentially reduce these costs, we adopted the approach
by Peffers et al. (2007) to analyze this complex, real-world problem, develop and eval-
uate an innovative IS artifact to resolve this issue and extent the existing body of design
knowledge with through the generation of generalizable design principles (DP). Doing
so, we iteratively executed six steps: problem identification, defining solution objec-
tives, designing and developing the artifact, demonstration, evaluation, and communi-
cation. Overall, we implemented three design cycles. Starting with step one (Problem
Identification), we pinpointed the core issues by reviewing pertinent literature and
conducting expert interviews, which allowed us to formally articulate these issues as
meta-requirements (MR). These MRs acted as the foundation for crafting design ob-
jectives (DOs) in step two (Objective Definition). Moving to step three (Design and De-
velopment), we developed, functionally tested, and continuously improved the artifact.
This iterative enhancement was guided by feedback from industry experts, particularly
during design cycles two and three (Peffers et al., 2007; Sonnenberg & vom Brocke,
2012). To maintain a comprehensive view of the prototype, we also incorporated in-
sights from researchers specializing in blockchain technology across various institu-
tions and industries. Given that the artifact represents an instantiation (Hevner et al.,
2004), step four (Demonstration) was divided into showcasing the functional architec-
ture to clarify procedural, legal, and regulatory requirements, followed by executing
the technical implementation. Step five (Evaluation) concentrated on successfully im-

plementing the DOs. Finally, step six (Communication) entailed conveying the
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theoretical and practical insights gained. We formulated DPs by integrating descriptive
knowledge, principally using transaction cost (TAC) theory as a foundational theory
(Gregor & Hevner, 2013; Heger, 2020; Walls et al., 1992; Williamson, 1981). The com-
munication phase aligned with the suggestions of Hevner et al. (2004) and Peffers et
al. (2007), culminating in the dissemination of our findings through academic publi-
cation, which included the source code and documentation of the artifact. Moreover,
our practical and theoretical insights were incorporated into a publicly funded research
project, collaborating with an interdisciplinary team exploring the tokenization of fi-
nancial products and markets. Finally, our evaluation found that the defined DOs were
successfully implemented and that our blockchain token-based bond market design

could reduce the overall TAC incurred.

In Essay 2, we examined the extent to which virtual 3D environments offer added value
in digital sports and which effects on athlete performance can be measured. An exper-
imental design was utilized to compare user experiences between a 2D and a 3D set-
ting. The experiment was structured using a between-subjects approach in a laboratory
setting, adhering to established norms from previous literature and studies (Elsey et
al., 2019; Huygelier et al., 2019; Kim & Ko, 2019; Kinzinger et al., 2022; MeiBner et al.,
2020; Menck et al., 2023; Suh & Lee, 2005; Urbach & Ahlemann, 2010). Validated
scales were employed for all constructs in this study. Most items were assessed using a
seven-point Likert scale. Immersion was evaluated using four items (a=0.90) based on
the scale from Daassi and Debbabi (2021). Presence measurement was adapted from
Nah et al. (2011) using five items (a=0.92), as previously utilized in VR studies like
Menck et al. (2023). Subjective Performance was measured with five items (a=0.89)
from Rowen et al. (2019). Additionally, demographic data (gender, age, and highest
degree) and context data (experience with the technologies used in the experiment)
were collected, while Objective Performance was assessed based on the measured lap
times. More specifically, participants performed standardized tasks using either tradi-
tional 2D monitors and controllers or 3D glasses and gesture-based controls. The sam-
ple consisted of 80 participants, equally divided between the two conditions (3D envi-
ronment vs. 2D interface). Beyond descriptive analysis, a Spearman correlation analy-
sis examined the relationship between task performance and participant responses to
control questions. The data analysis was conducted using a Mann-Whitney-U-Test, be-
cause it does not rely on normally distributed data which was the case in our study, and

Partial Least Squares Structural Equation Modeling for its ability to analyze complex



30 Research Design

models with multiple latent constructs, tolerate non-normal data, and accommodate
less stringent sample size requirements, aligning with established methodological
guidelines and precedents in related empirical research (Benitez et al., 2020; Chin &
Marcoulides, 1998; Gefen et al., 2000; Hair et al., 2022; Kinzinger et al., 2022; Menck
et al., 2023; Nah et al., 2011; Rigdon et al., 2017; Urbach & Ahlemann, 2010). The
model exhibited an acceptable fit, as evidenced by a relative Chi-square of 1.793, which
is well within the widely accepted threshold of 2.0 (Bentler & Bonett, 1980; Kelloway,
1999; Tabachnick & Fidell, 2014). Ultimately, both the descriptive results and the vis-
ualization-format effects measured in isolation showed significant improvements in
subjective and objective performance for the 3D virtual environment. However, these
effects were no longer statistically significant in the structural equation model once the
mediators presence and immersion were included. This suggests that the observed ad-
vantages arise primarily from VR-induced experiential factors rather than from the

technology itself.

In Essay 3, we synthesized and complemented existing literature with an in-depth in-
terview study (Schultze & Avital, 2011). For data analysis, we employed the method by
Gioia et al. (2013), utilizing both existing literature and semi-structured interviews for
data collection. More precisely, our data collection was structured in four iterative
stages. Initially, we conducted a literature review to grasp the relevant aspects and
challenges related to modern cloud security. Subsequently, drawing from the literature
review’s findings, we crafted an initial interview guide and started our interview study.
Overall, we conducted interviews with 18 partners from German companies with dif-
fering professional backgrounds and a focus on cloud computing across multiple in-
dustries. Each interview lasted between 45 and 60 minutes, was conducted and rec-
orded via Microsoft Teams, with two researchers present to ensure completeness and
avoid biases. The focus varied between most interviews to optimally exploit the inter-
viewees’ individual expertise and experience. As the data collection progressed, both
the guide and initially identified research questions were updated to align with emerg-
ing insights. The data analysis followed a four-step process. Initially, researchers cre-
ated first-order concepts by coding interviews with informant-based terms, aiming to
capture all relevant information, leading to numerous initial codes (Gioia et al., 2013).
Next, the researchers examined the first-order concepts for similarities and differ-
ences, categorizing them into second-order themes, thereby streamlining the number

of unstructured codes. During these steps, we used the open coding feature in
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MAXQDA to transcribe and code the interview recordings. Coding workshops con-
ducted with three authors ensured a shared understanding of the data and coding
structure, resulting in 1,350 text excerpts, 288 first-order concepts, and 15 second-or-
der themes. In the third step, we distilled the second-order themes into five aggregate
dimensions, which formed the basis for a descriptive framework that illustrated the
relationships among the emerging concepts, clarifying the link between data and de-
veloped theory (Gioia et al., 2013). Our analysis revealed that our interview data had
parallels with organizational theory, particularly in the context of change, pertinent to
companies. Consequently, we structured our findings based on the model by Scott
(1981), which is a recognized framework in organization research and has been applied
in various academic IS literature, e.g., Lavassani and Movahedi (2017) and Jonathan
(2020). As a result, we provide a framework structuring fundamental changes for cloud
security across five dimensions and contribute recommended actions in an exploratory

manner regarding organizational considerations in both proactivity and resilience.

In Essay 4, we examined the evolution of cybersecurity within critical energy infra-
structures, employing an empirical qualitative approach by conducting an interview
study. A total of 19 experts were selected based on their technical expertise and profes-
sional experience in cyber- and network security, grid operations, and power genera-
tion, all of whom are active within the German critical energy infrastructure sector.
Leveraging the diverse expertise of these experts, we conducted semi-structured inter-
views that allowed for flexibility in focusing on specific topics and adapting in-depth
questions based on the course of the conversation. The interview guide was continu-
ously refined throughout the research process to incorporate newly gained insights,
such as additional queries regarding network protocols and their attributes. Theoreti-
cal saturation was considered to be achieved when the introduction of new codes from
interviews had significantly declined (Saunders et al., 2018). The analysis of the data
comprised a five-step process following the methodology of Gioia et al. (2013). Initially,
interviews were transcribed and coded into 220 first-order concepts, capturing indi-
vidual experiences with specific technologies and procedures, including their strengths
and weaknesses, utilizing the coding function of MAXQDA. Subsequently, these first-
order concepts were organized into 21 second-order themes, categorized based on
commonalities among frequently used technology groups and procedures. To ensure
methodological rigor and intercoder reliability, multiple authors participated in the

coding process, engaging in regular collaborative sessions to discuss results and
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address any ambiguities or inconsistencies. In the third phase, these second-order
themes were further refined into seven aggregate dimensions through a series of cod-
ing workshops. In the final step, these insights were synthesized into a comprehensive
graphical representation of the results. As a result, we identified central emerging pat-
terns along the evolution of cybersecurity in the critical energy infrastructure sector,
thus contributing a practical review to the current technology and strategy-dominated
discourse, which allows us to create new solutions where necessary or adapt existing

measures to new requirements.

In Essay 5, we developed an artifact aimed at enabling automated OS-level cloud secu-
rity audits for IaaS systems, specifically addressing the needs of SMEs with constrained
resources for such audits. To achieve this, we adopted the DSR paradigm and followed
the approach by Peffers et al. (2007). Initially, we identified the challenges auditors
face in executing cloud security audits through a comprehensive literature review and
expert interviews. In addition, our structured literature review, grounded in the meth-
odology of Webster and Watson (2002), highlighted a gap in design knowledge for cre-
ating such automated audit artifacts. Our interview partners were carefully selected
based on their expertise in cloud security audits, cloud, and OS management, along
with their professional experience. The insights from expert interviews and literature
review informed the development of four meta-requirements (MRs), which, subse-
quently, were further developed into six design objectives (DOs). We then iteratively
designed, implemented, demonstrated, and evaluated the artifact over three distinct
design cycles. During the first cycle, the concept and architecture were established; the
second cycle centered on the development of a minimum viable product (MVP); and
the third cycle involved enhancing the artifact based on feedback and addressing iden-
tified limitations. Given that the artifact is an instantiation (Hevner et al., 2004), the
demonstration included a technical presentation to security experts and its application
within a public research project for practical testing. A total of 14 semi-structured in-
terviews were conducted with 12 experts from various fields, aimed at identifying core
challenges (cycle 1), evaluating the MVP's quality and limitations (cycle 2), and as-
sessing the final artifact (cycle 3). Each cycle was concluded upon reaching theoretical
saturation, as indicated by a significantly decreasing number of new codes (Saunders
et al., 2018). Interviews were conducted by two researchers, recorded, and transcribed,
with data coded in MAXQDA by marking key statements for extraction. The qualitative

data analysis employed coding strategies by Corbin and Strauss (1990), chosen for
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their structured yet adaptable approach conducive to iterative, in-depth analysis. The
study’s final step involved disseminating our theoretical and practical findings (Hevner
et al., 2004; Peffers et al., 2007). As a result, our evaluation concluded that the devel-
oped DOs were successfully implemented and, in addition, we extended the existing
body of design knowledge with five generalizable design principles following (Gregor

et al., 2020; Hevner et al., 2004).

In Essay 6, we addressed the challenge of a missing practical framework to aid
FinTechs with prioritizing information security measures (ISMs) to ensure adequate
information security. Therefore, we developed an artifact to facilitate this prioritization
process by adhering to the DSR paradigm (Gregor & Hevner, 2013). Our research was
structured using the DSR methodology proposed by Peffers et al. (2007) to guide the
overall process and the one by Sonnenberg and vom Brocke (2012) for our evaluation
phase. Initially, in the Problem Identification & Motivation phase (Step 1), we identi-
fied the critical difficulties FinTechs face in prioritizing ISMs. In Step 2, Definition of
Design Objectives (DOs), the critical factors influencing ISM prioritization were iden-
tified. Drawing on a comprehensive literature review, our experience in the FinTech
domain, and semi-structured interviews, we formulated eight DOs emphasizing infor-
mation security for cloud services utilized and offered by FinTechs. Step 3 (Design De-
velopment) included the creation of the artifact, guided by the formulated DOs and
domain expertise, employing the shared responsibility model to incorporate founda-
tional cloud service models (Lane et al., 2017; Mell & Grance, 2011). In Step 4 (Demon-
stration), we instantiated the artifact with exemplary measures by conducting a struc-
tured literature review on Ebsco Host, ProQuest, and IEEE Xplore, yielding 116 papers.
We scrutinized abstracts for contributions to information security in cloud environ-
ments, excluding those limited to a single ISM or threat. This process resulted in 16
relevant papers, leading to a final selection of 12 after a thorough full-text review and
a forward and backward search. From these, we extracted 82 pertinent topics orga-
nized into 18 clusters, categorized into three information protection goals, six threats,
and nine measures (Sumner, 2009). The comprehensive catalog of ISMs addressing
both IS threats and regulatory requirements consisted of 17 measures, used to instan-
tiate our artifact. Step 5 (Evaluation) involved testing the artifact's real-world applica-
bility through prototypical implementation, using additional semi-structured inter-
views with the same information providers involved in the problem definition and DO

evaluation phases. These interviews spanned 90 to 120 minutes to guarantee a



34 Research Design

complete and in-depth evaluation. Upon achieving all DOs, we presented our findings
to industry experts from a leading international management consultancy as part of
the final Step 6 (Communication). This consultancy has adopted the artifact's method-
ology to elucidate its ISM identification processes to clients in the FinTech industry. As
a result, we closed the gap in research regarding the design of ISM prioritization arti-
fact for FinTechs by developing such a tool and transferred our knowledge gained into

practice by disseminating our work at the end of our research process.
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5 Summary of Results

As previously introduced, this dissertation is structured around three research goals
corresponding to Darwin's evolution theory. Corresponding to these three research
goals, the dissertation comprises three parts, each containing two essays. In this sec-
tion, these essays are presented by describing the respective motivation, methodology,

and results.

5.1 Essay 1: Designing the Future of Bond Markets: Reducing Transac-
tion Costs Through Tokenization

In Essay 1, we designed, implemented, and evaluated a prototype for a blockchain to-
ken-based bond market architecture. In this regard, our research confirms that the
prototype's issuance mechanism considerably reduces transaction costs. Nonetheless,
it is crucial to recognize these costs as intrinsic barriers that, given the expenses asso-
ciated with the current Ethereum-based prototype design, remain resistant to com-
plete elimination. These costs, while substantial, should be considered within the
larger context of the prototype’s overall effectiveness and contribution to the infor-
mation systems field, acknowledging that technological advances and regulatory
changes may eventually mitigate these inherent constraints. Additionally, we discover
that although our prototype democratizes financial access, its implementation still re-
lies on intermediaries and their essential services, particularly those provided by secu-
rity token offering platforms. This reliance arises not only because crucial technical
expertise and time resources might be lacking outside the core business area but also
due to the need to adhere to regulatory requirements for issuing tokenized bonds. De-
spite being a significant bottleneck, this dependency allows for potential efficiency
gains by consolidating multiple issuances into a single contract, which reduces the
fixed unit costs per issuance. As a result, security token offering platforms managing

multiple issuances provide the opportunity to mitigate the aforementioned limitations.

5.2 Essay 2: From Flat Screens to Immersive Virtual Reality: How Vir-
tual Reality Influences Subjective and Objective Performance in Dig-
ital Sports

In Essay 2, we explored the potential benefits of virtual 3D environments in digital

sports by conducting an experiment with n=80 participants that assessed the impact
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on Subjective and Objective Performance of athletes compared to traditional settings
with 2D monitors. To achieve this goal, our research questions were structured sequen-
tially. First, we aimed to determine whether the performance (subjective and objective)
in digital sports generally differs depending on whether they are performed in virtual
3D sports environments or 2D screen-based settings. Our first analysis reveals that
using 3D virtual environments instead of a 2D screen-based setting has a statistically
significant positive direct effect on both subjective and objective performance. In the
second step, we explored to what extent effects repeatedly documented in the literature
for 3D virtual environments could explain the observed improvements in subjective
and objective performance. To this end, our research model was expanded to include
presence and immersion as mediating constructs. The results showed that presence
has a statistically significant positive effect on both subjective and objective perfor-
mance, whereas immersion only significantly improves subjective performance. Inter-
estingly, the direct path coefficients between visualization format (3D vs. 2D) reversed
to negative values, but these were not statistically significant. Our research contributes
to the body of literature on VR by examining if previously found positive effects of iso-
lated cognitive tasks or physical training exercises can be measured in competitive dig-
ital sport settings, too. Our results align with studies in other fields such as healthcare,
manufacturing, and product design and demonstrate that the adoption of 3D virtual
environments could positively impact athletes' performance. More importantly, our
study shows that if the trend moves toward greater adoption of 3D virtual environ-
ments instead of 2D screen-based settings, the effects partially mediated by enhanced
presence and immersion will play a crucial role in maximizing both subjective and ob-
jective athlete performance as would be required by the Olympic motto “Faster,

Higher, Stronger — Together”.

5.3 Essay 3: Proactivity and Resilience: An Examination of Strategic
Foundations for Cloud Security from an Organization Theory Per-
spective

In Essay 3, our research was driven by the evolving technology landscape as a result of

progressing digitalization and the growing use of cloud computing, which has created

both unprecedented opportunities and notable challenges for organizations. Conse-
quently, traditional security controls were found to be inadequate for addressing the

complexities of today’s cloud environments. Unfortunately, necessary strategic
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adjustments have been previously explored only in isolation or not from the required
socio-technical perspective. This study addresses this gap by reviewing existing litera-
ture and complementing it with the insights from 18 practitioners and industry experts.
Our development of the individual dimensions and perspectives into an organiza-
tional-theoretical framework illustrates which dimensions are essential for strategic
adjustments and how these have evolved throughout digitalization and the increased
adoption of cloud computing. By answering our research question, we provide a syn-
thesis of existing cloud security research, establishing a common foundation for future
academic work on cloud security throughout digitalization and digital transformation.
Practically, we derived nine recommended actions to enhance cloud security practices,
to promote collaboration among stakeholders, and to integrate cloud security within

organizational structures.

5.4 Essay 4: The David-Goliath Gap throughout the Evolution of Critical
Energy Infrastructure Cybersecurity: An Analysis from a Complex
Adaptive Systems Theory Perspective

In Essay 4, we explored how the sustainability transformation and digitalization im-

pact the cybersecurity of critical energy infrastructures. Utilizing complex adaptive sys-

tems theory as a theoretical framework, we conducted an interview study with 19 par-
ticipants to uncover associated emerging patterns. This analysis enabled us to identify
seven emerging patterns related to ensuring cybersecurity in critical energy infrastruc-
tures, highlighting the differences between SMEs and larger enterprises. Our findings
reveal that smaller energy producers and network operators are particularly challenged
by the new demands from the convergence of IT and OT, as well as by the various dig-
ital technologies (including AI) employed and the multitude of stakeholders involved.

Ultimately, we found and described specific challenges and opportunities for enhance-

ment in the areas of network connectivity, data transfer, and control signal transmis-

sion in these distributed systems, which employ a notably diverse array of hardware,

communication channels, and network protocols.

5.5 Essay 5: From Planned Security to Reality: Towards an Open-Source
Artifact for Automated Cloud Security Auditing on the OS-Level

In Essay 5, we developed an artifact for automated cloud security audits at the OS-level

for IaaS systems, targeting the needs of SMEs with limited resources for performing
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such audits. The modular design of our solution was found to significantly reduce the
setup and execution efforts for conducting comprehensive cloud security audits on a
regular basis, thereby addressing the typical challenges faced by SMEs. By employing
the audit host- and target system configuration and integrating Steampipe and os-
query, which are established solutions and frameworks in the field, a large number of
systems can be audited while keeping setup, usage, and maintenance efforts minimal,
thereby enabling regular cost-efficient audits across all relevant systems. Utilizing es-
tablished benchmarks, such as those from the CIS, removes the need for users to create
their own metrics and assures that guidelines are both complete and up-to-date. Con-
sequently, SMEs are no longer required to “assume” their systems' security but can
now audit them regularly. As a theoretical contribution, this research offers design
knowledge through five generalizable design principles. This is complemented by our
practical contributions, consisting of the artifact's ability to address the hurdles SMEs
encounter in executing regular, comprehensive cloud security audits. Also, the arti-
fact's open-source, lightweight nature allows for smooth integrations into existing pro-
cesses and structures. A promising area for future research includes investigating the
integration of cloud security auditing tools with configuration management solutions

to automatically trigger corrective actions based on audit results.

5.6 Essay 6: Towards Secure Cloud-Computing in FinTechs — An Arte-
fact for Prioritizing Information Security Measures

In Essay 6, we tackle the critical issue of information security in FinTechs. Due to the
current lack of a practical method for aiding FinTechs in prioritizing information secu-
rity measures to attain adequate information security levels, we developed a tool to
facilitate this process. Our tool calculates the priority of information security measures
by considering relevant factors such as regulations, threats, protection goals, and the
FinTech’s business model. To ensure the tool's practicality and applicability in real-
world scenarios, we consulted industry experts, who informed the formulation of de-
sign objectives and the artefact's evaluation. We encourage information security re-
searchers to challenge and expand the artefact further to additional application areas

and integrate more relevant factors for prioritizing information security measures.
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6 Discussion and Conclusion

In this section, I conclude the introduction of my dissertation by providing a brief sum-
mary across all essays, outlining the overarching contributions to theory and practice,
and presenting important limitations as well as relevant approaches for future re-

search.

6.1 Summary

The overarching goal of this dissertation is to examine the evolution of cybersecurity
in the context of digitalization and digital transformation of organizations, as well as
to develop solutions and approaches for successfully mastering the resulting “survival
of the fittest”.

To achieve this, the dissertation has been structured in a cumulative manner and com-
prises six essays, evenly divided into two essays per RG. To achieve RG1, Essay 1 pro-
vides insights into IT architectural changes using the example of modern financial mar-
kets, while Essay 2 demonstrates how virtual 3D environments could impact the future
of (competitive) digital sports. For the completion of RG2, Essay 3 explores the re-
quirements arising for organizations in the context of increasing cloud technology us-
age from an organizational theory perspective. These findings are complemented by
Essay 4, which focuses on the energy sector and shows how cybersecurity requirements
have evolved along the entire value chain from originally highly centralized to increas-
ingly decentralized structures and which patterns SMEs as well as larger enterprises
have adopted to tackle them. To accomplish RG3, Essay 5 builds on the insights gained
from the previous RGs by presenting an artifact for conducting automated cloud secu-
rity audits as a blueprint for transforming traditionally reactive cybersecurity tools into
proactive and resilience-enhancing solutions. Essay 6 concludes the dissertation by
contributing a second technical artifact for prioritizing cybersecurity controls, focusing
on organizations with particularly limited cybersecurity resources, balancing criticality

and resource requirements using the example of organizations in the financial sector.

6.2 Contributions to Theory and Implications for Practice

In addition to the core findings illustrated above, my research provides several theo-

retical and practical contributions. Starting with the theoretical contributions,
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specifically those achieved in reaching RG1, Essay 1 extends the existing literature on
blockchain-based bonds by providing novel design knowledge in the form of general-
izable design principles following Gregor and Hevner (2013) that complement existing
work on tokenization, including equity tokens and green bond markets. Our research
introduces new approaches that utilize claim functions and reinforce the significant
role of security token offering platforms, contributing to the discussion on blockchain's
impact on market intermediation (e.g., Bauer et al. (2019)). Additionally, our work ap-
plies TAC theory as a theoretical lens on blockchain technology, stressing its benefits
in reducing transaction costs and automating corporate bond processing. This high-
lights the necessity of aligning blockchain applications with compelling business cases,
augmented by our prototype's demonstration of blockchain's feasibility for corporate
bonds and contribution to TAC-driven research. In addition, Essay 2 contributes to the
academic discourse regarding the use of VR in the digital sports by examining the ben-
efits of virtual 3D environments compared to traditional 2D monitor settings, which
constitutes a topic that has been insufficiently addressed in the literature especially for
competitive digital sports settings. Our investigation fills existing gaps in research by
demonstrating how VR technology can enhance the Subjective and Objective Perfor-
mance of athletes, valuable insights into exploiting the potential of digitalization. While
existing literature confirmed positive effects of VR technology for physical training ex-
ercises, isolated cognitive tasks or customer experiences, we assessed its impact in
competitive digital sports settings, as well as the mediating effects of Presence and Im-

mersion.

To achieve RG2, Essay 3 contributes to cloud security literature by synthesizing in-
sights from literature and semi-structured expert interviews that were processed into
an evolutionary framework based on organization theory. Through adopting the model
by Scott (1981), we highlight essential dimensions required for proactive cybersecurity
as well as resilience and encourage the comprehensive exploration of dynamic cyber-
security landscapes. More precisely, understanding the identified dimensions enables
researchers to construct more sophisticated models capable of analyzing and forecast-
ing organizational behavior in reaction to emerging threats. Furthermore, Essay 4 en-
riches IS literature by employing the complex adaptive systems (CAS) theory to under-
stand the evolution of critical energy infrastructure cybersecurity. It addresses practi-
cal and operational strengths and weaknesses, contributing to a differentiated under-

standing of cybersecurity challenges. Additionally, our work demonstrates the CAS
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theory's applicability in IS literature, focusing on the energy sector and bridging the

gap between technological and strategic considerations in cybersecurity discourse.

In the course of fulfilling RG3, Essay 5 extends existing (design) knowledge by intro-
ducing five design principles for cloud security auditing, enabling OS-level audits to
integrate seamlessly into standard processes, reducing barriers and costs. Also, our
work reviews and structures existing literature, and points out the strengths of com-
plementary auditing and configuration management tools to maintain planned system
states. Ultimately, Essay 6 adds to IS research by presenting a structured method to
prioritize ISMs for FinTechs quantitatively. Unlike existing broad concepts, the ap-

proach integrates current knowledge on threats and regulations.

In addition to the theoretical contributions presented above, my research provides nu-
merous practical contributions, too. By achieving RG1, Essay 1 offers an open-source
prototype, complemented with detailed documentation for practitioners to modify for
their needs. Practically, the prototype offers a basic architecture for a blockchain-based
bond market that minimizes TAC incurred, i.e., through the elimination of intermedi-
aries. Our work encourages discussions on blockchain viability, helps managers evalu-
ate business cases through the TAC perspective, and outlines multi-token standard op-
portunities, informing future endeavors, including regulatory adaptations based on the
German model. Furthermore, Essay 2 illustrates how VR technologies can improve
athlete performance in virtual 3D digital sports environments, which helps the respon-
sible stakeholders of digital sports competitions to create optimal conditions for the

best possible athlete performance.

In order to fulfill RG2, Essay 3 provides actionable guidance for organizations aiming
to improve cloud security, combining proactive security strategies with resilience. Our
framework bridges technical and strategic elements, supporting practitioners through
transformative processes. The holistic integration of dimensions allows organizations,
from technical staff to executives, to use the framework for strategic decision-making
and collaboration, promoting a unified approach to cybersecurity enhancement. In Es-
say 4, we highlight the necessity for action regarding cybersecurity among smaller en-
ergy grid operators and energy producers, emphasizing the standardization of control
and data transmissions and the internal development of digitalization, as well as cy-
bersecurity competencies. This proactive approach towards adopting and securing dig-

ital technologies ensures stakeholder readiness in a future, even more digital
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technology-based business environment.

For completing RG3, Essay 5 introduces an artifact that simplifies integrating OS-level
cloud security audits into regular processes, making them accessible for broader appli-
cation. Specifically, the developed tool lowers the adoption barriers for SMEs, making
respective security measures feasible and efficient, aiding them in addressing their se-
curity needs comprehensively. Finally, Essay 6 presents a structured approach for in-
formation security measure prioritization for FinTechs utilizing cloud services based
on various individual inputs. Consequently, the artifact developed assists with efficient
resource allocation for cloud security efforts, allowing FinTechs to balance risk man-
agement with resource limitations. Additionally, our approach aligns with established

standards like NIST, aiding FinTechs in navigating complex security landscapes.

6.3 Limitations and Future Research

Of course, the essays included in this dissertation are subject to several limitations that
present promising avenues for future research. For instance, by completing RG1, Es-
say 1 is limited by the fact that the developed artifact was only tested at the proof-of-
concept level using the virtual test network within the Remix development IDE, which
only simulates the real Ethereum main network. As a result, our findings related to
transaction efficiency and actual costs may differ from real-world applications. Future
work should close this gap by deploying our or similar artifacts in the actual Ethereum
main network to investigate the effects and differences compared to test networks.
Also, our evaluation does not explicitly address whether private or public networks
should be used, as transaction costs and scalability remain major concerns, posing an-
other starting point for further investigations. Although technological advancements
such as sharding may help to eliminate these limitations in the future, they currently

present challenges for practical deployment.

Additionally, the limitations of Essay 2 include the sample composition of experiment
participants, which primarily consists of younger individuals from a university-related
environment, potentially biasing the findings, given the anticipated wider adoption of
virtual 3D digital sports environments. Moreover, while the controlled laboratory ex-
periment setting improves reliability, further research should also explore non-labor-
atory environments to assess constructs like concentration and reaction speed more

realistically. Finally, the experimental task involved digital racing sport to ensure
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validity and reproducibility. Although suitable for assessing the constructs of interest,
it only partially represents the broader range of digital sport disciplines, highlighting

the need for future studies.

Regarding the achievement of RG2, we acknowledge that Essay 3 significantly builds
upon qualitative data collected throughout German-based interviews, which may lead
to limited transferability to other industry or regional contexts. Consequently, the se-
lected interview partners may introduce biases not reflective of broader organizational
perspectives. Hence, future research should challenge and complement our work by
obtaining more diverse and international data. Additional studies could also benefit by
integrating quantitative methods to test our findings and further develop the proposed
framework. Similarly, Essay 4 is limited by its national scope, focusing primarily on
German experts to derive emerging patterns concerning critical energy infrastructure
cybersecurity. To extend the validity of our findings, future studies should examine
these patterns in broader, e.g., international contexts, especially considering the inter-
connectedness of global energy systems. Moreover, due to our research’s focus on crit-
ical energy infrastructures from generation to grid operation, emerging downstream
technologies, such as smart metering and the emergence of prosumage, were rendered
out of scope. However, as these developments have introduced significant changes to
the energy sector, future work should explore these developments, too. Finally, our
work highlighted the insufficient digitalization and cybersecurity capabilities of small
and medium-sized energy producers and grid operators. Therefore, future research
should explore how these stakeholders can acquire the necessary expertise, as well as
how corresponding standardized (technical) solutions can be developed, implemented,

and scaled.

In the course of addressing RG3, the limitations of Essay 5 include the conduct of 14
semi-structured interviews conducted with 12 experts. Although these interviews pro-
vided a rich and diverse exchange of ideas, the limited number of participants may not
encompass all possible perspectives on the subject and may still be prone to bias. Ad-
ditionally, the artifact’s practical evaluation occurred within a single setting, poten-
tially posing unforeseen implementation challenges elsewhere. Because of constituting
a Proof-of-Concept, the artifact covers representative control examples but not all rel-
evant controls of established benchmarks, necessitating further expansion for robust

practical testing and productive application. Consequently, future research should
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address these limitations to further explore the potential of cloud security audit arti-
facts. At this point, another avenue worth exploring could be how traditional estab-
lished methods can be adapted to ensure proactive cybersecurity and resilience (e.g.,
complementing the work of Hu et al. (2020) for the case of penetration testing). Addi-
tionally, research could focus on how these methods can be seamlessly integrated into
standard processes and organizational structures. Concerning Essay 6, we
acknowledge three main limitations. Firstly, our artifact streamlines a complex set of
influencing factors and their interactions, which aids in decision-making. Neverthe-
less, it is important to note that this simplification cannot provide a universal solution.
For instance, the final score calculated does not take into account a FinTech’s strategic
goals, size, the type of data processed, or the dependencies between multiple ISMs.
Hence, practitioners should apply the artifact thoughtfully and enhance it with detailed
expert insights when necessary. However, this limitation also opens up opportunities
for research to refine our artifact based on current gaps in its framework. Secondly, the
artifact captures a specific snapshot that requires continuous updating (e.g., its appli-
cation is constrained by temporal and contextual factors, including regional and indus-
try-specific regulations). Consequently, it currently encompasses only 17 exemplary
ISMs from an extensive literature review, which is why its correctness and complete-
ness depend on the corresponding state of IS literature. Furthermore, the artifact pri-
marily incorporates German regulations, and implementing it can be resource-inten-
sive, especially for smaller FinTechs with limited means. Thus, future research should
explore methods to automate the calculation of final scores and improve the generali-
zability of the results. Thirdly, we assessed the problem definition, design objectives,
and our final score using semi-structured expert interviews, whereas the same four ex-
perts were involved in all three phases. Hence, the evaluation remains limited to spe-
cific FinTech examples, and we recommend conducting real-world applications for

broader validation.

After presenting the specific limitations and avenues for future work of each Essay, I
would like to highlight some overarching insights along the process of writing this dis-
sertation. Firstly, across several Essays, we repeatedly identified the necessity for a
fundamental shift from predominantly maximum security to additional complemen-
tary cybersecurity objectives. In this context, proactive cybersecurity and resilience of-
fer particularly relevant and promising approaches for further research. As shown in

Essay 5, this change of overarching cybersecurity objectives does not mean that
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traditional approaches are no longer applicable. It rather means that these established
solutions must be adapted to meet new requirements. In particular, automation, agile
process integration, and artificial intelligence can help traditional cybersecurity con-
trols to meet the demands of modern decentralized, diverse, and fast-paced business
environments. Research in this area, i.e., not only demonstrating technical feasibilities
or developing theoretical concepts but continuously evolving suitable solutions and
testing as well as evaluating them in practice, is still in its early stages in many areas.
In this regard, my research adopted the design science research paradigm in multiple
Essays but has not covered the full lifecycle of the developed artifacts until productive
implementation. Future research should precisely build on this and either further de-
velop the solutions created within this dissertation or evolve its own artifacts to this
stage. Furthermore, the recently published design echelon-based approach by Tuuna-
nen et al. (2024) can help to make design science research projects more modular and
more accessible for further studies, which can increase the chance for artifacts to
achieve the stage of real-world testing and productive implementation. Consequently,

I encourage scholars to adopt this approach and to pursue joint work.

Ultimately, I would like to highlight the benefits of evolution theory as a theoretical
lens as it was used in this dissertation, but has scarcely been applied in both cyberse-
curity and IS research. While cybersecurity research has been very successful in devel-
oping well-evaluated solutions for various problems and publishing many comprehen-
sive works like literature reviews or meta-studies, the step into practice often lacks an
overarching orientation and alignment to fully realize the potential added value. Not
as an implementation of many individual solutions, but as a composite and strategi-
cally aligned comprehensive entity, can research transfer its results into real-world ap-
plications most effectively. Future research can and should utilize the possibilities of-
fered by evolution theory to recognize fundamental evolutionary developments, derive
the resulting requirements for survival, and build upon them to develop respective op-
timum solutions that present value not only in the short but also in the long term. This
dissertation aimed to provide an example of how such an approach can be imple-
mented in future investigations inside and outside of the cybersecurity domain. It will

hopefully inspire and guide researchers throughout their future journeys.
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Designing the Future of Bond Markets: Reducing Transaction
Costs Through Tokenization?

Authors

David Cisar, Benjamin Schellinger, Jens-Christian Stoetzer, Nils Urbach, Florian Len-

nart WeiB, Vincent Gramlich, and Tobias Guggenberger.
Abstract

This essay investigates how blockchain-based solutions can be designed to reduce
transaction costs (TAC) in corporate bond markets, which are characterized by com-
plex processes, multiple intermediaries, and substantial coordination and settlement
frictions. While blockchain-based solutions are increasingly applied in practice, aca-
demic research offers mainly high-level conceptual discussions or narrow use-case
analyses and lacks generic design knowledge for TAC-efficient blockchain-based bond
market solutions. This essay closes this gap by answering the research question: How
can a blockchain-based bond system be designed to reduce transaction costs in bond
markets? Following the Design Science Research (DSR) paradigm and based on a lit-
erature review and expert interviews, the authors derive meta-requirements and de-
sign objectives that describe how TAC in bond markets should be reduced. They then
design and implement an blockchain-based bond market artifact, covering e.g., CSR
initialization, token minting, and issuance. The artifact is evaluated along the dimen-
sions of efficacy, utility, and quality, based on 14 semi-structured expert interviews.
The results highlight the capability of blockchain-based bond markets to reduce TAC
in the three dimensions of asset specificity, uncertainty, and transaction frequency.
Further, the essay provides design principles to contribute to both practice and the ac-

ademic discourse on developing blockchain-based bond markets with reduced TAC.

Keywords: Bonds, Design science research, Transaction cost theory, Blockchain.

2 This essay has been published in: Cisar, D., Schellinger, B., Stoetzer, J.-C., Urbach,
N., WeiB, F.-L., Gramlich, V., Guggenberger, T. (2025). Designing the future of
bond markets: Reducing transaction costs through tokenization. Electron Markets

35(9). https://doi.org/10.1007/s12525-025-00753-3
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From Flat Screens to Immersive Virtual Reality: How Virtual
Reality Influences Subjective and Objective Performance in
Digital Sportss3

Authors

Dennis Lauer, Jens-Christian Stoetzer, Nina Weber, Florian Lennart Weil3, Christoph

Buck, and Tobias Guggenberger.
Abstract

This essay examines how a shift from non-immersive, screen-based setups to immer-
sive virtual reality (VR) affects both the subjective and objective performance of players
in digital sports. Digital sports are increasingly prominent in global competitions and
VR is widely adopted to enhance presence and immersion in hybrid as well as fully
digital sports formats. Despite this momentum, prior research has largely focused on
either subjective experience or isolated performance metrics and has not covered in-
vestigations in actual competitive settings. The study addresses this gap by analyzing
the mediating roles of presence and immersion in the relationship between display

modality and subjective as well as objective performance.

The authors conduct a between-subject experiment with 80 players who perform the
same digital sports tasks either in a 3D immersive VR condition or a 2D screen-based
condition. The analysis combines a Mann-Whitney U test for direct condition compar-
isons with PLS-SEM to estimate the structural model and to test mediation effects.
Presence and immersion are modelled as mediators between display modality and both

subjective and objective performance.

Direct comparisons show that the immersive VR condition improves subjective and
objective performance. When presence and immersion are included as mediators,
presence enhances both performance measures, whereas immersion influences only

subjective performance. The direct effect of the display modality becomes non-

3 This essay has been published in: Lauer, D., Stoetzer, J.-C., Weber, N., WeiB, F., Buck,
C., and Guggenberger, T. (2026). From Flat Screens To Immersive Virtual Reality:
How Virtual Reality Influences Subjective and Objective Performance In Digital
Sports. ECIS 2026 Proceedings. 6. https://aisel.aisnet.org/ecis2026/esports/es-
ports/6
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significant, indicating that performance improvements stem from players’ experience
of digital sports rather than from VR technology itself. Extending prior work that
mainly examined subjective or isolated performance dimensions, this study considers
both subjective and objective performance from a holistic perspective. The findings

suggest that such a display modality shift could enhance players’ performance.

Keywords: Virtual Reality, Immersive Platforms, Digital Sports, Performance, Experi-

ment.
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Proactivity and Resilience: An Examination of Strategic
Foundations for Cloud Security from an Organization Theory
Perspective 4

Authors

Jacqueline Strobel, Florian Lennart Weif3, Michael Bitzer, Bjorn Hackel, and Nils Ur-
bach.

Abstract

This essay analyzes how organizations must strategically reconfigure their cloud secu-
rity approaches in response to increasingly heterogeneous, distributed IT architectures
and evolving cyber threats. While cloud computing has become a foundational enabler
of digitalization, its complexity introduces novel security challenges that cannot be ad-
equately addressed by traditional, primarily preventive and reactive security measures.
Existing literature on cloud security and resilience was found to be rather fragmented
and techno-centric, rarely integrating organizational theory to capture the socio-tech-
nical foundations of proactive and resilient (cloud) security approaches. The study
aims to close this gap by developing a framework that structures fundamental changes

for cloud security across five organizational dimensions.

The authors adopt a qualitative research approach and the method by Gioia et al.
(2013) combining a structured literature review with 18 semi-structured expert inter-
views. Data collection is based on semi-structured interviews, and data analysis follows
iterative coding and clustering procedures, transforming interview material into
first-order concepts, second-order themes, and aggregate dimensions. The framework
by Scott (1981) provides the theoretical lens including five dimensions: Environment,

Goals, Social Structure, Actors, and Technology and Processes.

The findings reveal that future-proof cloud security requires coordinated changes
across all dimensions. More precisely, goal structures need to shift from pursuing max-

imum security towards combining proactive approaches with resilience, explicitly

4 At the time of publication of this thesis, this essay is in preparation for submission in
a scientific journal. Thus, I provide an extended abstract that covers the essay’s con-
tent.
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acknowledging that incidents are inevitable. Social structures and actor roles must be
redesigned to integrate security into cross-functional collaboration and everyday deci-
sion-making, overcoming isolated, late-stage security practices. Finally, technology
and processes must evolve from isolated, point-solution controls to integrated socio-

technical arrangements.

As a theoretical contribution, the essay provides an organizational framework that con-
nects proactivity and resilience extending the framework by Scott (1981) to contempo-
rary cloud environment contexts. It synthesizes resilience and cloud security literature
into a coherent structure and derives recommended actions to achieve resilient and
proactive cloud security. As a practical contribution, the resulting framework offers a
structured approach for organizations to assess their current cloud security posture
and to plan holistic transformations, showing where strategic, structural, and techno-

logical adaptations are required to ensure resilient and proactive cloud security.

Keywords: Cloud Computing, Proactive Cloud Security, Resilience, Qualitative Re-

search.
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The David-Goliath Gap Throughout The Evolution Of Critical
Energy Infrastructure Cybersecurity: An Analysis from a Com-
plex Adaptive Systems Theory
Perspectives

Authors

Florian Lennart Wei3, Tobias Guggenberger, Alexander Rex, Moritz Schiill, and Nils
Urbach.

Abstract

This essay explores how the combined effects of sustainability transformation and dig-
italization impact the cybersecurity of critical energy infrastructures, with a specific
focus on small and medium-sized enterprises (SMEs). Critical energy infrastructures
have evolved from centralized, predictable systems based on fossil fuels to decentral-
ized, dynamic architectures relying on renewable energy sources, increasing both the
number of digital technologies employed and the diversity of actors involved. Although
numerous corresponding technical and overarching strategic solutions were examined
in academic literature, it has not sufficiently been investigated on how these develop-

ments affect SMEs compared to larger firms.

Using the complex adaptive systems theory as a theoretical lens and based on 19 expert
interviews, the authors close this gap by providing eight emerging patterns, illustrating
in how far SMEs successfully achieve cybersecurity. This essay contributes a practical
review to the technology and strategy dominated discourse, allowing to create new so-
lutions or adapt existing measures to actual requirements. The theoretical and practi-
cal contributions include the emerging patterns identified, the structuring of relevant

trends, as well as the derivation of relevant implications for practitioners.

Keywords: Cybersecurity, Complex Adaptive Systems Theory, Empirical Research, En-

ergy Infrastructure.

5 This essay has been published in: WeiB}, F., Guggenberger, T., Rex, A., and Schuell,
M. (2026). The David-Goliath Gap Throughout The Evolution Of Critical Energy
Infrastructure Cybersecurity: An Analysis From A Complex Adaptive Systems The-
ory Perspective. ECIS 2026 Proceedings. 21. https://aisel.aisnet.org/ecis2026/se-
curity/security/21
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From Planned Security to Reality: Towards an Open-Source
Artifact for Automated Cloud Security Auditing on the
OS-Level®

Authors
Florian Port, Jacqueline Strobel, Florian Lennart Weif3, and Tobias Guggenberger.
Abstract

Cloud architectures have become increasingly complex, making sufficient security
hardening crucial with cloud security audits playing an important role in ensuring its
continuous effectiveness. However, commercial tools automating these audits are pro-
hibitively expensive, particularly for small and medium-sized enterprises that lack the
required resources for adopting such solutions. Further, adequate open-source solu-
tions for critical OS-level audits remain unavailable. To address this gap, the authors
follow the Design Science Research paradigm to develop an open-source artifact that
automates OS-level cloud security audits building upon Steampipe and osquery. A
structured literature review identifies limitations of current cloud security auditing
practices and tools, and 14 semi-structured expert interviews allow the formulation of
meta-requirements and design objectives. The resulting artifact consists of an audit
host and a query service that collaboratively collect and evaluate OS configuration data
across Linux and Windows systems in IaaS setups. Ultimately, the evaluation finds that
the developed artifact reduces the effort and costs incurred through cloud security au-
dits, enabling organizations to conduct regular, comprehensive assessments that were
previously unfeasible. Additionally, the authors review existing literature on trans-
forming traditionally isolated and selective cloud security measures like cloud security
audits into proactive, regularly employable ones, and provide five generalizable design

principles to support such transformations.

Keywords: Cloud Computing, Cloud Security, Security Hardening, Cloud Security Au-

diting, Design Science Research.

6 At the time of publication of this thesis, this essay is in preparation for submission in
a scientific journal. Thus, I provide an extended abstract that covers the essay’s con-
tent.
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Towards Secure Cloud-Computing in FinTechs — An Artefact
for Prioritizing Information Security Measures”

Authors
Daniel Leuthe, Florian Lennart WeiB, Julian Dersch, and Michael Bitzer.
Abstract

This essay focuses on how FinTechs, which operate under tight budgets and intense
competitive pressure, can systematically prioritize information security measures
(ISMs) in cloud-based environments. FinTechs leverage cloud computing to rapidly
develop and scale innovative financial services, benefiting from flexible, utility-based
IT resources while remaining subject to stringent regulatory and security require-
ments. Due to limited resources and opportunity-driven developments, FinTechs face
heightened risks of security incidents and regulatory violations, yet existing research
and frameworks do not provide an integrated, FinTech-specific approach to prioritiz-
ing ISMs under the shared responsibility model. This study addresses this gap by de-
veloping an artifact that generates individual prioritized lists of ISMs for FinTechs.
More precisely, the artifact enables FinTechs to provide key characteristics, such as
FinTech type, regulatory context, and cloud usage model, and receive a structured, pri-
oritized list of ISMs aligned with their specific threat and responsibility landscape. The
evaluation found that the artifact enhances transparency, supports regulatory compli-
ance, and helps focus scarce resources on the most critical measures, instead of ad hoc
or checklist-driven security investments. The systematic derivation and iterative re-
finement of design objectives ensure that the artifact remains both theoretically
grounded and practically relevant. As a result, this essay contributes to the conceptu-
alization of integrated ISM prioritization for FinTechs and provides practitioners with

a structured prioritization approach based on a standardized logic.

Keywords: FinTech, Cloud Computing, Information Security, Shared Responsibility
Model, Regulation.

7 This essay has been published in: Leuthe, D., WeiB, F., Dersch, J., and Bitzer, M.
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