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Abstract

Abstract

Many incumbents in the manufacturing sector strive to leverage the various opportunities
offered by digital technologies and therefore embark on digital transformation. Afforded by
digital technologies, the development of digital business models represents a central field of
action for manufacturers to counter increasing competitive pressure and declining margins.
However, manufacturers face, among others, business and technology challenges when moving

toward digital business models.

Especially for incumbent manufacturers, business challenges include the structured exploration
of digital business models and identifying the organizational capabilities required for such new
business models. Coming from hitherto mainly hardware-centric business models, this implies
far-reaching changes for many companies, in which management must give structure and
direction. In addition, in the wake of digital transformation, technology challenges arise from
the broad adoption of digital technologies. Here, IT security is a central area of action and a
crucial requirement for the successful implementation and sustainable operation of digital
business models. Especially in the manufacturing sector, IT security incidents can paralyze
entire value chains or threaten a company’s existence through a drain of technical knowhow.
Thus, manufacturers need to define proactive and reactive measures to enhance their IT

security along with their digital transformation.

Many incumbent manufacturers are still struggling to meet business and technology challenges
and thus call for applicable research artifacts that provide prescriptive knowledge and offer
guidance. However, while existing research provides a valuable base of descriptive knowledge,
for example, in archetypal business models or case studies about manufacturers’ digital
transformation, there is a research need for prescriptive knowledge with real-world
applicability. To address this need, this cumulative dissertation sheds light on manufacturers’
digital transformation and comprises five research articles that include research artifacts to

assist in tackling these challenges.

First, regarding business challenges, this dissertation examines ways for incumbents to
structure the exploration of digital business models. Therefore, research article #1 presents the
case study of WashTec, an incumbent car washer manufacturer, revealing how the company
successfully explored three digital business models utilizing a structured approach. Hence, the
key artifact of research article #1 is a four-phase approach that complements core elements of
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existing exploration approaches, for example, Design Thinking, with the aspects of strategy and
monetization of digital business models.

Research articles #2 and #3 address what capabilities manufacturers need to develop based on
an identified target digital business model. The two articles use established digital business
model archetypes to develop and evaluate maturity models that assist in identifying the
technical and non-technical capabilities required.

Second, this dissertation examines how manufacturers can meet the technology challenges of
increasing IT security requirements associated with moving toward digital business models. In
the area of proactive measures, a framework for the strategic consideration of IT security in
digitalization projects is presented (research article #4). This artifact enables manufacturers to
prioritize IT security according to identified drivers and individual requirements and, thus, to
design-in IT security in digital solutions. However, since IT security incidents can never be
prevented entirely, research article #5 addresses the area of reactive measures for IT security.
Here, a maturity model is developed that provides organizations with a comprehensive

perspective on capabilities for developing effective incident response management.

In sum, this work contributes to the existing body of knowledge about manufacturers’ digital
transformation consisting of both business and technology challenges. This work strives to
empower manufacturers in tackling their digital transformation challenges by developing and
evaluating applicable artifacts that offer notably prescriptive knowledge. In addition, this work
stimulates future research on understanding digital transformation. For instance, by applying
the developed artifacts as analytical lenses on a broad scale to generate new descriptive (e.g.,
by identification of transformation paths and associated theories) and prescriptive knowledge

(e.g., deriving industry best practices) in the digital transformation of manufacturers.
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Introduction

I Introduction

1 Motivation

The manufacturing sector represents a central driver of the German economy (Statistisches
Bundesamt, 2022). However, while manufacturing high-quality machinery and equipment has
been a differentiating feature of this industry for decades, the industry’s market conditions have
been changing recently. In particular, global competition is growing steadily and increases
market pressure on incumbent firms. For instance, in 2021, China’s machinery sales exceeded
€1 trillion, outperformed Germany (~ €311 billion) by a mere factor of three - and the trend is
rising (WVDMA, 2022). Therefore, the manufacturing sector is characterized by high competition
and shrinking profit margins, especially at the core of product sales (Bjorkdahl, 2020).

To withstand global competitive pressure, manufacturing executives focus on digital
technologies as a strategic opportunity promising positive impacts on overall organizational
performance, enhanced competitive advantage, and new ways of generating value (Devaraj &
Kohli, 2003; Goldfarb & Tucker, 2019). Thus, for many executives in the manufacturing sector,
embarking on digital transformation by leveraging digital technologies to enhance their
profitability is a strategic response to changing environmental conditions (Vial, 2019; Volberda
etal., 2021).

Digital transformation in the manufacturing sector is often associated with the concept of
Industry 4.0 and cyber-physical systems (CPS), enabling to enhance efficiency in the existing
business models (exploitation) or to unfold completely new value propositions and business
models (exploration) (Bjorkdahl, 2020; Herden, 2020). Industry 4.0 refers to manufacturers
increasingly utilizing digital technologies in industrial applications to leverage competitive
advantages (Culot et al., 2020). This fuels the rise of CPS, where physical components (such as
machines and sensors) and software (e.g., intelligent manufacturing execution systems)
exchange information, become increasingly blended, and trigger automated actions to enhance
their productivity (Kagermann et al., 2013; Waschull et al., 2020). To enable CPS,
manufacturers must connect their production assets like robots and machines via the Industrial
Internet of Things (110T) and process the resulting data using digital technologies such as Big
Data Analytics and Artificial Intelligence. Accordingly, many manufacturers invest
substantially in adopting and rolling digital technologies. Not surprisingly, in 2021, every
second executive of German manufacturers planned substantial investments in rolling out

digital technologies (PWC, 2021). With the rising trend of digitally connected production assets
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in the industrial sector, the number of globally active IloT-connections is expected to grow to
27 billion by 2025 (Hasan, 2022). Leveraging CPS and Industry 4.0 for efficiency gains in
existing business models (exploitation) is associated with lower machine downtimes and
reduced quality costs. For instance, CPS can reduce downtime in manufacturing lines by
anticipating problems and resolving them without human intervention (Margherita & Braccini,
2020). CPS can also increase the flexibility of production processes: for example, through
automatic tool changeovers or additive manufacturing processes such as 3D printing (Simons,
2018). In this way, highly individualized products can be manufactured in small quantities.
According to a 2020 McKinsey report, this may yield a 10 to 30 % increase in throughput and
a 10 to 20 % reduction in quality costs (de Boer et al., 2020).

While exploitation attempts to optimize the existing business model, digital technologies also
unleash the potential of exploring new opportunities to extend a company’s value proposition
beyond its existing product core (exploration) (Oberléander et al., 2021; Porter & Heppelmann,
2014). For machinery and equipment manufacturers, digital technologies are the key to
expanding their business models beyond selling physical products and offering digitally
enabled services (Hunke et al., 2021). Digitally connecting sold machines enables insight into
usage data and allows manufacturers to position themselves with new, digital business models
and move toward servitization of business (Favoretto et al., 2022; Gebauer et al., 2021). In this
way, the advantages of CPS can not only be exploited in the manufacturer’s production but can
also be marketed to customers in the form of digital business models and services. The laser-
based metal processing machine manufacturer Trumpf is a prominent example of this
explorative development. In addition to selling machines to customers, Trumpf developed a
“pay-per-part model” for metal processing solutions (Schuh et al., 2021). Trumpf uses an
equipment-as-a-service model enabled by digital technologies. This model allows customers to
access a machine at Trumpf’s production facilities remotely. Therefore, the machine’s
production planning, programming, and maintenance are entirely managed by Trumpf. A
significant advantage is created by the fact that several customers can use the same machine,
allowing Trumpf to operate it at increased capacity. Especially for customers with low
equipment utilization, the “pay-per-part model” is advantageous as customers only pay for the
parts produced instead of buying the entire asset (Ringel, 2022).

Another example is Kaeser, a manufacturer of compressor systems and services (Kaeser
Kompressoren, 2022). While the company hitherto sold compressors to its customers, the

“Sigma Air Utility” is an entirely service-based business model. Leveraging Industry 4.0
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technologies to enable digital machine health monitoring and the billing of consumption units,
Kaeser takes care of compressor operation at the customer’s facility. This allows the customer
to pay a monthly, variable fee based on the compressed air consumption instead of buying and
maintaining the compressor. For Kaeser’s customers, this business model allows more
flexibility as they only pay for their consumption. For Kaeser, the advantages are enhanced
customer retention and a reduced number of service calls, as the company can proactively
manage the health status of the equipment (Bock et al., 2019).

In summary, while exploitation helps reduce costs in the existing business model, exploring
digital business models can even enable tapping into new revenue opportunities and dampening
competitive pressure. Moreover, digital business models promise to strengthen customer
loyalty, help garner competitive advantages, and even open up new markets (Kowalkowski et
al., 2017; Voigt et al., 2021). Concordantly, a McKinsey report indicates that companies that
invest at least as much in developing new business models as in maintaining their core business

can achieve above-average growth (McKinsey Digital, 2019).

So while there are many reasons for manufacturers to explore digital business models, their
realization in the wake of digital transformation is fraught with two central challenges,
especially for incumbent firms (Favoretto et al., 2022; Zheng et al., 2019). First, manufacturers
face business challenges when endeavoring in their transformation toward digital business
models. These challenges refer to managing the transformation toward a business logic of
digitally-enabled value creation, delivery, and capture (Davenport & Westerman, 2018; Ibarra
et al., 2018). Especially for incumbent manufacturers, transitioning from a previously product-
centric organizational logic to a digital business model is a considerable transformation effort
(Favoretto et al., 2022). According to a BCG report, only about 30 % of organizations fully
embrace the potential of digitally-empowered business (Forth et al., 2020). However, the report
also indicates success is less dependent on the company’s starting position than the structuring
and commitment to this transformation (Forth et al., 2020). Thus, an initial task is exploring a
target digital business model that fits existing and future customers based on established
organizational assets like the products or market position (Sund et al., 2021). While a clear
vision of a pursued digital business model can then provide the strategic polestar for this
transformation, all areas of an enterprise must be aligned to fulfill it (M. Wessel et al., 2016).
Consequently, the organization undergoes a far-reaching transformation that requires it to
develop new organizational capabilities to embrace digital business models (Vial, 2019). In this

context, organizational capabilities represent repeatable patterns of action, including technical
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and non-technical aspects (Kerpedzhiev et al., 2021; Wade & Hulland, 2004). To structure such
organization-spanning transformative changes, layered enterprise architecture models have
proven valuable tools in the information systems domain (Rashed & Drews, 2021). These
models provide an integrated and aligned perspective on business and IT to facilitate and
standardize communication between different organizational stakeholders (Kotusev, 2018).
Besides the widely applied The Open Group Architecture Framework (TOGAF), many other
enterprise architecture frameworks have been developed for specific application areas
(Kotusev, 2018; Winter & Fischer, 2006). For instance, the Reference Architectural
Model Industry 4.0 (RAMI 4.0) helps manufacturers to structure the capabilities required for
Industry 4.0 (Hernandez et al., 2020). These enterprise architecture models typically use a
hierarchical, multilevel layered structure to comprehensively cover the organization’s elements
(Winter & Fischer, 2006). As such, the five-layered digital transformation model of Urbach and
Raoglinger (2019) offers a socio-technical concept (Appelbaum, 1997; Baxter & Sommerville,
2011) to examine an organization’s digital transformation. In their representation, the outward-
facing business layer (i.e., business model) represents the top, while the bottom layer is
represented by technical equipment (i.e., infrastructure) (Urbach & Roéglinger, 2019). In
between the edges, the models possess various technical and non-technical intermediary layers
connecting these two edges (i.e., business processes, people & applications, and data &
information) (Urbach et al., 2021).

Especially in manufacturing, where profound socio-technical transformation efforts are needed
to overcome product-centric business models and organizational logic, the newly required
capabilities become visible at all organizational layers. For instance, when Kaeser established
their offering of Sigma Air Utility, the company needed to adapt and develop the required
capabilities (Bock et al., 2019; Kaeser Kompressoren, 2022). At the business model layer, the
rationale for sales shifted, as Kaeser was now offering “compressed air” instead of a simple
product (i.e., compressors). Thus, sales became increasingly solution-oriented, and the offering
became a service. This required new capabilities to successfully market and monetize the
offering (Baltuttis et al., 2022). Also, the company’s business processes had to be adapted to
the new business model. For example, the company had to establish new processes for
consumption-based billing, which is now in use (Kaeser Kompressoren, 2022). In the area of
people & applications, the new business model also changed requirements. Due to Kaeser'’s
role as operator of assets at the customer’s site, the customer relationship changed from a

transactional to a partnership-based one. This changed role must be supported and maintained
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by the employees (e.g., regular customer meetings). At the same time, with this layer, the
transition to the technological aspects of the transformation becomes evident: New application
systems (i.e., the Kaeser Plant Control Center) for monitoring customer assets and managing
service calls are needed to fulfill the business model (Bock et al., 2019; Kaeser Kompressoren,
2022). Operating equipment at the customer’s site also resulted in new requirements for Kaeser
regarding the data and information needed. The manufacturer now relies on information about
the operating status, usage, and health of its machines at the customer’s site (Parvinen et al.,
2020). For this purpose, monitoring points had to be defined, and the secure transport and
storage of the data had to be ensured. Consequently, this also meant the adoption of new
infrastructure. For instance, the customer’s on-site equipment was connected to a Kaeser
database and linked directly to the Enterprise Resource Program (ERP) to store spare parts.
Thus, the customer’s networked plants also represent additional remote assets in Kaeser’s 10T
network (Bock et al., 2019).

As seen in Kaeser’s example, moving toward digital business models implies a tremendous
shift in the organizational rationale and requires the structured development of new capabilities
for incumbent firms (Comuzzi & Patel, 2016). Consequently, organizations must structure their
transformation in alignment with a target digital business model, define the required capabilities
for realization, and execute the organizational change (Favoretto et al., 2022; Wilotzki et al.,
2021).

While the last section addressed the business challenges, manufacturers also face technology
challenges when moving toward digital business models and broadly adopting digital
technologies (Vial, 2019). The adoption of CPS entails connecting machines and equipment in
internal production facilities and at external customer production sites to access the sold
machines (Wang et al., 2015). This leads to a steadily growing attack surface for cyberattacks
as the number of networked and digital assets increases. Consequently, the likelihood of an
incident occurring and the potential extent of the damage grow, too (D. Wu et al., 2018).
Furthermore, IT security incidents can result in direct costs due to data loss or system failure
and indirect costs such as reputational damage (Knight & Nurse, 2020). Particularly in
manufacturing, the drain of know-how is critical to competition and can threaten a company’s
existence (Tuptuk & Hailes, 2018). Internally, IT security poses a challenge to manufacturers,
as their networked production facilities in Industry 4.0 are particularly vulnerable to IT security
threats (Berger et al., 2022; Tupa et al., 2017). Externally, attacks on connected machines,

systems, and digital services represent new vectors for cyberattacks on customers. Thus, intra-
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and inter-organizational networking increase IT security risks to the entire value network
(Berger et al., 2020). The failures in the production environment caused by IT security incidents
can thus affect entire value networks (Berger et al., 2022). Hence, IT security has been
positioned as one of the biggest technology challenges and is a top priority for many IT
executives (Kappelman et al., 2020). Kaeser also faced this challenge as part of its new business
model: The network infrastructure connecting the compressor stations at customer sites to the
central Kaeser database raised the need to secure this connection against unauthorized access
to data and the network (Bock et al., 2019).

With the trend of cyberattacks being on the rise, the entire German economy faces annual
damage of around €203 billion due to the theft of IT equipment and data, espionage, and
sabotage (Berg, 2022). Nearly every second company (45 %) in Germany agreed that cyber-
attacks threaten their business existence (Berg, 2022). To avoid such substantial consequences,
companies must find ways to manage the technology-induced security issues with both
proactive (e.g., when securely developing or implementing new digital assets) or reactive
measures (e.g., when implementing an effective incident response management) to boost
resilience. In practice, however, many organizations have a shortage of cybersecurity talent,
knowledge, and expertise, and thus, addressing IT security sufficiently is challenging (Boehm
et al., 2022). Especially in the context of digital transformation, the strategic integration of IT
security is a key prerequisite but also a substantial challenge for many companies (Abolhassan,
2017; S. P.-J. Wu et al., 2015). Therefore, management must consider the challenges of
adopting digital technologies and define proactive and reactive measures for risk mitigation.

In sum, digital transformation to enable digital business models offers manufacturers a strategic
response to ever-increasing competitive pressure (Vial, 2019). However, this transformation is
beset with business challenges, including the structured exploration of digital business models
and the development of required capabilities. In addition, with the growing adoption of digital
technologies, technology challenges, such as the growing demand for proactive and reactive IT
security measures, arise. Therefore, these two challenges emphasize that digital transformation
must be understood as a comprehensive, socio-technical change process spanning all
organizational levels (Urbach & Rdglinger, 2019; Vial, 2019) (Figure 1).
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Figure 1. Conceptualization of Business and Technology Challenges in Digital

Transformation in Manufacturing Based on Urbach and Réglinger (2019)

2 Research Objectives and Structure of This Dissertation

This dissertation aims to address the two challenges described in the previous section as two
main research objectives. It, therefore, builds on existing research, such as business model
archetypes and descriptive studies, to develop applicable artifacts that deliver prescriptive

knowledge.

First, regarding business challenges, previous research conceptualizes possible target states of
digital business models in manufacturing or generic transformation paths towards CPS and
Industry 4.0 (Duraivelu, 2022). However, there is still a need for research in the field of digital
transformation to connect these two aspects to work out how manufacturers can structure
exploration endeavors for digital business models and which capabilities are necessary for the
respective digital business model (Hunke et al., 2021; Verhoef et al., 2021). This work,
therefore, aims to contribute to this challenge by developing artifacts for structuring the
transformation toward digital business models in manufacturing. These artifacts embed
themselves in previous research and unify existing knowledge under the focal point of specific
digital business models to apply this knowledge in practice. Furthermore, this can lay the
foundation for further research by being applied as an analytical lens to understand how
companies transform toward digital business models and develop the associated capabilities
(Favoretto et al., 2022).
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Second, the technology challenges, especially those addressing IT security, receive little
attention in combination with the strategic considerations of transforming toward digital
business (Vial, 2019). While the literature suggests many approaches, especially technical ones,
for improving IT security, these insights have rarely been applied in the context of digital
transformation. As manufacturers introduce many digital technologies in their digital
transformation and thus create new attack surfaces for IT security, these companies must
understand IT security as an integral part of the digital transformation (Mendhurwar & Mishra,
2021). In this way, IT security can be developed in alignment with digital transformation, and
the development of “technical debt” (i.e., the expensive catching up on necessary investments)
can be avoided (Martinez et al., 2021). Therefore, this dissertation aims to provide concrete
artifacts demonstrating how manufacturers can leverage proactive and reactive measures to

enhance IT security during their digital transformation.

The overarching objective of this work is to examine digital transformation in manufacturing
from both a business and a technology perspective and thus to provide artifacts that tackle
arising challenges in both domains. In addition, this dissertation strives to enhance the
understanding of both aspects as part of the integrated management of digital transformation in

manufacturing.

As a cumulative dissertation, this work consists of five research articles that address the two
issues raised before: (1) business challenges and (2) technology challenges in the wake of
digital transformation (Figure 2). The research articles in both pillars use design science
research (DSR) methodology to answer the respective research questions (Hevner et al., 2004).
As such, applicable artifacts built on the extant research knowledge base to resolve real-world
problems are designed and evaluated (vom Brocke et al., 2020). The results provide conceptual

and theoretical lenses on the respective phenomenon under investigation in the form of artifacts.
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Challenges of Digital Transformation in Manufacturing
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Figure 2. Structure of This Dissertation

Section 1.1 presents research articles #1, #2, and #3 that address business challenges. Research
article #1 uses the case study of the incumbent car wash manufacturer WashTec to outline the
exploration journey toward digital business models. In particular, this paper addresses the issue
of how the exploration of digital business models can be structured in manufacturing. The core
result of this study is a structured, four-phase methodological approach that supports incumbent
manufacturers in identifying and initially evaluating digital business models. Here,
manufacturing-specific challenges of digital transformation, such as how to explore structurally
beyond the existing product core or monetize digital business models, are addressed in a
dedicated manner. Once manufacturers have identified a potential digital business model, they
need to determine which capabilities are required for these business models. In this context,
based on digital business model archetypes, research article #2 outlines which capabilities
manufacturers need to develop along their entire organization to successfully offer specific
archetypal digital offerings (e.g., digital dashboards to visualize machine’s performance
indicators for customers) (Hunke et al., 2021). The central result of this work is a maturity
model that links digital business model archetypes with necessary capabilities. However, digital
business models in manufacturing are often associated with increasing servitization, resulting
in a blended offering of products and (digital) services. Therefore, the concept of so-called
product-service systems (PSS) strives to merge a tangible component (e.g., the sold machine)
and non-tangible components (e.g., remote maintenance services) in a bundle that yields
increased customer utility (Lerch & Gotsch, 2015; Tukker, 2004). As different archetypal PSS
offerings have established themselves as digital business model offerings achieved by digital

transformation, research article #3 leverages archetypal PSS typologies to elaborate on which
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capabilities are necessary to offer certain digitalized PSS. The central result of this work is a
socio-technical maturity model based on PSS archetypes.

Addressing the technology challenges of manufacturers’ digital transformation, section 1.2
presents two papers (research articles #4 and #5) focusing on IT security. Research article #4
provides an artifact enabling companies to define the strategic role of IT security in
digitalization projects as a proactive measure. The paper leverages existing research on various
drivers for integrating IT security in digitalization projects to develop a framework that offers
decision support for this issue. Research article #5 focuses on reactive measures of IT security
by addressing the issue of Incident Response Management (IRM). The work develops a
maturity model for necessary IRM capabilities. This unifies existing practices from the
literature into a comprehensive framework to provide a perspective on IRM capabilities and to

stimulate further development.

Section I11 concludes this paper with a summary of key findings, limitations, and directions for
future research. Section IV lists the references used in this dissertation. Finally, the Appendix
in section V provides an index of the research articles presented in this dissertation (V.1), my
individual contributions (V.2), and the research articles themselves (V.3 to V.7).

10
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Il Tackling Business and Technology Challenges in the Manufacturing Sector

In the course of manufacturers’ digital transformation, organizations are changing the
company’s offers, organizational logic, structures, and technologies used (Legner et al., 2017,
Urbach et al., 2021). To master this comprehensive endeavor in manufacturing, management
must overcome two interdependent issues: in business challenges, management is called upon
to identify a targeted digital business model and define the required capabilities to enable this
new business model. Furthermore, steering toward new business models fueled by digital
technologies entails adopting novel technologies, such as 110T. Therefore, building new digital
solutions and adopting emerging technologies, such as IT security, gives rise to technology
challenges (Vial, 2019). This makes the digital transformation in manufacturing, whose starting
position is often strongly product-centric, a complex challenge that must be met in an integrated

manner.

1 Business Challenges

Based on CPS and Industry 4.0, digital technologies enable new digital business models in
manufacturing (Luz Martin-Pefia et al., 2018). However, the logic of value creation strongly
differs between traditional product-centric business models and new service-oriented value
propositions (Linde et al., 2021). As a result, the digital transformation of these companies
entails considerable business challenges in practice and is an intriguing research object for
study. Existing research reveals and structures the various options for digital business models
in manufacturing. A joint study by the VDMA and PWC supports the growing trend of these
business models. It predicts that the market share in the plant engineering sector of solution-
oriented business models will quadruple from 10 to 40 % by 2025 (VDMA & PWC, 2019).
While existing works vividly portray possible visions through archetypal examples, structuring
the transformation remains challenging for many executives. It implies leaving the well-trodden
paths of hitherto product-centric business and innovation practices to deal with the high
ambiguity of digital business models (Sjodin et al., 2022). For instance, many manufacturers
struggle to sense exploration opportunities and assess the strategic value of new, digital business
models, to what extent existing business can be strengthened or expanded, and how it can be
monetized (Favoretto et al., 2022; Linde et al., 2021). For example, pay-per-use models imply
a change from capital expenses (CapEx) to operating expenses (OpEx) (Bottcher et al., 2022;
Linde et al., 2021). Thus, management is faced with the issue of identifying a desirable target
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digital business model based on an existing product core and business for which there is a lack
of systematic approaches (Sjddin et al., 2022; Verhoef et al., 2021; Wilotzki et al., 2021).

Against this backdrop, research article #1 outlines the case of WashTec, an incumbent
manufacturer of car wash systems. WashTec, like many other incumbents, excelled in
enhancing its existing business models (exploitation) but struggled to develop new digital
business models (exploration) (Oberlénder et al., 2021). Exploration for manufacturing means
that digital technologies allow novel ways of value creation, delivery, and capture past the limits
of an existing product or service core (Hunke et al., 2021). Before WashTec started its
exploration journey toward digital business models, the management set up two central
requirements: First, the exploration endeavor must be evaluated according to the strategic value
of allowing exploration beyond an established product core. Second, the exploration must
include an evaluation of the monetization potential of the firm. Although many existing and
established innovation and exploration approaches exist, these fail to meet these two key
requirements set by WashTec’s management. On the one hand, established and well-structured
innovation processes, such as the Stage-Gate-process of Cooper (1990), are very efficient
approaches for developing solutions to clear requirements. However, these structured
approaches are limited in their suitability for exploring new digital business models, driven
more by an opportunity perspective than by clearly defined solution requirements (Acar et al.,
2019). On the other hand, there are creative, problem-oriented innovation paradigms like
Design Thinking and associated processual representations (Brown, 2008; Naiman, 2019). The
Design Thinking process model can be characterized by two central phases of divergence and
convergence (i.e., the definition of customer challenges and the design and evaluation of
solutions) (Clune & Lockrey, 2014). As the customer-centric process starts from identifying
customer challenges, it is more suited to explorative endeavors. However, this approach lacks
strategic considerations and doesn’t evaluate monetization potentials (Linde et al., 2021).

Against this backdrop, research article #1 uses an Action Design Research approach (Mullarkey
& Hevner, 2019) to develop a guiding structure to assist WashTec in exploring digital business
models. The artifact of this paper is a four-phase approach (i.e., Activation, Inspiration,
Evaluation, and Monetization) that enhances established Design Thinking patterns (Naiman,

2019) to identify, conceptualize and evaluate digital business models (Figure 3).
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Figure 3. The Four-phase Exploration Approach of WashTec

In the initial Activation phase, WashTec laid an ex-ante strategic focus and evaluated different
strategic opportunities for exploration. This included the development of so-called “value
pools,* which represent business model opportunities in strategically relevant markets. These
can be grouped into strategic clusters and evaluated in terms of their distance from the core
business model. This phase thus enabled WashTec’s management to focus on those business
model opportunities that go beyond the existing product core but match the company’s strategy
and existing product portfolio. Based on this analysis, strategically valuable value pools were
prioritized and transferred to the subsequent Inspiration phase. In this phase, WashTec
developed innovative ideas within the prioritized value pools utilizing the expertise and
creativity of their workforce as well as external innovation sources through cooperation with
universities. As a result, these ideas were further refined and prioritized. In the subsequent
Evaluation phase, prototypes were developed to evaluate the remaining ideas for digital
business models. Here, three main criteria were used to assess the value of the ideas —
desirability (i.e., alignment with customer expectations), feasibility (i.e., technical feasibility),
and viability (i.e., in terms of overall financial potential) (Ries, 2011). Lastly, WashTec’s
exploration approach also includes the so-called Monetization phase. This phase aims to
evaluate the detailed business cases and derive an overarching monetization strategy for the
digital business models (Baltuttis et al., 2022).

In sum, research article #1 presents a four-phase approach to exploring digital business models
as the article’s key artifact. Based on this structure, the case company, WashTec, successfully
developed three digital business models. For practitioners, the developed approach can serve as
a blueprint to structure their exploration of digital business models, thus offering prescriptive
knowledge. In addition, the article also offers lessons learned and recommendations for
incumbents to approach exploration more effectively. For research purposes, the work offers

descriptive knowledge about the challenges and lessons learned along the case company’s
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exploration journey. It highlights the complexity of the socio-technical transformation required
to move from hardware-centric organizational logic to new, digital business models. The
artifact and the embedded prescriptive knowledge may stimulate further design-oriented

research to build on and enhance this structure.

However, once a target of transformation has been set, manufacturers must develop appropriate
capabilities aligned to the aspired digital business model archetype (Favoretto et al., 2022;
Hunke et al., 2021). Therefore, unraveling what capabilities a company needs to offer specific
archetypal digital business models remains a pressing challenge for executives in this sector
(M. Yang & Evans, 2019).

Research already offers approaches that structure the multitude of digital business opportunities
in this sector. For example, existing studies provide an overview of various archetypal ways
manufacturers can use digital services and CPS to develop new value propositions (Hunke et
al., 2021; Ibarra et al., 2018; Jovanovic et al., 2022). Hence, digital business models can be
classified by focusing on embedded digital services. For instance, Hunke et al. (2021) propose
a typology of digital business models characterized by their data-driven service (i.e., data
provider, insight provider, recommendation provider, and digital solution provider). In the first
archetype, manufacturers provide customers with (product) data beyond the physical product
(data provider). The data is only moderately processed, for instance, when visualized in
dashboards (Hartmann et al., 2016). The insight provider processes the data to meet specific
objectives associated with a customer’s needs (Heinz et al., 2022); for instance, to trigger alarms
when machines or processes malfunction. As a recommendation provider, a manufacturer
offers tailored decision support for customers. Predictive maintenance services are an example
of this type of offering. Finally, manufacturers can act as digital solution providers, opening up
novel ways of doing business by turning into smart data platform providers (Beverungen et al.,
2021; Beverungen et al., 2022).

While there are manifold contributions to research on technical capability development, an
integrated and aligned perspective on business and technology capabilities for distinct data-
driven business model archetypes is needed (Hunke et al., 2021). This perspective promises to

enhance research’s understanding of this transformation and offers guidance for practitioners.

To guide transformative endeavors and structure capability development, maturity models are
valuable artifacts offering guidance for research and practice (Becker et al., 2009; Mettler,

2011). From a research perspective, maturity models represent theories of how organizational
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capabilities develop progressively along an expected, desired, or logical maturation path
(POppelbull & Roglinger, 2011). As such, maturity models strive to disentangle required
capabilities and offer prescriptive knowledge (Gregor & Hevner, 2013). In practice, maturity
models help assess an organization’s status quo, determine the desired target state, and identify
fields of action (PGppelbul? & Roglinger, 2011).

Against this backdrop, research article #2 proposes a maturity model for transforming toward
archetypal data-driven business models in manufacturing. The development follows the
procedure model of Becker et al. (2009) that specifies the DSR methodology for maturity
models regarding their design and evaluation. Based on eight interviews with practitioners,
research article #2 outlines three key requirements for the maturity model to be developed:
First, the model should integrate established business model archetypes to offer clear guidance
on the target state of transformation. Second, the model should allow comprehensive coverage
of socio-technical capabilities on all enterprise architecture layers. Third, the model should
include complete capability descriptions to enhance the model’s prescriptive value and usability

for practice.

Based on these requirements, the data-driven business model maturity model (DDBM3) was
developed using the archetypal digital business models of Hunke et al. (2021) as maturity levels
(columns). In addition, it uses the layered enterprise architecture model of Urbach and
Roglinger (2019), presented in section 1.1. to structure the model’s 22 capability dimensions
(rows) in five major focus areas. Finally, as a continuous maturity model, it offers capability

descriptions for every cell in the resulting matrix.

In the DDBM3 (Figure 4), the first focus area business model includes four capabilities
dimensions (i.e., “value proposition,” “customer interaction,” “monetization and pricing,” and
“sales and channel management”). These outward-faced capability dimensions are essential for
manufacturers to define, market, and monetize digital business models based on the archetypal
offerings of Hunke et al. (2021). The second focus area, business processes, covers specific
processual capabilities that create, deliver, and capture the value of data-driven services and
outlines how manufacturers can manage the required activities. This focus area includes four
capability dimensions (i.e., “strategy and vision for data-based business,” “data-centric process
management,” “knowledge sharing and management,” and “product life cycle management”).
The next focus area is people and applications. It includes cultural aspects (capability

dimension “recognition and mindset”), soft and hard skills (“methods,” “data analytics
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competencies”), responsibilities (“roles and responsibilities”), and tools (“data analytics
tooling™) for data-driven business models at the employee level and seeks to empower the
workforce for digital business models. The next focus area, data and information, includes a
focus on mechanisms of data management and the extraction of information. It, therefore,
comprises four capability dimensions (i.e., “applied forms of analytics,” “data management,
“data governance and quality,” and “horizontal and vertical data integration”). Lastly, the focus
area infrastructure covers the technological enablers that organizations need to provide digital
business models and includes software and hardware’s secure and scalable operation. It
comprises five capability dimensions (i.e., “data analytics software management and
operations, “ “data-driven service integration and deployment,” “data architecture and scaling,*

“cybersecurity and -privacy,” and “cyber-physical systems and connectivity”).

Along with the development procedure of Becker et al. (2009), the DDBM3 was also evaluated.
The artifact was evaluated artificially by an academic focus group (Tremblay et al., 2010).
Additionally, a naturalistic evaluation was performed by applying the model to two
manufacturers (i.e., Alpha and Beta) to assess their status quo and target the state of
transformation toward digital business models (Sonnenberg & vom Brocke, 2012). Research
article #2 finds that the two manufacturers took very different approaches to transform toward
digital business models, namely “data first” and “business first.” For Alpha, a “business first”
approach was observed. Alpha’s transformation was mainly driven from the business side as
customers demanded data delivery from connected machines. Consequently, Alpha possessed
more maturity capabilities in the upper levels of the DDBM3 (e.g., strategic initiatives and new
roles). In contrast, weaknesses were identified in the bottom capability dimensions of the

DDBMS3, for instance, in the data analysis capability or the scaling of networked machines.
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Figure 4. The Data-driven Business Model Maturity Model (DDBM3)

In contrast, Beta, with the “data first” approach, has more mature capabilities in the
technological and data areas of the DDBM3 (e.g., “cyber-physical systems” or “data analytics
software management and operations”). However, Beta showed weaknesses in the upper
capability dimensions, such as monetization and pricing capabilities, and knowledge sharing

within the organization.

In sum, research article #2 uses the typology of Hunke et al. (2021), which focuses on data-
driven services, to structure the transformation of manufacturing toward digital business
models. The contribution of research article #2 is twofold: First, the naturalistic demonstration
of the model highlights the artifact’s applicability and usefulness for practitioners. Thus, the
DDBM3 was used for a status quo and target state assessment. With its continuous design, the
model provides prescriptive knowledge of the required capabilities for digital business models
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(Gregor & Hevner, 2013). Second, the insights gained from the application of the model
highlight the model’s integrative perspective’s value for research to improve the understanding
of this transformation as different paths of manufacturers moving toward digital business
models become apparent. Thus, the model offers an analytical lens for research, including the
potential of descriptive knowledge on transformative actions in manufacturing (Favoretto et al.,
2022).

Since many manufacturers have an established, product-centric business model, research article
#3 uses a different typology to assist these companies in defining relevant capabilities for digital
business models. Thus, after all, especially in manufacturing, a trend toward offering bundles
of physical equipment and digital services, dubbed as digitalized PSS, can be observed (Lerch
& Gotsch, 2015). Therefore, research article #3 focuses not only on the aspect of data-driven
services but also on how physical products and (digital) services can be combined in the value
proposition. These offerings go beyond traditional service complements to physical products
(e.g., spare parts management) (Favoretto et al., 2022). Digital technologies (e.g., 10T and data
analytics) enable digitized PSS that can be offered proactively. Digitalized PSS can enhance
the customer utility of machines by offering predictive maintenance services (Gebauer et al.,
2021; Lerch & Gotsch, 2015). To structure possible target business models associated with
digitalized PSS, Tukker (2004) proposes a classification according to their customer value
proposition (M. Yang & Evans, 2019; Zheng et al., 2019): In (1) product-oriented PSS, the
business model focuses mainly on selling products, and a few additional services, such as
maintenance services, are added (M. Yang & Evans, 2019), which in CPS can be provided
remotely (Lerch & Gotsch, 2015). In (2) use-oriented PSS, the use or availability of a product
is sold (Baines et al., 2007) - an example of this is the fleet management of Hilti, a global
company that provides construction tools. However, instead of just selling tools, Hilti offers a
comprehensive bundle of products and complementary services in a “pay-per-use model” (vom
Brocke et al., 2014). In (3) result-oriented PSS, the customer and the supplier agree in advance
on the outcome to be delivered by the supplier and the price to be paid by the customer
(Selviaridis & Wynstra, 2015). Central to this PSS type is that customers purchase a function
or result rather than purchasing a machine necessary for the function or its use over a period of
time (L. Yang et al., 2010). An example of this is the “pay-per-part model” presented above,

where Trumpf directly offers metal processing instead of selling machines (Schuh et al., 2021).
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However, with PSS types outlining archetypal digital business models for manufacturers,
organizations need to define which capabilities are needed to embrace the aspired PSS type
successfully. Coming from predominantly hardware-centric business logic, the transformation
toward a desired PSS target state often requires manufacturers to develop technical capabilities
(e.g., to achieve remote access to machines) and non-technical capabilities (e.g., to market and
monetize the PSS offer) (Favoretto et al., 2022; Paschou et al., 2020). Using the PSS types of
Tukker (2004), guidance is needed to pinpoint which capabilities are needed for each PSS type
(Favoretto et al., 2022). Therefore, RA #3 develops a maturity model to support product
manufacturers in transforming to a specific PSS type.

Although numerous maturity models in the context of PSS exist (e.g., Exner et al. (2018)),
current research lacks in mapping established PSS types with the required socio-technical
capabilities. This makes it challenging for manufacturers to determine the required capabilities
for an aspired PSS type and map them to their current “status quo.” Hence, the created PSS
maturity model (PSSMM) in research article #3 bridges the gap between common PSS types
and a comprehensive socio-technical perspective on required capabilities. The artifact was
developed following the development procedure of Becker et al. (2009), including the design
and evaluation of the maturity model. The PSS types of Tukker (2004) were used to structure
the PSSMM and indicate the maturity levels in columns. As many incumbent manufacturers
initially offer the “pure product” (first column), this was chosen as the initial maturity level. In
contrast, the three main PSS types (i.e., product-oriented, use-oriented, and result-oriented
PSS) represent the remaining maturity levels. The model’s rows use the focus areas proposed
by Cleven et al. (2014) to leverage a comprehensive, socio-technical perspective on required
capabilities for dedicated PSS types: strategy, culture, structure, practices, and IT. The PSSMM
is a continuous maturity model, and the intersection of rows and columns describes a typical
proficiency of a capability required for a PSS type. In contrast to many other maturity models,
for example, the servitization maturity model proposed by Adrodegari and Saccani (2020), the
PSSMM does not imply that a higher degree of maturity is to be aspired to by any applying
organization. Instead, the PSSMM offers a self-assessment tool that allows manufacturers to
define an aspired PSS type beforehand and use the PSSMM to structure the transformation
toward this aspired target state. The PSSM includes 20 capability dimensions in five focus areas
(Figure 5), described in the following paragraph. First, the focus area strategy represents the
extent to which a company focuses on enhancing its value generation with services (capability

dimension “service focus”). In addition, customer centricity is required for the co-creation of
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service value with the customer (“customer involvement™) (Exner et al., 2018). To be successful
in the PSS transformation, management must devote significant resources to managing the shift
(“management commitment to PSS”) (Oliveira et al., 2018). Second, the focus area culture
captures capabilities for efficient and effective collaboration (“internal collaboration”) and
guarantees commitment to the PSS vision of the organization (“employee commitment to PSS”)
(Waschull et al., 2020). Lastly, the area captures capabilities to enable the development of
necessary soft and hard skills (“skills training”) (Lund & Karlsen, 2020). Moving to the focus
area structure, modifications to the marketing and value delivery are needed (“sales channels™)
(Kiel et al., 2017). As PSS focus on customer utility and digital interaction, capabilities that
allow partners’ integration into the design of value propositions are becoming increasingly
important (“partner integration”) (Benitez et al., 2020). Finally, the capability dimension of
“capital management” refers to a shift in cash flow from one-time product purchases to ongoing
service payments (Zhang & Banerji, 2017). Next, the focus area structure includes the
capabilities needed to change existing routines and processes. With mature PSS focusing on
proactive services (e.g., predictive maintenance), the first capability dimension, “customer
interaction and service initiative,” refers to shaping customer interaction and defining the
service initiative (Brambila-Macias et al., 2018). The second capability dimension is concerned
with the design of new or improved PSS, emphasizing methods and tools (“PSS design methods
and tools”) (Weking et al., 2020). As mature PSS rely on a defined availability or result for
customers, “product performance measurement” becomes increasingly important for providing
and pricing services (Kamal et al., 2020). In line with this capability, PSS providers must
develop “automated service provision,* allowing continuous service availability (Muller et al.,
2018). Additionally, PSS providers must develop “pricing mechanism” capabilities that rely on
the defined availability (Porter & Heppelmann, 2014). Finally, manufacturers need to enhance
their “life cycle management™ capabilities for PSS, as in many PSS, the product needs to be
maintained after the point of sales at customer sites (Fargnoli et al., 2018). As the last focus
area, IT provides the foundation for creating and operating digitalized PSS. Its role determines
whether IT supports the business or goes beyond by enabling the organization’s strategic goals
(L. Wessel et al., 2021). Second, “IT security and compliance” are essential capabilities for
mature PSS, as with digitally connected products, the attack surface grows (Preuveneers et al.,
2018). In addition, PSS providers must develop “connectivity and data access” capabilities to
access and remote-control products at customer sites (Wagire et al., 2020). Additionally, to
provide data-driven services (e.g., prediction of machine failure), manufacturers need to collect

and analyze relevant data (“data collection” and “data analysis”) (Frank et al., 2019).
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To evaluate the PSSMM, a twofold evaluation strategy was used: First, using an academic focus
group (Tremblay et al., 2010) and second, using a case study demonstration at VacuumCo, a
manufacturer of vacuum pumps (Yin, 1992). In the case study demonstration, a total of three
workshops with the VacuumCo team responsible for PSS and 14 expert interviews were
conducted to determine the current status quo of the company and the target state of the PSS
transformation based on the PSSMM (Schultze & Avital, 2011). The application of the model
indicated that the manufacturer currently holds the typical capabilities of a product-oriented
PSS provider. As a target state, no distinct positioning of the company was identified, which
ranged between “use-oriented” and “result-oriented.“ In further investigation, it became clear
that the target state depended on which customer segment of VacuumCo was considered by the
respective experts. Overall, the application of the PSSMM helped VacuumCo better understand
its status quo and target state and identify areas where its capabilities were particularly
immature. This model application also provided an impetus for further research: analyzing
multiple target state PSS transformations for different customer segments in one company may

enable a more nuanced understanding of PSS transformation.

In sum, research article #3 and the developed PSSMM combine established PSS types and a
socio-technical perspective of required capabilities underpinning the transdisciplinary character
of PSS. A case study demonstration reveals that the PSSMM offers an appropriate tool for

manufacturers to capture their current and intended target state.

To conclude section I1.1., the three research articles #1, #2, and #3 contribute to the
understanding of business challenges in the digital transformation of manufacturing. More
precisely, the works offer guidance on how to structure the transformative endeavor and

identify the required capabilities needed for digital business models in manufacturing.

2 Technology Challenges

While digital transformation is primarily associated with positive effects, such as new digital
business models, it also entails, among other things, technology challenges, such as IT security
(Abolhassan, 2017; Vial, 2019). With the pervasive adoption of digital technologies, the attack
surface of organizations is constantly growing and is accelerated by digitalization (Mendhurwar
& Mishra, 2021). The issue is additionally fueled by cyber threat actors steadily becoming more
professional (Cui et al., 2022). Consequently, around two-thirds of companies are affected by
cyberattacks yearly, some even several times (Barreuther et al., 2022). Thus, IT security is
becoming increasingly important (Ahmad et al., 2021; Thangavelu et al.,, 2021). In
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organizations, IT security aims to ensure three main principles: confidentiality, integrity, and
availability (Saltzer & Schroeder, 1975); this is often dubbed the “CIA-triad” (e.g., Bitzer et al.
(2021), Parekh et al. (2018)). Confidentiality aims to prevent unauthorized information
disclosure. Integrity strives to prevent the unauthorized modification of information.
Availability refers to systems and information that are accessible and usable (Samonas & Coss,
2014). To ensure IT security and compliance with the CIA-triad, organizations enact measures
that cover socio-technical aspects, including technologies, processes, and practices (Craigen et
al., 2014; Malatji et al., 2020). The vulnerability of digital services in the manufacturing sector
was demonstrated by a hack attack in 2022 that disabled around 5.800 wind turbines made by
the German manufacturer Enercon. The manufacturer used Viasat satellite modems for remote
maintenance services on several turbines in the field. In the course of a hacker attack, the Viasat
system failed, and the turbines became uncontrollable and had to be powered down (Boschetti
etal., 2022).

Organizations can mitigate security incidents by taking proactive and reactive measures
(Benaroch, 2018). In proactive measures, organizations strive to enhance a system’s properties
to dampen the likelihood or impact of an incident (Thompson, 2018). For instance, when using
multiple-factor authentication or systems with inherent integrity properties, such as blockchain
(Rieger et al., 2019). A key challenge here is that IT security must be considered as early and
as continuously as possible in digitalization initiatives, for instance, product development
projects (Payette et al., 2015). Although research indicates that IT security measures can be an
attractive investment option to ensure competitive advantage (Cardholm, 2016), in practice,
they are often considered a restraint in digitalization projects (Grahn et al., 2021). Especially in
initiatives with tight budgets, security measures might consume scarce resources and time,
exacerbating the iron triangle’s trade-off between time, cost, and quality (Atkinson, 1999; Lech,
2013). For this reason, organizations must decide for every digitalization project whether
putting effort into IT security measures is feasible and beneficial. In this way, it can be
considered whether putting effort into IT security will hinder the progress of the digitalization
project (e.g., by increasing time-to-market) (Payette et al., 2015; Pinto & Prescott, 1988).
Therefore, to leverage the potential of proactive measures for IT security, management is faced
with the issue of defining an adequate role of IT security for each digitalization initiative of the

company.

Research article #4 addresses this issue by introducing a tool to strategically consider IT

security in digitalization projects using a DSR approach (Gregor & Hevner, 2013; Hevner et
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al., 2004). More precisely, the paper relies on the four-phase DSR evaluation patterns (i.e., Eval
1-4) of Sonnenberg and vom Brocke (2012). Initially, this paper’s problem-to-solve was
defined as a guide in defining the role of IT security in digitalization projects aligned with
relevant IT security drivers. Next, the research gap is justified (Eval 1) by providing a brief
literature review to evaluate its theoretical importance and novelty. Thereby, it was found that
existing literature introduces different approaches to align IT security with business needs (S.
P.-J. Wu et al., 2015). While some papers consistently prioritize IT security and warn of harmful
effects (Angst et al., 2017), others also weight the “slowing down” of digitalization through
additional resource expenditure (Grahn et al., 2021). A third approach is the continuous
integration of IT security into digitalization projects to drive both domains forward coherently
(Payette et al., 2015). Finally, by drawing on insights into the decision-making processes for IT
security investments (Dor & Elovici, 2016; Heidt et al., 2019b), the paper conceptualizes the
different approaches to integrating IT security as alignment paths. The alignment path of
security first (SF) describes the prioritization of IT security. Second, security by design (SD)
refers to progress in both domains under the maxim of continuous alignment. Third, security
pragmatism (SP) refers to the postponement or de-prioritization of IT security. While these
strategic options can be derived from the existing literature, practice lacks a tool to support one
of the three options based on relevant drivers.

Therefore, in line with existing research on IT security decision processes (Heidt et al., 2019a;
Heidt et al., 2019b), several internal and external drivers impact the choice of these strategic
alignment paths from an organizational and project domain were identified. To develop an
applicable artifact that allows high applicability in practice, general design criteria were
evaluated (e.g., the level of detail and applicability) by conducting an interview study with 14
industry experts from eleven organizations of different industries (Eisenhardt, 1989) (Eval 2).
Next, the artifact was constructed in four major iterations. Finally, within the construction
process, the artifact was refined using the feedback of twenty industry experts and scientists
(Eval 3).

The final artifact maps the drivers from an organization and project domain to the alignment
paths for IT security (SF, SD, and SP) (Figure 6). The drivers are categorized into “internal
governance” (e.g., “To what extent does your organization strive to avoid technical debt?”),
“industry standards” (e.g., “Is there a high level of established industry-wide IT security
standards independent of mandatory legal regulations?”), “market & competition” (e.g., “To

what extent is "good’ IT security presupposed or expected by the project’s customers?”), and

24



Tackling Business and Technology Challenges in the Manufacturing Sector

“technology” (e.g., “To what extent did IT security incidents reveal your organization’s
vulnerabilities or attack vectors during the last two years?”’). The artifact assigned each driver
a fit to the identified alignment paths SF, SD, and SP based on literature and expert knowledge
derived from Eval 2. This fit is indicated by a five-staged ordinal scale (-, -, 0, +, ++). While
‘0’ indicates a non-existing dependency, ‘+’ and ‘++’ indicates that a driver supports the

2

specific strategic alignment path. Consequently, ‘-’ and ‘—° indicates that the driver has
counterproductive effects on the specific alignment path. For instance, high regulatory
standards do not fit SP since SP fosters a stronger focus on digitalization while focusing less on
IT security. To focus on the organization’s individual needs and to support the operational use
of the artifact, each driver is weighted in terms of its relevance using a five-staged ordinal scale
(i.e., none, low, medium, high, and obligatory). Thereby, “none” indicates that the driver is
irrelevant to an organization. For instance, “none” doesn’t meet the requirements of regulated
industries with regulatory industry standards. “Obligatory” indicates that the corresponding
driver is essential for the organization. Last, an exemplary instantiation was conducted using

two real-world cases to demonstrate the artifact’s usability and proof of its usefulness (Eval 4).

By consolidating this knowledge into an applicable artifact, this research article helps explain
organizational action patterns. Moreover, it provides a managerial tool to evaluate and decide
on appropriate IT security for digitalization projects. The artifact can support managers in two
ways: First, managers can use it to identify a suitable alignment path for their digitalization
project. Organizations must go through each driver and fill in their specific relevance weight to
apply the artifact in this way. Then, organizations should carefully consider the drivers that
were considered obligatory. According to the drivers’ fit, the organizations should focus on SD
or even SF if the obligatory weighted drivers fit with these strategic alignments. Organizations
can look at the less weighted drivers to clarify their findings in close decisions between two
strategic alignments. Second, organizations that want to follow a specific strategic alignment,
for instance, a management philosophy, may start with the drivers’ alignment. They may use
the provided drivers matching a strategic alignment path to deriving requirements. In this case,
the artifact primarily supports managers in convincing other stakeholders within the

organization to undertake specific actions by explicitly illustrating relevant drivers.
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. | Focus |__ . Driver's Fit to Alignment Path
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=
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Figure 6. Framework to Define a Strategic Role of IT Security in Digitalization Projects

In sum, research article # 4 encourages managers to proactively consider IT security measures
while conducting digitalization projects that enhance digital maturity. Furthermore, especially
with the path of SD, the paper strives to offer a perspective on how to design-in security in

digital solutions.

However, even companies that massively invest in proactive IT security measures fall victim
to security incidents (Hiscox, 2021). Furthermore, since attack vectors and tactics constantly
evolve, incidents cannot be prevented completely (Kuypers et al., 2016; Lallie et al., 2021).
Accordingly, the mitigation of these incidents plays a decisive role in reducing the extent of
damage and restoring the operability of systems as quickly as possible (Ahmad et al., 2021).
Consequently, organizations need to establish reactive measures that help to recover after being

affected by IT security incidents.

26



Tackling Business and Technology Challenges in the Manufacturing Sector

Therefore, effective Incident Response Management (IRM) has been established as an effective
tool for reactive IT security (He et al., 2022; van der Kleij et al., 2022). IRM aims to maintain
the continuity of business processes, reduce the impact of security incidents, and respond to
security incidents effectively (Ruefle et al., 2014). Organizations must enhance their efficiency
and effectiveness in incident preparation, incident detection, incident remediation, and post-
incident activities (Ab Rahman & Choo, 2015). Timely recovery from a security incident is
essential, especially in highly networked production environments with high losses at
production shutdown. In May 2022, for instance, the tractor manufacturer AGCO/Fendt had to
shut down an entire German production site for ten days after a ransomware attack until the
systems were restored (AGCO, 2022). According to a McKinsey report reducing the mean time
to resolve (MTTR) significantly contributes to a company’s resilience (Agarwal et al., 2020).
Thus, during manufacturers’ digital transformation, the continuous development of effective
IRM capabilities is a crucial challenge. However, research still lacks a practice-grounded and
socio-technical conceptualization of those capabilities and their development. To tackle this
issue, the central artifact of research article #5 is an IRM maturity model (IRM3) closely aligned
with practical requirements. The development follows a research approach composed of both
the eight-phase development process according to Becker et al. (2009) and the evaluation
patterns according to Sonnenberg and vom Brocke (2012) (i.e., Eval 1-4).

First, five expert interviews were conducted to derive the need for the IRM3 and elicit three
design requirements: First, applicability to organizations with immature IRM. Second,
consideration of the social-technical perspective. And third, practice-grounded evaluation.
Next, the research gap was justified by screening existing models based on recommendations
of practitioners during the interviews and a literature search (Eval 1). A structured literature
review and expert interview revealed that the existing models (e.g., the Security Incident
Management Maturity Model ‘SIM3’ of Stikvoort (2019)) could not fulfill all three outlined
requirements. Hence, building on and enhancing existing works, a new model was developed
(Becker et al., 2009). The developed IRM3 possesses, like the SIM3 (Stikvoort, 2019), four
focus areas (i.e., organization, human, tools, and processes) and possesses in total 29 capability
dimensions (Figure 7). As a focus area maturity model, the IRM3 does not use uniform and
aligned maturity levels based on columns but measures the maturity for each capability
dimension in each line (Lasrado et al., 2015). To indicate that more mature capabilities build
on their predecessors and complement these, a plus sign "+" in front of some capabilities was

added. At the end of the development process, the IRM3’s design was evaluated regarding
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fidelity with the real-world phenomena, completeness, and internal consistency (Eval 2)
(Sonnenberg & vom Brocke, 2012) using an academic focus group (Tremblay et al., 2010). The
focus area organization contains seven dimensions describing the pre-defined interaction of

99 ¢

humans, resources, infrastructures, and processes (e.g., “management support,” “service
description,” or “responsibility”). It is about specific and strategic goals related to IRM. It
includes fundamental principles and organizational measures to structure and implement IRM.
The realization of these organizational aspects requires the involvement of decision-makers.
Second, the focus area human consists of six dimensions that describe how employees work

99 ¢¢

together to realize organizational goals (e.g., “security awareness,” “‘communication culture”).
This focus area considers the collective values and behaviors of individuals or teams and, thus,
the human factor. Consequently, the area covers dimensions that affect or require employee
participation to respond appropriately to incidents. The focus area tools contains eight
dimensions and concentrates on the applications, programs, services, and other parts of

99 ¢

equipment to conduct incident response (e.g., “IT resources,” “work equipment”). These tools
enable the company to achieve the goals described in the focus area organization. With their
help, an organization can improve its IRM regarding time, granularity, or quality. Last, the
focus area processes consists of eight dimensions and defines IRM procedures carried out by
tools or humans (e.g., “incident prevention,” “incident detection”). The procedures support the
incident management or services, which are part of the incident response process. To increase
the effectiveness of IRM, procedures need to be repeatable, measurable, adaptable, and

documented.
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Figure 7. The Incident Response Management Maturity Model (IRM3)
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After the development process, the IRM3 was transferred into an online survey tool to allow
ease of use and feasibility for its target group (i.e., practitioners in the IT security field) (Eval
3). Finally, f a naturalistic evaluation and to assess its practical value in applicability,
effectiveness, and generality, the IRM3 was applied in a case study demonstration at seven
organizations (Yin, 1992) (Eval 4).

Aside from the IRM3’s prescriptive value confirmed throughout the demonstration, it provided
descriptive insights into the assessed organization’s IRM capability maturity (Gregor &
Hevner, 2013). It appeared that IRM maturity is affected by drivers and challenges that can
mainly be traced back to the contextual factors of an organization. Based on the case study
demonstration, three main classes of maturity and contextual factors were found (i.e., Classes
A-C): First, Class A organizations had mature IRM capabilities rooted in certification and
auditing as a contextual factor. Second, Class B organizations possessed average IRM
capabilities driven by customer requirements, cyber insurance, or a business model focusing on
IT or security. Third, Class C includes organizations with immature IRM. These companies use
IT only as a supporting component and are not driven by customer requirements due to their

industrial sector.

To conclude section 11.2, research article #5 addresses the need for practical guidance on
reactive measures in IT security by examining IRM capabilities in a holistic, socio-technical
perspective across 29 capability dimensions. In sum, the model offers prescriptive knowledge
on relevant IRM capabilities but can also be used as a status quo assessment tool for descriptive

purposes.
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1 Summary

In the wake of continuously increasing global competitive pressure, the market environment in
the manufacturing sector has undergone major upheaval (Bjorkdahl, 2020). To withstand this
market pressure, many manufacturers seek to leverage digital technologies to offer new digital
business models associated with high margins and potent competitive advantages. Driven by
these opportunities and as a strategic response to the new market conditions and technological
affordances, many manufacturers are embarking on their digital transformation (Vial, 2019).
However, pursuing digital transformation and enabling digital business models in
manufacturing bears business and technology challenges. These challenges are most pressing
for incumbent manufacturers whose established market position was carved out decades ago
and primarily rooted in the engineering, production, and sales of high-quality equipment but

not software and digital services.

On the one hand, these companies face business challenges when endeavoring digital
transformation. First, in the form of lacking guidance on the structured exploration of digital
business models that allows the company to leave well-trodden paths of hardware-centric
business logic and consequently identify a strategic polestar of future digital business models.
Second, by struggling to identify and develop the capabilities required to embrace their digital

business vision.

On the other hand, as digital business models require the broad adoption of digital technologies,
this also gives rise to technology challenges. These challenges become evident, for instance, in
the field of IT security, as threats in this area will increase because of intensifying digital
business and intra- and inter-organizational connectivity. To mitigate those emerging security
threats, proactive and reactive IT security measures must be considered in the wake of digital

transformation.

Against this backdrop, the phenomenon of digital transformation yields considerable research
potential for the information systems domain as it stimulates the development of artifacts that
can help to tackle dedicated challenges (Gregor & Hevner, 2013; March & Storey, 2008). This
dissertation and the research contributions presented therein utilize the DSR paradigm to
contribute to the prescriptive knowledge on resolving both business and technology challenges
associated with digital transformation. Additionally, by applying these artifacts, for instance,
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as analytical lenses on capability development, descriptive knowledge on how manufacturers
manage their transformation is being generated (Favoretto et al., 2022; Verhoef et al., 2021).

Regarding the business challenges, section I1.1 sheds light on how to explore digital business
models and what capabilities need to be developed to embrace these business models in

manufacturing.

Research article #1 underpins the relevance of this issue by outlining the case of WashTec, an
incumbent manufacturer of car wash systems. WashTec strived to explore new digital business
models to enhance its market position. However, existing methodological approaches for
exploration did not fulfill the requirements set by WashTec’s management rooted in the desire
to build on existing resources and strengths and develop monetization metrics for digital
business models. Thus, this study uses Action Design Research to develop a guiding structure
(Mullarkey & Hevner, 2019). This article’s artifact is an approach to the structured exploration
of digital business models in incumbent firms. With its four main phases (i.e., Activation,
Inspiration, Evaluation, and Monetization), this approach is rooted in established Design
Thinking literature (Brown, 2008; Naiman, 2019). However, based on established companies’
requirements, the approach extends existing Design Thinking patterns. First, it considers an
upstream Activation phase that assesses strategic exploration options based on an incumbent’s
established resources and products. Second, the approach includes a dedicated Monetization
phase that focuses on developing monetization metrics for the explored digital business models.
The work’s contribution is twofold, as it, first, offers descriptive knowledge about digital
transformation at the case company. It highlights the complexity of the socio-technical
transformation required to move from hardware-centric organizational logic to a new business
model. Second, it provides prescriptive knowledge that offers guidance for the defined real-
world problem (i.e., structuring the exploration activities of manufacturers) and lessons learned
from WashTec’s case that could make the application at other manufacturers even more

effective (Gregor & Hevner, 2013).

Research articles #2 and #3 shed light on the capability development required for
manufacturers’ digital business models. Both research articles use archetypal digital business
model designs to examine required capabilities comprehensively. While research article #2
focuses on business models whose value proposition is fulfilled by data-driven services and
thus does not presuppose a specific bundle between product and digital services, research article

#3 draws on archetypal PSS and thus includes bundling of hardware and services. Both use
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existing, descriptive research findings (i.e., about archetypal business models) to generate
prescriptive knowledge describing how these archetypal business models can be achieved. To
fulfill this goal, both articles develop continuous maturity models as core artifacts drawing on
a socio-technical lens to identify the technical and non-technical capabilities necessary for

archetypal business models.

Research article #2 builds on Hunke et al. (2021) archetypal data-driven business models (i.e.,
data provider, insight provider, recommendation provider, and digital solution provider) and
identifies relevant capabilities along Urbach and Raoglinger’s (2019) five-layered enterprise
architecture model. Along with the development of the model, the existing literature is
reviewed, structured, and aggregated in the maturity model. Finally, the model is applied to two
manufacturers to evaluate the model properly following Becker et al. (2009). During the
application, the model serves as an analytical lens that offers insights into the manufacturer’s
digital transformation. This offers intriguing avenues for further research, which can be more
empirical, to understand better the transformation processes toward digital business models
(Favoretto et al., 2022).

Research article #3 focuses on archetypal PSS business models enabled by digital technologies.
The paper builds on the established PSS business model typology of Tukker (2004). This
typology allows the classification of PSS according to their core logic of value creation and
value proposition to customers (i.e., product-oriented, use-oriented, and result-oriented PSS).
Research article #3 leverages this systematization to represent target states of manufacturers’
digital transformation. The article thereby answers the research question of which socio-
technical capabilities manufacturers need to offer the respective PSS archetypes. Like research
article #2, the research design is based on developing a maturity model as the central artifact.
To this end, by combining the PSS archetypes and a socio-technical perspective on the
organization, a continuous maturity model is developed to assist manufacturers in identifying
the status quo of capability development and deriving a target state of transformation. The
model is evaluated in a case study demonstration at VacuumCo, an incumbent manufacturer of
vacuum pumps. The central artifact contributes mainly to prescriptive knowledge, while the
insights of the case study demonstration contribute to the general understanding of digital

transformation in manufacturing.

Regarding technology challenges, section 11.2 outlines how manufacturers can proactively and

reactively enhance their mitigation of IT security threats. It is assumed that manufacturers are

33



Summary and Future Research

increasingly adopting digital technologies to implement digital business models. Thus, the
attack surface for IT security incidents increases. Research article #4 examines this issue from
the perspective of digitalization projects, which are commonly used to drive the digital maturity
of enterprises. Using theory on driving factors for IT security investments (Heidt et al., 2019a;
Heidt et al., 2019Db), this research article examines strategic roles that IT security can take in
digitalization projects (i.e., security first, security by design, and security pragmatism). As a
central artifact, a framework is developed that identifies established drivers for these strategic
roles. In addition, the artifact was applied to two organizations, yielding insights into the
strategic role of IT security in these organizations. Thus, this paper contributes to the area of
prescriptive knowledge by directly mapping the drivers to the various strategic roles of IT

security.

Despite proactive measures, IT security incidents cannot be prevented entirely due to a
constantly expanding attack surface and the increasing number of hacker attacks. Against this
background, research article #5 examines the risk perspective by considering IRM as the ability
of organizations to regain business operations after suffering IT security incidents. The work
analyzes what capabilities organizations need to establish effective IRM. For this purpose, a
socio-technical maturity model is developed, which takes a comprehensive view of the
organization and thus considers technical and non-technical aspects of IRM. The artifact is
applied to seven different organizations to investigate their status quo and target state of incident
response management capabilities. The contribution of the work lies especially in merging
technical and non-technical capabilities for IRM and, thus, in prescriptive knowledge. At the
same time, the results of the application of the artifact in the companies studied indicate a
relatively low average maturity of incident response capabilities, thus emphasizing the need for

action.

2 Future Research

As with any research endeavor, this dissertation and the associated findings are subject to
limitations. While the individual research articles have already addressed their respective
limitations (see Appendices V.3-V.7), this section focuses on an aggregated perspective of
business and technology challenges in manufacturing. In addition, stimuli for future research

in the field of digital transformation of manufacturers are to be provided.

First, in the area of business challenges, this work builds in particular on established archetypes
of digital business models (e.g., Hunke et al. (2021), Tukker (2004)) and therefore uses a mainly
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deductive approach (Bhattacherjee, 2012). While these archetypes serve as established
structures, they bring some limitations. First, when considering different archetypal business
models, it is not initially considered whether they are appropriate for the company in its context
(i.e., regarding the size of the company or its industrial focus). This could be an impetus for
future research to question the qualitative suitability of a certain archetype for the company and
the associated context. Furthermore, archetypal business models are subject to a limitation in
that they represent a simplified form of the complex reality. Although this makes it possible to
identify a target business model, it also implies giving up the potential for innovation and
individualization. As illustrated by Chiu et al. (2019), the multitude of existing classifications
also points out individual weaknesses of the abstractions. Future research could therefore strive
for inductive approaches to investigate meta-characteristics of digital business models that go
beyond typologies (Bhattacherjee, 2012). A cross-sectional analysis of existing archetypes
could identify overarching patterns and yield prescriptive knowledge (e.g., success factors, best
practices) so that practical guidance based on them is not limited to the logic of specific
typologies.

Second, limitations and resulting stimuli for future research can also be derived in the area of
technology challenges, which addresses the topic of IT security in particular. This work
examines proactive and reactive measures companies can use to enhance their IT security.
However, this work, like many other studies in this domain, is limited because these two areas
are not considered in an integrated way. Especially with the increasing networking of machines
and systems, an integrated approach seems to be more viable. While manufacturers can
continuously interact with their own IT infrastructure, networked production systems, and
employees, this influence is limited to machines and systems operating at the customer’s site.
Manufacturers must, therefore, not only take responsibility for their assets and systems but also
extend this responsibility to digitally networked products. For this, a combination of proactive
and reactive measures can be adopted throughout the product development process: On the one
hand, products should be designed proactively from the perspective of IT security to make them
resilient to hacker attacks or misuse. On the other hand, it seems appropriate to implement
reactive measures to ensure the ability to act in the event of an incident that affects the
networked machine. Thus, impulses for future research arise that IT security must be integrated
proactively and reactively during product development. For instance, the approaches described
in this paper could be integrated into the product development process giving rise to “security
by design”-approaches.

35



Summary and Future Research

Thirdly, this work offers a hitherto rarely considered integrated perspective of business and
technology challenges in the digital transformation of manufacturing. For this purpose, this
dissertation provides research articles that address the respective issues of both challenges.
While this perspective allows addressing both issues sequentially, this dissertation is limited in
offering integrated tools. Future research could therefore leverage this combined perspective to
explore the technological challenges associated with specific digital business models and the
associated implications (e.g., expected risk). This might broaden manufacturing executives’
decision-making basis to include the associated technology challenges when evaluating the

opportunities of digital business models.

In sum, this work contributes to the existing knowledge of digital transformation in
manufacturing by presenting artifacts and approaches that help tackle business and technology
challenges in developing new digital business models. In doing so, | hope that this work will
both provide practical guidance in the digital transformation of this relevant industry and inspire
researchers to investigate this phenomenon in an integrated manner and from both a business

and technology perspective.
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2 Individual Contribution to the Research Articles

This cumulative dissertation comprises five research articles that comprise the main body of
work. All articles were developed in teams with multiple co-authors. This section details the

respective research settings and highlights my individual contributions to each article.
Research article #1:

I co-authored this research paper with Christian Ritter, Bjorn Hackel, Carsten Klees, Ralf
Koeppe, Anna Maria Oberlander, and Maximilian Roglinger. As the paper was developed in
action design research, I closely engaged in the conceptual development and evaluation of the
paper’s main artifact. Regarding the development of the manuscript, | co-developed the initial
draft of the research paper and was mainly engaged in the methodological development and
conceptualization of the practical observations. Additionally, 1 engaged in the further
development and revision of the research idea as well as textual elaboration. Christian Ritter is
the lead author of this research paper.

Research article #2:

This research article was developed by a team of four co-authors (Bastian Stahl, Bjorn Héckel,
Daniel Leuthe, and Christian Ritter). As the leading author, | developed the artifact's basic
research idea and concept and was responsible for elaborating the research method, model
development, and evaluation. Additionally, | was in charge of preparing the article’s refinement
and preparing it for the rounds of revisions. While, to a large extent, this article reflects my

work, all co-authors promoted the advancement of the paper throughout the entire project.
Research article #3:

| co-authored this research paper with Bjorn Hackel, Rocco Huber, Maximilian Stoter, Tom
Berger and Jan Fall. An earlier version of the article was presented at the 16th International
Conference on Business Information Systems (WI 2021) in Duisburg, Germany. The author's
team decided to extend the article’s scope by overhauling the theoretical embedding and
conducting a thorough evaluation in a case study demonstration. Throughout the development
of both papers, | was primarily responsible for developing the theoretical embedding,
developing and evaluating the maturity model by organizing and conducting the case study
demonstration. In the paper’s re-submissions, | was engaged in the further development of the
research idea as well as textual elaboration. All co-authors contributed equally to the article’s

content and supported the project throughout its duration.

57



Appendix

Research article #4:

| co-authored this research paper with Florian Guggenmos, Philipp Ollig, and Bjorn Hackel.
All co-authors jointly developed the IT security decision framework for digitalization projects.
I was mainly involved in developing the framework and its evaluation by conducting several
interviews with industry experts. Furthermore, regarding crafting the manuscript for this article,
| engaged in the initial draft of the paper and its further textual elaboration throughout the
revisions. Bjorn Héckel holds a subordinate co-authorship in this research article, while the

other three co-authors contribute equally to this research article.
Research article #5:

Research article #5 was developed by the author’s team of Bjorn Hackel, Michael Bitzer, Daniel
Leuthe, Joshua Ott, Bastian Stahl, and Jacqueline Strobel. All co-authors jointly developed the
incident response management maturity model. | dedicatedly focused on the development
method and engaged the framework’s design and refinement and its evaluation with several
organizations. Additionally, | engaged in the first draft of the paper and its additional textual
refinement throughout the revisions. All six co-authors contributed equally to the article’s

content and supported the project throughout its duration.
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3

Research Article #1

Exploring Digital Business Models — The Case of WashTec

Working Paper

Authors: Ritter C., Hackel B., Klees C., Koeppe R., Oberlander A., Réglinger M. & Stahl B.

Extended Abstract®:

Digital technologies allow manufacturers to tap into new digital business models that
promise to enhance their competitive advantage (Luz Martin-Pefia et al., 2018;
Oberlénder et al., 2021). However, the value creation logic strongly differs between
traditional product-centric offerings and new service-oriented digital business models
(Linde et al., 2021). As a consequence, many executives of incumbent manufacturers
are faced with the issue of identifying a desirable target digital business model based on
an existing product core and business for which there is a lack of systematic approaches
(Verhoef et al., 2021; Willotzki et al., 2021). Especially sensing exploration
opportunities and assessing the strategic value of new, digital business models, to what
extent existing business can be strengthened or expanded, and how it can be monetized,

is a challenge (Favoretto et al., 2022; Linde et al., 2021).

This challenge is addressed by presenting the case study of WashTec, a manufacturer of
car wash systems. The article highlights the need for exploration beyond an established
product core and the evaluation of monetization potential to develop successful digital
business models. The article evaluates established innovation and exploration
approaches, but also diagnoses missing methodological guidance throughout the
exploration process for digital business models. To address the issue, the paper uses an
action design research approach (Mullarkey & Hevner, 2019) to develop a four-phase
approach for exploration (i.e., Activation, Inspiration, Evaluation, and Monetization).
This approach enhances existing approaches, such as the established Stage-Gate-process
(Cooper, 1990) or Design Thinking patterns (Naiman, 2019), by including a dedicated
upstream focus on strategy (i.e., the Activation phase) and a downstream phase

dedicated on development of business cases (i.e., the Monetization phase).

1 At the time of writing, this research article is under review for publication in a scientific journal. Therefore,
an extended abstract, taken from the research article, is provided here.
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The four phases are presented in detail, starting with the Activation phase, which
evaluates different strategic opportunities for exploration and identifies strategically
valuable opportunity spaces for digital business models (value pools). The Inspiration
phase develops innovative ideas within the prioritized value pools, utilizing the
expertise and creativity of the workforce and external innovation sources. The
Evaluation phase assesses the remaining ideas based on three criteria: desirability,
feasibility, and viability (Ries, 2011). Lastly, the Monetization phase evaluates detailed
business cases and derives an overarching monetization strategy for the digital business

models (Baltuttis et al., 2022).

The four-phase approach offers a blueprint for practitioners to structure their exploration
of digital business models and provides lessons learned and recommendations to
approach exploration more effectively drawn from the case. The work also offers
descriptive knowledge about the challenges and lessons learned along WashTec’s
exploration journey, highlighting the complexity of the socio-technical transformation
required to move from hardware-centric organizational logic to new, digital business

models.
Keywords:  Exploration, Digital business models, Strategy, Digitalization, Innovation
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4 Research Article #2

Data or Business First? — Manufacturers’ Transformation toward Data-driven Business

Models

Authors:
Published in:

Abstract:

Keywords:

Stahl B., Hackel B., Leuthe D. & Ritter C.
Schmalenbach Journal of Business Research (SBUR) (2023)

Driven by digital technologies, manufacturers aim to tap into data-driven business
models, in which value is generated from data as a complement to physical products.
However, this transformation can be complex, as different archetypes of data-driven
business models require substantially different business and technical capabilities.
While there are manifold contributions to research on technical capability development,
an integrated and aligned perspective on both business and technology capabilities for
distinct data-driven business model archetypes is needed. This perspective promises to
enhance research’s understanding of this transformation and offers guidance for
practitioners. As maturity models have proven to be valuable tools in capability
development, we follow a design science approach to develop a maturity model for the
transformation toward archetypal data-driven business models. To provide an
integrated perspective on business and technology capabilities, the maturity model
leverages a layered enterprise architecture model. By applying and evaluating in use at
two manufacturers, we find two different transformation approaches, namely ‘data first’
and ‘business first’. The resulting insights highlight the model’s integrative
perspective’s value for research to improve the understanding of this transformation.
For practitioners, the maturity model allows a status quo assessment and derives fields

of action to develop the capabilities required for the aspired data-driven business model.

Data-driven  business models, Data-driven services, Data analytics,

Manufacturing, Enterprise architecture.
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5 Research Article #3

Leveraging Digital Technologies for Product-Service Systems in Manufacturing —

Structuring the PSS Transformation with a Socio-technical Maturity Model

Working Paper

Authors: Héckel B., Huber R., Stahl B., Stoter M., Berger T. & Fafl, J.

Extended Abstract?:

With increasing servitization in the manufacturing sector, the emerging growth of
product-service systems (PSS) as the combination of physical products and
complementary services has been observed in recent decades (Baines et al., 2017).
Nowadays, servitization and digitalization are two merging trends in manufacturing,
allowing to upgrade physical products with digital services leading to integrated or
digitalized PSS (Favoretto et al., 2022; Gebauer et al., 2021). In this context, digital
technologies like the internet of things, cloud computing, and artificial intelligence are
leveraged to empower the service components of PSS (Ardolino et al., 2016). This
allows manufacturers to offer proactive services, for instance by providing predictive
maintenance for their machinery (Zonta et al., 2020). As a consequence, PSS promise
great strategic potential for manufacturers, for instance through higher customer loyalty

and increased competitiveness (Gebauer et al., 2021).

Generally, PSS can be classified, regarding their intended value offering (Yang &
Evans, 2019). The established typology of Tukker (2004), for instance, distinguishes
between product-oriented, use-oriented, and result-oriented PSS. However, the
transformation from a pure product manufacturer to becoming a provider of mature PSS,
goes in line with the development of new technical and non-technical capabilities
(Favoretto et al., 2022). Thus, while the provided PSS archetypes allow manufacturers
to identify a target state of their PSS transformation, it remains unclear, what technical

and non-technical capabilities manufacturers require for providing a defined PSS type.

As maturity models are an established tool for structuring capability development in

transformative processes (Poppelbul? & Roglinger, 2011), this paper develops a

1 At the time of writing, this research article is under review for publication in a scientific journal. Therefore,
an extended abstract, taken from the research article, is provided here.
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maturity model with a socio-technical lens on established PSS types to identify required
technical and non-technical capabilities (Baxter & Sommerville, 2011; Bostrom &
Heinen, 1977). By following the development procedure of Becker et al. (2009), the
paper uses a rigorous design science research approach (Hevner et al., 2004) to build
and develop the PSS maturity model (PSSMM) as the central artifact based on existing

literature.

The PSSMM is structured in two central dimensions: On the horizontal axis, it includes
the PSS typology of Tucker (2004) as maturity levels (i.e., pure product, product-
oriented, use-oriented, and result-oriented PSS). The vertical axis structures the
required capabilities along five socio-technical focus areas (i.e., strategy, culture,
structure, practices, and IT) proposed by Cleven et al. (2014). In sum, the continuous

maturity model describes 80 capabilities in 20 capability dimensions.

The model was evaluated using both an ex ante and ex post evaluation methods
(Sonnenberg & vom Brocke, 2012). A focus group discussion with academic scholars
on the developed model was used as an ex ante evaluation proving the model’s
completeness and internal consistency. The ex post evaluation of the model was
performed as a case study demonstration (Yin, 1992) at VacuumCo, a German
manufacturer of vacuum pumps. In this case study, the PSSMM was first used to define
the manufacturer’s status quo and target state. Second, based on the assessment, the
model was used to derive a project roadmap to track progress in relevant capability
dimensions for PSS, showcasing the model’s ability to structure the path toward a
defined PSS type. The case study demonstration yields insights into the case company’s

digital transformation and challenges associated with developing towards mature PSS.

In conclusion, the developed model contributes to existing PSS literature and offers a
foundation for further theory-building and design actions. Additionally, the model has
practical value, as it guides manufacturers in their PSS transformation and describes the

required capabilities.

Keywords:  Product-service  systems, Maturity model, Manufacturing, Digital

transformation, Capability development, Case study demonstration.
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6 Research Article #4

Security First, Security by Design, or Security Pragmatism — Strategic Roles of IT

Security in Digitalization Projects

Authors:
Published in:

Abstract:

Keywords:

Guggenmos F., Hackel B., Ollig P. & Stahl B.

Computers & Security (2022)

Although digital transformation is geared to achieving strategic goals such as efficiency
or competitive advantages, it involves digital threats. IT security is an overarching task
for managers and specialists that currently receives little attention in digitalization
projects. Therefore, the strategic potential of IT security mostly remains untapped due
to a lack of appropriate decision-making and communication tools that support project
managers to address IT security consciously. This work tackles this issue by introducing
a method to strategically consider IT security in digitalization projects using a design
science approach. As a result, three strategic variants of IT security in digitalization
projects and their underlying drivers were identified. By consolidating this knowledge
into an applicable artifact, this work helps explain existing action patterns in
organizations. Moreover, it provides a managerial tool to evaluate and decide on

appropriate IT security for digitalization projects.

IT security, Digitalization projects; IT security strategy, Strategic interplay.
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7 Research Article #5

Managing the Inevitable — A Maturity Model to Establish Incident Response

Management Capabilities

Authors:
Published in:

Abstract:

Keywords:

Bitzer M., Hackel B., Leuthe D., Ott J., Stahl B. & Strobel J.

Computers & Security (2023)

Although the ongoing digital transformation offers new opportunities for organizations,
more emphasis on information security is needed due to the evolving cyber-threat
landscape. Despite all preventive measures, security incidents cannot entirely be
mitigated. Organizations must establish incident response management to treat
inevitable incidents in a structured manner and under considerable time pressure. If not
handled, incidents can result in reputational or financial losses and disrupt business
continuity. Especially organizations that have not addressed incident response
management extensively need to understand which capabilities are required to develop
their incident response management. However, research still lacks a practice-grounded
and socio-technical conceptualization of those capabilities and their development. For
such challenges, maturity models have proven valuable in practice and research. This
paper follows a design science research approach to develop an incident response
management maturity model (IRM3) closely aligned with practice requirements under
a socio-technical lens. Iteratively applying and evaluating the IRM3 with seven real-
world organizations leverages its comprehensive view based on four focus areas and 29
capability dimensions to understand which capabilities organizations need to approach
incident response management. Building on existing research, this work provides a
comprehensive perspective on incident response management and its associated
capabilities. For practitioners, especially in organizations with initial incident response
maturity, the IRM3 offers descriptive value when used as a status quo assessment tool
and prescriptive value by outlining capabilities for successful incident response

management.

Design science research, Incident response management, Information security,

Maturity model, Socio-technical.
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